SSDG Checklist

1. SSDG Database Checklist

1)

2)

3)

One can check if the database for SSDG is correntltalled with the help of following
command.

Command:
Type su postgres

Type psdql
Type \|I

Expected Output:

nsdgdb
nsdgpki db

Note: Please note that there should not be antyeohbove listed databases missing.

Check if Installer has changed value fromst to md5. If not make the changes as shown in
Figure 1 in file pg_hba.conf located in SSDG Data&bServer.

Entry of # IPv4 local connections in pg_hba.conf
(in data directory of Postgresql server)

must be "trust”.

Example

host all all 127.0.0.1/32 trust

Installer will make it md5.

Example

host all all 127.0.0.1/32 md5

host all all IPaddressofServer/32 md5

Figure 1: pg_hba.conf

If you encounter any problem in configuring SSLPostgreSQL then only, Executing the steps
as mentioned below
i openssl req -new -text -out server.req
ii. openssl rsa -in privkey.pem -out server.key
iii. rm privkey.pem
iv. openssl req -x509 -in server.req -text -key server.key -out server.crt
V. chmod og-rwx server.key
vi. copy all the above files in dir pgsql/data
vii. Restart database.
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4) Check PostgreSQL recommended configurations.txgivaen in SSDG Installation Manual as
well as on the link http://nsdg.cdacmumbai.in/adstmation/SSDG_CheckList.jsp

1.1 Checklist for Database after Registering Gateway with NSD

You must have received GatewayID and SenderID eénntlail after registering your Gateway
with NSD. This can be done by filling the GSPformploaded on the link
http://nsdg.cdacmumbai.in/fadministration/SSDG_Chestksp.

Follow the bellow mentioned commands.

Typesu postgres
psqgl -U nsdg_msg -d nsdgdb
on SSDG Database Server where nsdgdb is created.

Below mentioned queries should be executed in @n&g para on SSDG Database Server

i) update config_para set paravalue=' value of Gatewhyvhere
paraname='gatewayid’;

i) update config_para set paravalue='value of Gatewhyhere
paraname='SenderID’;

iii) update config_para set
paravalue="http://nsd.cdacmumbai.in/Directory/secas/NSDService' where
paraname='NSDServiceURL";

iv) update config_para set paravalue="http://IPaddresiserver where Gateway
Messaging part 1:8080/gateway/services/NSDGSerwideere
paraname='GatewayAccessURI';

V) update config_para set paravalue='IPaddress of s#rvwhere Gateway
MessagingPart 2 IS installed foreg: 192.168.0.15309'
whereparaname='GatewayResendMessaging.ip’;

Type select * from config_parao see the updated records.

1.2 SSDG Messaging PartlChecklist

1) Check the log file name8SDG_Installer_Messaginglog.txt. The fileSSDG Messaging for Part
1 is uploaded on http://nsdg.cdacmumbai.in/admiaigin/SSDG_CheckList.jsp. Compare the
contents of file generated on your server withgame name with this file. The content of file
should be same.
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2) Start jboss on Messaging Partl solution.
Type/etc/init.d/jboss start

3) Check the log file named jboss_server_console.bithvis present in folder
Ivar/applog/nsdgmessaging in SSDG Messaging Rastadlied on the Server.

4) To check the messaging service -Type
http://IPAddressofMessagingPart1Server:8080/gatéseayices/NSDGService?wsidth the
browser. Refer Figure 2

¥) Mozilla Firefox @

Eile Edit W¥ew History Bookmarks Tools  Help
‘. http:j/192.168,0,37)...ces/NSDGServicerwsdl ll‘ >
€ | %, http:192.168.0.37 [gateway/servicesNSDGServicsTwsdl ~ |||y J=liE
L_-i: Mast Visited [ Gmail: Email from Goo "" Google £ JasperServer #% Sign In - Hyparic HQ ' Fulcrum
-
This XML file does not appear to have any style information associated with it. The document tree is shown helov.
— <definitions name="M3DG" targetNamespace="http/fwrwrw mit. gow in/eGow'schemaMSD Giwsdl">
<wsdl: documentation=This iz the WSDL of the NSDG Gateway<Avsdl:documentarions
— <types>
— «xsil:schema attributeFormDefault="unqualified" el tFormD: t="gpalified" id="MSDGEPIMessagebcherna” targetNamespace="tttp:/arwrwr srit. gov. infeGov/zchema/MNEDG/EPT" version="1.0">
«<xsd:import namespace="http //wrarw. mit. gov infeG ov/schenaMNED Glenvelope” schemaLocation="zsd0 zsd"/>
L S
ATTENTION: The URL: htip:/ swww.mit.qov. in/efov/schens NSDG envelope
doss not exists presently so the file NSDGMessageEnvelope.xsd has besn put in local directory.
=52
— =xsd:annotation>
= <xsil: documentation>
This schema is used for the SOAP Programmatic Interface to N2DG Gateway.
<fxsd:documentation>
<fysil:anmotation:
— <xsd:element name="SubrmitD ocument":>
— <xsd: complexType »
— <xsd:sequences
— <xsil:element name="Tessage">
— «xsd:cowplexTipe>
= <xsid:choice>
<xsd:element name="SubrmitRequest” type="MN3DG Type'/>
<xsd:element name="SubrmitPoll" type="N30 G Type'/>
=xsd:element name="DeleteRequest” type="MEDG Type'/>
=xsd:element name="3ubmitResponse" type="NEDGType'f=
<xsd:element name="ListRequest" type="MED G Type'f>
<xsd:element name="SubmitRequestReturn” type="MEDG Type'/>
«<xsd:element name="SubmitFollReturn” type="M5DG Type'/>
<xsd:element name="DeleteRequestReturn” type="I3DG Type'/>
<xsd:element name="SubmitResponseReturn” type="N5D G Type"/>
<xsd:element name="ListRequestReturn” type="NEDG Type"/>
</xsd:choice>
</xsd: complexType >
</xsd:element>
<fxsd:sequence>
</xsd:complexType>
<fysd:element:
— «xsd:complexType name="N3DG Type">
- <xsil:sequence>
<xsd:element maxOccurs="unbounded” minOccurs="1" ref="envpNEDGMessage'/>
</xsd:sequence>
<fxsd:complexType>
</xsd:schema
ftmes> s

Figure 2:SSDG Messaging Service
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1.3

1)

2)

3)

4)

1.4

1.5
1)

2)

3)

4)

5)

SSDG Messaging Part 2 checklist

Check the log file name8SDG_Installer_Messaginglog.txt. The fileSSDG Messaging for Part
2 is uploaded on http://nsdg.cdacmumbai.in/admialistin/SSDG_ CheckList.jsp. Compare the
contents of file generated on your server withgame name with this file. The content of file
should be same.

Start jboss on Messaging Part 2 solution Server.
Typeletc/init.d/jboss start

Check the log file namegthoss_server_console.tithich is present in folder
Ivar/applog/nsdgmessaging in SSDG Messaging Hadt&lled on the Server.
This concludes that Messaging Part2 Solution isessfully installed.

SSDG Monitoring Server Checklist

Check the log file named SSDG_Installer_HypericvBdog.txt. The file SSDG Hyperic
Server is uploaded on http://nsdg.cdacmumbai.in/admiaisin/SSDG_CheckList.jsp.
Compare the contents of file generated on youresesith the same name with this file. The
content of file should be same.

SSDG Website Monitoring Server Checklist

Check the log file named SSDG_Installer SSDG Welmgjttxt will be created after
successfully installing SSDG Website solution.

The file SSDG Website is uploaded on
http://nsdg.cdacmumbai.in/administration/SSDG_ Chestksp. Compare the contents of file
generated on your server with the same name wgHild. The content of file should be same.
Start the jboss on SSDG Website solution Server

Type/etc/init.d/jboss start

Check the log file namethoss_server_console.tpresent in folder
Ivar/applog/nsdgweb if possible in SSDG Websitetsah installed on Server.

After starting jboss in SSDG Website server,
Type http://IPaddressofSSDGWebsiteServer:8080/

User Name : Admin006 (For SAP Registration)
Password : Welcome321@ (Password should be resa) b
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Reset Password

SAP Registration
SAP De-registration

De-Register SAP
Registered Service

National e-Governance o-Gov-i4

Service Delivery Gateway \ Service /s
A Messaging Middleware for Integration & Interoperability EXChingE‘ 7

SMSOG NS0 5500 '
Lol I

Welcome to NSDG administration interface. MSDG prowvides it's users with a
customized set of services as per their profiles. You may kindly use the menu
provided on left side for making use of NSDG facilities.

SAP Register Service
SAP Profile Update

Figure 3: SAP Registration

User Name : Admin007 (For SP and Services Regisirat
Password : Welcome321@ (Password should be redé) by
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T National e-Governance | a1
conc Service Delivery Gateway \\ Service , #
! A Messaging Middleware for Integration & Interoperability Eﬂdmﬂé’,c 2

“HHOG - NS0 SSDE @ '

AT A

SWOrs

+ Reset Password
Welcome to NSDG  administration interface. NSDG prowvides it's users with 3
customized set of services as per their profiles. You may kindly use the menu

e s provided on left side for making use of NSDG facilities.
¢ List of Services

* SP Enrolment

* SP Updation

¢ SP De-Enrolment

* Service Enrolment

* Service De-enrolment

* Search For Services

Figure 4: SP Registration

User Name : ad001
Password : Welcome321@ (Password should be redé) by
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i

b A3 National e-Governance -G L
B CORC Service Delivery Gateway |\ Service  #
?I’.l‘.l'jil-';'.!‘.‘.‘.‘.ifi,'f'..' e A Messaging Middleware for Integration & Interoperability \ Excha NgeE #2

SO - KED - SBOG @ '

.....

» Data purging at GW  “Welcome to NSDG administration interface, NSDG provides it's users with a
customized set of services as per their profiles. ¥ou may kindly use the menu

¢ Seruarion provided on left side for making use of NSDG facilities,

* Email alert For
Gateway Response

* Timer Service

&« Reload System
Properties

® Reset Password

e Delete User
e List Users
s fAdd User

* User Role
Management

s Update User

Figure 5:Website Administration

6) To effectively use SSDG Website Features, Refer
http://nsdg.cdacmumbai.in/administration/Manuas.js
SSDG Website Manual.

1.6 Checklist for Database Cluster Configuration of Database

Refer Manual named Cluster configuration of DatabaSection 3.7.7

1.7 Checklist for Loadbalancer

Refer Manual named ApachelLoadBalange®ection Configuratio® Execute steps from 10 to 13.
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