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Part 1: Introduction

1 General Introduction

CDAC

Page 4 of 35

Version 0.3



SSDG CentOS Installation Manual Version 0.3

CentOS is an Enterprise Linux distribution basedhensources from Red Hat
Enterprise Linux. Each CentOS version is suppdided years (by means of
security updates). A new CentOS version is relikasery 2 years and each
CentOS version is regularly updated (every 6 morithsupport newer
hardware. This results in a secure, low-maintenameti@ble, predictable and
reproducible environment. This document detailsitiséallation steps of CentOS
5.5.

1.1 Who should use this manual?

This manual is intended for the audience who asparsible for deploying
SSDG at the State Data Centers. This manual helpgoyinstall BOSS-64 on
the designated servers. The installation of thiser@jng system is very
straightforward and it is easy to do without anjyopknowledge of Linux or
networks. In this document we have tried to give émtire flow of installing
CentOS 5.5.

1.2 Authorized Use Permission

SSDG is wholly owned by Department of Informatioechinology (DIT),
Government of India, and may not be used or reta@rwithout their express
consent. The Gateway (SSDG) Software Product has developed by Centre
for Development of Advanced Computing (C-DAC), Mumnb Before
implementing the SSDG, user agreement needs toidmeds with C-DAC,
Mumbai

1.3 Points of Contact

For additional information or queries regarding &5Dthe SSDG Project
Implementation Office can be contacted at the Wilhyy address or one may also
mail relevant issues on the email id mentionedwelo

SSDG Project Implementation Office

Center for Development of Advanced Computing (C-DAC
Gulmohar Cross Road No. 9,

Juhu, Mumbai — 400 049

Tel No.: +91 22 2620 1606 / 2620 1574 (Ext. 311)3422-26204923.
Fax No. +91 22 26210139/ 2623 2195

URL: http://nsdg.cdacmumbai.in

Mail: ssdg-mumbai@-cdac.in
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Part 2: Installation
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2 Installation Steps

This section gives a detailed layout of the Centp&rating system.

2.1 System Requirements

CentOS doesn’'t impose any hardware requiremennioethe requirements of
the kernel and the GNU tool sets.

2.1.10verview of the Installation Process

1. Back up any existing data or documents on tné tigk where you plan to
install.

2. Gather information about your computer and agded documentation,
before starting the installation.

. Create partition table space for CentOS on hawnd disk.

. Insert the CentOS DVD into the drive

. Boot the installation system.

. Select installation language.

. Activate the Ethernet network connection, ifikalde.

. Create the patrtitions on which CentOS GNU/Limik be installed.

. Watch the automatic install/setup of the bastesy. Choose the Set of
packages specified that need to be installed.

O©oO~NO O~ W

The installation starts with the detection of tren€@S installer from the DVD.
The installation is easily carried out through acfevell-defined steps as
explained in detail in the remaining sections &f tocument

2.1.2Back Up Your Data

Before you start with the CentOS Installation, makee you back up every file
that is now on the system. It is quite obvious thall make new partitions in
the disk to accommodate CentOS operating systeran Efter backing up be
careful and think about your answers and actions.

Two minutes of thinking can save hours of unneagssark.

C%-.)mc Page 7 of 35
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2.2 Beginning the Installation

The installation starts with booting the systemhviibot media, (from SSDG
Solution DVD1). Configure the BIOS to boot fronYD-ROM or External

USB DVD-ROM, If you don’'t know how to do it, consuhe documentation
provided by the manufacturer. Detailed informaton hardware specifications
and configuration is beyond the scope of this dcaum

To abort the installation process at anyetibefore the Installing Packages
screen, either press Ctrl+Alt+Del or powef tife computer with the power
switch. CentOS make no changes to your computdrpatkage installation
begins.

C%-.)mc Page 8 of 35
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2.3 Installing CentOS

To start the installation, insert the SSDG InstadlaDVD1 disc in the DVD
drive and start the computer. The system will bomh the DVD. Figure 1
shows the typical screen shot of the CentOS imstalireen

CentOS-5

Community ENTerprise Operating System

¢ENTER>

Linux text <ENTER>

[Fl1-Mainl [FZ2-0Optionz]l [F3-Generall [Fd-Kernell [F5-Rescuel

Figure 1: Installer Menu Screen

The installer boot menu in the above figure shomes dptions
1. Install or Upgrade in Graphical Mode
2. Install or Upgrade in Text Mode

For further information on Kernel, Rescue and Otiy@ions please use the
function keys as shown in the above Figure 1.

Choose Install or Upgrade in Graphical Mode’ from the options available in
the installer boot menu and Continue.

C%-Jmc Page 9 of 35
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{ CD Found }

To begin testing the CD media before
installation press OK.

Choose Skip to skip the media test
and start the installation.

Tab2>-<AlILt-Tab>» between elements

Figure 2 : Checking Installation Media

It can take a long time to test the installatiordiaeso weskip this test as shown
in Figure 3.

&P CentOos

CentO

[ Beicase Notes o Mext

Figure 3: Installation Wizard Starting
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The welcome screen of the CentOS installer as showigure3.Click on Next to
continue.

2.3.1Language Selection

The installation program displays a list of langesmghat are supported by the
operating System. Select the Language as “Engéisdd’enter to proceed.

&2 CentOS

J_i.l ]

What language would you like to use during the
Installation process?

ChinesaiSimplified) (i)
Chinese(Traditional) (KEEh™)
Croatian [Hrvatskl) m

3|

Czech (Cedtina)
Danlsh (Dansk)
Dutch (Nederdands)
Estonlan {eesti keel)
Flnmish [Suermi)
French (Frangals)
German {Deutsch)
Greek (EAANuLED])

Gujarati {3} v

| [} Belease Notes W Back , |I_:} Bext j

Figure 4 : Language Selection

2.3.2 Keyboard Configuration

Select U.S. Englisi and click “Next” to proceed.

Camc Page 11 of 35
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Before starting with the network configuration, fledowing sequences of steps
are carried out after the keyboard configuratiamsTis done without any manual
intervention. Initially detects the CD-ROM drivespunts it and loads the basic
installer components from the CD.

Camc Page 12 of 35
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2.3.3 Patrtitioning the Hard Disk

If you are installing CentOS 5.5 on a fresh systéinen answer Yes to the
guestion Would you like to initialize this drive, erasing ALL DATA? “. Or
Other Wise No

CentOS

Rermove all partitions on selected drives and create default layout.
Remove linux partitions on selected drives and create default layout.

Use free space on selected drives and create default layout.

Create custom layout:

Select the drive(s) to use for this installation.

[ -* Advanced storage configuration J

=

‘Dﬂeiease Motes | 43 Back ‘ [ & Next l

Figure 5 : Choosing the Partition layout

Next step is to select a partition schema for pstailation. CentOS provides these
four options as listed below

a. Remove all partitions on selected drives andterdefaultayout

b. Remove Linux partitions on selected drive andafa default layout

c. Use free space on selected drives and creataldefyout

Camc Page 13 of 35
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d. Create custom layout

For our purpose of installing SSDG, chotSesate Custom Layout from the
drop down available and Click next to continue. @$ing this step will help us
to customize the necessary set of partitions

The following set of Screens illustrates the stgpstep partition of the Hard
disk under various heads.

Choose the Boot partition (/boot from the Mountr®ddrop down) and specify
the size of the partition and cli€¥ to continue

Mount Point: [..fboot | - l

File System Type: lext3 = ‘

Allowable Drives:

| size (MB): 200 |:]

| New Additional Size Options LVM

(@ Fixed size

Device

() Fili all space up to (MB):

= Hard Drives

() Fill to maximum allowable size

y L] Force to be a primary partition _

[ Encrypt

[ ¥ cancel ‘ l @-QK ‘

[T] Hide RAID devic-ag |
Dﬁeleaseh.lotes l 43 Back I [ B Next l

Figure 6 : Partitioning the Hard Disk - /boot

Camc Page 14 of 35
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Choosehome from the drop down and give the size/lebme partition and then
click Ok to Continue

Add Partition

| Mount Point; | home |- '
File System Type: extd H] |
@

Allowatie Drives:

| Size (MB): 10240 B
NE‘# ..|| Additional Size Options | L

i | | @ Hxed size
Device

{7 Fill all space yp to (MB): {4 2

[ hard Detves O FIIl e maximum allowable size

= fdevisda
1 Force to be a primal artition
fdewfsdal | PrmAR.p
Frea LI Encrypt

| ¥ Canced | | &QKL
] Hide RAID EIE'N'.'I; . i

Dﬁelease NDI:\E5| | @ Back ] | B Mext |

Figure 7: Partitioning the Hard Disk - /home

- &
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Choosel/var from the drop down and give the size/w&r partition and then
click Ok to Continue

Mount Point: [.h.rar |_"Ir |
Flle System Type: | ext3 - |
]
Allowable Drives:
Size (MB): 34000 ]
M Additional Sizer Options LM i
3 Fixed sfze =]
Dievice = — :
() Fill all space up to (MB): 1 - [
S UHAM Lrves
v jdevisda 1 Fill to maximum allowable size
fdevisdal [ Force to be a primary partition E
fdevisdaZ [ Encrypt
F 1 -
= X cancel | | ok 4 I=
[ Hide RAID dawvic ' o i
| Release Notes | ' 4 Back | B Next ]

Figure 8: Partitioning the Hard Disk -/var

y SOSDGy
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Choose/tmp from the drop down and give the size/thp partition and then
click Ok to Continue.

CentOS

| MountPoint:  |amp |- '
File System Type: | extd =

Allowable Dirives:

| size (MB): MO000 ERs
New | Additional Size Options | LV |
E Flwed size i (=]
Device - - I_i
| ! Fill all space yp to (MB): ; |
S joevisas 1 I i1
Jdavisial r Fill to maximum allowable siza

fdevfsdaz | [ Force tobe a primary partition
fdevisdal | [ Emcrypt

Frae : x cancel | . Pox | { =
[ Hide RaID I:IEUII.'.IE
| Dgeleaﬁe Motes | _ﬂl gack_| B Next |

Figure 9: Partitioning the Hard Disk -/tmp

HISh
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Choosédusr from the drop down and give the size/wdr partition and then click
Ok to Continue

CentOS

Mauint Point: [ fusr

Flle System Type: | ext3

LL]

Allowable Drives:
Size (MB): 130000 3 —
| New |  Additianal Size Options- LV
% Flxed slze =
Device N I [
3 Fill all space up to (MB): : = _
L7 -
Jdewjsgat || = Fill to maximum allowable size |
fdevisdaz | [] Forceto be a primary partition |
fdewisdal | [| Encrypt |_I
= idevisdad X Cancel ] | Fox | izl
T e e ]
| [} Betease Notes | | 42 Back | | & Mext |

Figure 10 : Partitioning the Hard Disk -/usr

Camc Page 18 of 35
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Choose /opt from the drop down and give the sizemtf partition and then
clickOk to Continue.

Bount Point: ot

Flla System Typo: | oty )

|

Allswable Drives:

—sewm 0000 Ef
| hew Addtional Skze Optians |
T Bleed) 8fre I —  |=

Device T

3 Fill all space up o (ME}:

Sdevisdai R
fedoisdad 3 FlF bo maximum gliswable size
= jdowsdad | ] Farce lo be & primary partithon
fdevisdi [ Encrypt
Sdowysds

: | Xancel | [ Pox | |
71 Hide BAID devic :

| [ Belease Hotes 4 Back ! ! & bext X

Figure 11: Partitioning the Hard Disk -/opt

NISED A
C D m c Page 19 of 35 State Services Delivery Gateway




SSDG CentOS Installation Manual Version—-0.2

Choose File System Type sswapfrom the drop down and give the size of the
swap partition* and then cliclOk to Continue.

[ Mount Point:

| LY

File System Type: | swap

B
Allowable Drives:

| a

o sSize(MBX [512 ER
New -Additional Size Options LM l
~| | @ Eixed size 2l
Device = e

| | | L) Fill all space upto (MB}: =
[V devisaEy | = I T

|| [ Fill to maximum allowable size

Jdewv/sdz

Idew‘sdé [ Forcetobe a primary partition
fdev/sdz [ ] Encrypt

Free

xgancelH ok l |7~

[] Hide RAID devic(

|. l:jr_{eiease Notes ‘ 4@ Back l I B Next }
Figure 12 : Partitioning the Hard Disk — Swap Pdidin

* SWAP Size Criteria:
1. Systems with 4GB of RAM or less require a minimaim6GB of swap space

2. Systems with 4GB to 16GB of RAM require a minimufrfB&GB of swap space
3. Systems with 16GB to 64GB of RAM require a minimafrl6GB of swap space

- 25D < =
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Choose / from the drop down and chods# to maximum allowable sizé and
then click Ok to Continue.

& CentOS

Add Partition

: Mount Point: |.|' | - ] [ __
| File System Type: [exts ;l - [[=]
Miaw | _E_ = L
. Device . Allowable Drives: . =
= jdevfsda | f 1=
fdevisdal | size (MB): |¢ Bl

fdewisda? | Additional Size Options
fdevfsda3d | (O Fixed size
= fdevfsdad
fdevisd:

Ffdevfsds
Jdoyfedd L Force o be a Erlmar'_-.r partition

3 Fill all space up to (MB): |

3 Fill to maximum allowable size

Jdevsds [ Encrypt
Frea | I X Cancel I gQK B I -

[] Hide RAID devic

| E]ﬂ.eleaEe Motas . 4@ Back ] | B Next

Figure 13: Partitioning the Hard Disk — root

Figure 14 gives an overall view of the partitioattivill be made.

This can further changed at this point of time lditieg and deleting the
partitions that are listed.

If there are no more changes, clidkxt to Continue.

- PSSDGS
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Drive /dev/sda (20473 MB) (Model: VMware, VMware Virtual 5)

sqsda2 sda3 sda5 sdab sda|sgFree
5(2996MB  |2996 MB _ |2996 MB _ |2000 MH396|5(7467 MB

amb|

[ New | [ Edit ‘ | Delete ] | Reset ] | map ] [ LM |
— = =T 1 — 2]
. Device ::I‘g};::ﬂ::; Type | Format ?:41:} start End ‘_
| = /dew/sda i
fdev/sdal /oot ext3 < 509 1 65 |
fdev/sda2 fopt ext3 ' 2096 66 447
fdev/sda3 fusr ext3 o 2006 448 829
~ (dev/sdad Extended 13970 830 2610
fdev/sda5  /home ext3 o 2996 830 1211
/dev/sdaé  /tmp ext3 « 2000 1212 1466
fdevfsda?  jfvar ext3 g 996 1467 1593
fdev/sdag swap v 509 1594 1658
Free _Free space 7467 1659 2610 g

[] Hide RAID device/l\VM Volume Group members

|Dﬂ.eiease Notesl [ 4 Back ‘ | B Next ‘

Figure 14 : Final Partitioning Overview

Note: Suppose you have 146 GB x 2 Hard Disk Drives caméd in RAID 1, than you
can do the file-system partition for 146 GB dislasp as given below:

/boot 200MB

/home 10GB
/var  34GB
/tmp 10GB
Jlusr  25GB
/lopt 20GB
/swap 16GB
/ choose option fill to maximum

* SWAP Size Criteria:
s Systems with 4GB of RAM or less require a minimam6GB of swap space

+ Systems with 4GB to 16GB of RAM require a minimuh8&B of swap space
% Systems with 16GB to 64GB of RAM require a minimah1l6GB of swap space

IS h D
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2.3.4 Installing GRUB

Next Step is the Installation of the GRUB loadeistXClick Next to Continue.

@ﬂﬁ@?‘ﬁ \w.j‘ff\é\\
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83 centOS

[ The GRUE boot lgader will be Installed on fdev/sda.

) No boot Ioader will be instalied.
fou can configure the boot Inader to boot othar oparating systems. It will allow you to selact an operating systam

to boot fram the list. To add additional operating systems, which are not automatically detected, click ‘Add.' To !
change the operating system booted by default, select "Default’ by the desired operating Systerm. -

|Defauit Label  Device | ada |

o CentDS Mewisdat [7|
| petete |

A boot loader password prevents users from changing options passed to the kemel. For greater systbem security, It
15 recommended that you set a password.

| LI Use a boot loader password |

[J Configure advanced book loader options

[ Dytetease Nates Lol ons)

Figure 15 : Installing GRUB

Check the optionUse a boot loader passwordznter a Boot Loader Password.

CDAC A
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2.3.5 Network Configuration

Network Configuration starts with detecting the watk hardware and
automatically configuring the network with DHCP. tBince we are installing a
server, it's good to assign a static IP addresthefstatic IP is known. Click on
theEdit button at the top right.

& CentOS

Network Devices
Active on Boot Device | IPvA/Netmask IPVEPretix [ g
A ehd  DHCP Auto

Hostname
Set the hostname:
= gutematically via DHCP

) manually {e.g.. host.domaln.com)

Miscellaneous Sattings

_D Belease Notes | @pack | | & Mest
Figure 16 : Configuring Network
In the window that pops wmcheck Use dynamic IP configuration (DHCP) and

Enable IPv6 support and give your network cardcsi® address (For Example
192.67.100.10) and a suitable netmask (for exan8)255.255.0

N

N Sh A
A
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CentOS

Intal Corporation 82545EM Gigabit Ethernet Controller (Coppar)

Network Davl

Hardware address: 00:0C:29:FD:78:BE

Active on Boo | [ Enable IPvd support

} Dynamic IP configuration {DHCP)

# Manual conflguration

Hostname
Set the hostna
(2 gutomatica

) manually

Miscallaneous

| [ Release Notes |

HISh
CDAC

4

IF Address Prefix (Netmask)
|192.IEB.0.1DEI ! l!55.255.255.ﬂ

(3 Enable 1Pv6 support

ixgancel.: | ok |

| o Back I | & Mext |

Figure 17: Configuring Network

Page 26 Of 35 State Services Delivery Gateway
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& CentOS

HNetwork Davices

Active on Boot Device IPvd/MNetmask IPvGPrafix | Edit

ethl 162 163.0.10024 Dizanley

Hostname
Set the hostname:

# manually |serverlexampie.com | {e.g.. host.domain.com)

Miscallaneous Settings

Gateway: |192.168.0.1

Primary DNS: | 145.253.2.75

Secondary [:INS!!. 213.191.92.B6

e o] G

Figure 18 : Configuring Network

Set the hostname manually, e.g. serverl.example motnenter a

gateway (e.g. 192.168.0.1) and up to two DNS ser¢erg. 213.191.92.86 and
145.253.2.75):

Once this is complete, network Configuration is ptete.

% " 5 @ a ; O
C*D c - OOLUNG
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2.3.6 Setting up the System Clock

Choose am\sia/Kolkata from the time zone for setting up the system clacé#
chooseNext to continue.

2.3.7 Setting up Root Account

Specifyroot super-user password: and click next to continass®ord should
be strong with at least 10 characters containimghaiNumeric and Special
Characters.

CentOS

Thie root account 15 used Tor adminkstering the
system, Enter a password for the root user,

Root Password:

Confinm: uunuul

Bolease Nobes ' o Back : & Mext
I

Figure 19 : Setting up Root Account

_

I Sh A
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2.3.8 Installing Packages

This section details the set of steps involvedstdlling the packages. Since we
are trying to install server, chooBesktop-Gnome and Serverlso choose the
Customize Nowfrom the options given below to install only thecessary set of
packages required for our purpose.

The default installation of CentOS includes a set of software applicable for general intemaet
usage. What additional tasks would you like your system to InClude support for?

|l | Desktop - Gnome |
L] Desktop - KDE

s T T—T T

Please select any additional repositones that you want to use for softwan installation.

Ll Packages from CentOSs Extras

o Add additional software repositones

You can further customize the software selection now. or after install via the softwane
management application.

Customize later 4 Customize now

| [)Belease Notes | @Back | | & Next |

Figure 20: Selection of Packages other than Default

Now we must select only the package groups merdidretow to install, other
packages may be added after installation if require

IS h y -
- P OO
COMC rage2003s _—
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SelectDesktop -Gnome Desktop Environment

Application - Editors, Graphical Internet (For messaging and wedgrvers)
Servers—Server Configuration Tools

Base System-Administration Tools, Base, X-Window Systeand click on
Next.

The installer then checks the dependencies ofdleeted packages.
Desktop —

Gnome Desktop Environment-
1:NetworkManager-gnome-0.7.0-10.el5.X86_64
evince-0.6.0-13.el5.X86_64
file_roller-2.16.0-2.fc6X86_64
1:gedit-2.16.0-9.el5X86_64
gnome-netstatus-2.12.0-5.el5X86_64
gnome-system-monitor-2.16.0-3.el5X86_64
1:gnome-utils-2.16.0.5- el5X86_64
gnome-volume-manager-2.15.0_5 el5X86_64
gtk2-engines-2.8.0.3. el5X86_64
gtkhtmI3_3.163_1.el5X86_64

Application>
Editors
2:vim-enhanced-7.0.109-6.el5X86 64

Graphical Internet
firefox-3.0.18-1_.el5X86_640nly for Messaging & Web)

NOTE: Uncheck other package groups apart from thosenentioned above in Blue
color.

Servers>Server Configuration Tools

I Sh .

FSSDES
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system-config_securitylevel-1.6.27.1-5.eI5X86_64
system-config_services-0.9.4.5-.el5.noarch

Base Syster® Administration Tools, Base, X-Window System

2.3.9 Installation Begins

Click Next to start the CentOS installation withosen packages.
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CentOS

Version—-0.2

| [ Botease Notes

Figure 21: Installation Confirmation Prompt

CDAC
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Click next to begin
Instaliation of CentQs.

A complete log of the
Installation can be found In
the Tile "frootfinstall.log”
after rebooting your system,

A kickstart flle contalning
the Installation options
selected can be found In the
Tile ‘frostfanacenda-ks.cfy’
after rebooting the system.
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Farmatting / fite system...

| |

Cent0OS-5

Community ENTerprise Operating System

e
| Boleate Notes i
| (3 Beiease Notes | ks

Figure 22: Formatting File Systems
The hard drive is being formatted as shown in tigere.
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Managing Software with Yum

+ D OIS, EXLraE fgs i

g Fig Saltwane with Tiam® at tha

L and Tof Yum, s .alio by diable P R

Version—-0.2

Installing dbd-devel-4,3.29-10.e15.1386 (7 MB)

Development files for the Berkeley DB (version 4) librany.

—
| [} Betease Notes

Figure 23 : Package Installation

Ramaining time: 20 minutes

The installation is in progress and this will takéew minutes.

CDAC
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Congratulations, the installation is complete

Remove any media used during the instaliation process and press the
“Reboot™ button to rebool your system,

[y Belease Notes ] revoot |

Figure 24 : Installation Complete

Finally, the installation is complete, and you camove your DVD from the computer
and reboot it.

2.3.10Firewall Configuration at First-Boot

Firewall & SELinux should be disabled at the tinfenstallation of SSDG solution.
Later IA’s can identify the Known Hosts IP/Portshi® granted access and make an

entry in IPTABLES.
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