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Acronymsand Abbreviations

Service Access Providers (SAP): A SAP provides easy access to services providedhb
government to service seekers. Examples of SARrané-end infrastructure (web-portal), a kiosk
in rural area or a Citizen Service Centre (CSC).

Citizen Service Centre (CSC) : Service access point for the citizens.

Service Provider (SP): SP is a back-end government department or any ttivd-party agency
offering e-services to citizens, businesses amdher government departments.

State _e-governance Service Delivery Gateway (SSDG): SSDG is a service exchange
infrastructure that routes the services desiredhieyend user to the appropriate service provider
(state department). It thus acts as a hub for em@nce services to be functional at state level.

I nter operability Interface Protocol/Specification (11P/S): The protocol used to communicate
with the Gateway by the client application suctsa$ and SP.

|mplementation Agency (1A): Agencies which are appointed by the States toogeS5DG and
develop application specific connector to connéet applications to SSDG. The implementation
agencies are to be chosen from the list of the &hpanelled agencies for eforms on State Portal
and SSDG project.
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Chapter 1  Introduction

This manual is intended for the developers who viariuild an application specific connector to
communicate with SSDG using the .Net framework.

1.1 Roles and Responsibilities of Stakeholders

The stakeholders in this project are C-DAC, emgademplementation agencies and the state
governments.

1.1.1 Stategovernment

= The state government is the one who initiates gpoyment of SSDG and owns it.
= |t acquires the gateway from C-DAC through DIT.

1.1.2 Implementation Agency

* Wil be deploying the SSDG.

* Wil be developing the connectors for applicatigmgen by state government
departments to communicate with SSDG.

* Wil be providing the maintenance for the sametlfoee years.

1.1.3 C-DAC

* Will provide the SSDG software product and the SSiddek

* Will provide the Bill of Material required for SSDG

* Will provide the patches for the SSDG software picid

» Will provide the centralized support for the SSDdiware product

* Will provide the manuals

» Consultancy for developing the application speabanectors to the implementation
agencies will be provided by C-DAC. ????

» Generic connectors will be provided by C-DAC.

1.2 Pre-requisites

User proficiency in
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I. Proficiency in .Net Framework 2.0 and above.
ii. XML Serialization and De-serialization.
lii. Communicating with Web services developed in .Nattework.

1.3 How tousethis Manual.

This manual is divided into three sections eachlaming different aspect of the connector
development.

Note: Users who are well acquainted with the basic cotscand working of connectors, may skip
Part 1 and directly refer Part 2 for technical deta

Part 1 (Introduction)

Part One provides an introduction to connectorgjiies an overview about connectors and their
role in communication between the SAP and the B&Isb lists the types of connectors and their
positioning in the SSDG architecture.

Chapter 1. Covers the prerequisites for connector developnienavides details about the types of
connectors and their significance in SSDG. Alsoersvroles and responsibilities of various
stakeholders.

Chapter 2: Extensively describes the significance, functiayadind working of the connectors in
SSDG architecture.

Part 2 (Technical Details)
It covers the technical aspect of the connectaxpldhation of various features and functionality of
the connectors is provided in this section.

Chapter 3: Describes the authentication mechanism for caimnea@s well as the details of generic
connectors.

Chapter 4: Covers development of application specific comoec

Part 3(Troubleshooting)

This part deals with troubleshooting related tormmtor development. It lists out the various error
codes and logs.

CDAC 1
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Chapter 5: Lists out the various error codes that may be fadadng the development of
application specific connectors. It also explaihg tsignificance of maintaining error log for
efficient trouble shooting and problem fixing.

1.4 M otivation for Connectors

The core functionality of the SSDG is to providesseging communication between the SAP and
the SP and vice versa for a citizen to avail th#ous services offered by SP. The citizen makes use
of SAP to avail services offered by SP. The SAP 8Rdin turn communicate with each other
through SSDG for rendering services to the citizenorder to accomplish this task, citizen’s
request should be in the format understandableSioG Here the connectors come into picture.
Connectors are nothing but a piece of softwaredhahnels the data between SAP and SP through
SSDG by manipulating the data as per standardsspadifications of SSDG and later of SP.
Connectors may also be looked upon as an integratechanism between SAP and SP and SSDG

Connectors, as the name suggests, serve the hapiasp of connecting Service Access Provider
(SAP) and Service Provider (SP) to State e-govem&wrvice Delivery Gateway (SSDG).

\ 4
\ 4
\ 4
\ 4

Connector

SSDG s on SP

Connectors

SAP on SAP SP

A

A

A

——— Request

— Response

Figure 1: Block Diagram of Connector Architecture

A connector is essentially a software (a pieceoafecin the form of DLL or Web-Service) acting as
an adapter to communicate with SSDG. The messhgesite exchanged between the SAP and SP
applications through SSDG pass through the conndesl i.e. SAP and SP send and receive
messages through SSDG by using the services abiieector.

On SAP as well as SP side, there is a requirefoeto units of connectors to be operational,viz

Generic connector andApplication Specific Connector. The application specific connector uses the
APIs provided by the generic connector for passiiegdata provided by SAP and SP on either side.
Whereas, the generic connector which is provide€WyAC for both SAP and SP side, interfaces
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with the gateway and forwards/receives this datioim the gateway by complying to Gateway
Interoperability standards (IIP/1IS).

Chapter 2 All About Connectors

This chapter covers the details about the commtiaicdbetween the SAP and SP that occurs for
accessing and providing a service through SSDG. rblee of connectors in this exchange is
covered in this chapter.

2.1 Registration

CDAC -
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Before getting into the details of the connectare meeds to be familiar with the functioning of
SAP and SP. It is important to note that SAP neéedse registered with SSDG before availing the
services of the SP. Similarly, SP needs to regwiitr SSDG to provide its services to SAP.

Also, it is equally mandatory for the SP to registach of its services individually with SSDG.
Similarly, the SAP has to register for each serunckvidually for accessing those services.

Note: SAP needs to be registered to SSDG to amgikarvices. SP and the services offered should
be separately registered to SSDG for providingdlsesvices on SSDG

2.1.1 SAP Registration

The SAP has to register with the SSDG for avaibegvices of any SP. For this, the SAP
needs to fill up theSAP Registration form on the relevant State Portal giving detai |
Organisation Name, Description, Valid Upto, Contaetson, Address, City, State, Pin Code,
Phone No and E-mail address. Once the SAP is eegistan SAP ID along with a Password
shall be sent through e-mail to SAP. SAP can noal @ various services using this SAP ID
and Password.

HISh
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National e-Governance &
Service Delivery Gateway 4

A Messaging Middleware for Integration & Interoperability &

SAP Redgistration Form

¢ Reset-Password

Organization Name ® |
s ; ; - |
« Listof Gateway Services Description }
; : o ) -
+ SAP Registration Report Vaild Upio | I
+ 5P Enrollment Report
ContactPerson® | |
s SAP Deregistration
Report Address * | |
*+ 5P Deenrollment Report
oy | |
+ Gateway Utilization Report
o Gateway Throughput State ™ | ~STATE- i
Report = ;
Pin-code * | |
+ Service Utilization Report ]
Phone No *
[WITH STE CORE)
+ SAP Profile Update Email Address * I

o SAP Deletion

& SAP Register Senvice

» De-Register SAP
Registared Service Click on the Reset

: buton to cer the
| 5

Figure2: SAP Registration

2.1.2 SAP Register Service

As mentioned earlier, along with registering itsgith SSDG, SAP also needs to register the
services it wants to avail. For this, SAP hasilloup SAP Register Service Form on the
relevant State Portal enlisting details like Sexviid (ID of the service SAP desires to avail),
SAP ID and Validation date (date upto which thevieess can be accessed by SAP) for
accessing that service.
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National e-Governance &
Service Delivery Gateway 4

A Messaging Middleware for Integration & Interoperability &

¢ Reset Passwerd

s Listof Gateway Services
+ SAP Registration Report
+ SP Enrollment Report

o SAP Deregistration
Report

+ 5P Deenrollment Report
+ Gateway Utilization Report

o Gateway Throughput
Report

+ Service Utilization Report

* SAP Profile Update
* SAP Deletion

LI SAP Register Service

» De-Register SAP
Registered Service

+ SAP Registration

SAP Register Service Form

Service 1D |hitp://202.141.151.140/31
SapiD” |SAP030320081104 |
Vaild Upto [10p31/2008 |73

Click on the Reset
button to clear the
fields.

Figure 3: SAP Register Service

2.1.3 SP Registration

Similarly, SP also has to register with SSDG favviding its services. For this, SP needs to
fill SP Enrolment Form on the relevant State Portal providing followirgalls:

Organisation Name, Description, Contact Person,régkj City, State, Pin Code, Phone No
and E-mail address. Once SP has registered, a Sffohg with a Password shall be sent

through e-mail to SP.

cdAC
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National e-Governance
Service Delivery Gateway

A Messaging Middieware for Integration & Interoperability

SP Enrolinert Form

® Reset Password Organization Naime * “ |

Description * |

= Search For Services

Contact Person * | |

= List of Services

* Senvice Enroliment Addlress ™ | |
s SP Updation City * | |
= SP Enrolment g —
State * | —STATE— ~|
& SP De-Enroliment = .
e Service De-enrolment Pin code * | |
Phone No * | |

Email Address = | |

Y ) G

Figure4: SP Registration

On completion of all the above mentioned stepsw8Poe designated as registered service
provider.

2.1.4 SP Register Service

SP needs to register its services with SSDG forimgakhem available to SAP. Each and
every service of SP has to be enrolled separateprdividing details of the service. To do so,
SP needs to fill ugservice Enrolment Form on the relevant State Port&P has to give the
details such as Service Name, Service URL, DesoniptMethod URL, Method Name,
Domain, Authentication Type, Response Type, Pdkriral, SP ID. Upon registering with
SSDG, a unique Class ID is assigned to the seregistered by SP. This Class ID is critical
in resolving services when a request for a padicsérvice is raised.

Note: Authentication Type determines how SAP will be authenticated by SReNwat when
SAP makes a request to SP, the SAP applicationembmnshould ensure that the property
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pertaining to the Authentication Mode is set as therrequirement of service registered by

SP.

Response Type determines how SP will respond to the request BY.SWhile making

request, the SAP application connector sets thopegity as per the requirement of service
registered by SP. There are 2 types of respons&l s the 2 types of requests. In case of
synchronous request, the response is served ngke siycle whereas in case of asynchronous
request the response submitted using the API of&feric connector once SP application

process the request.

« ResetPassword

« Gateway Liilization Report
e Search For Senvices

e List Services

-
& SP Deletion

e SP Updation

s SP Registration

s Sanvice Updation

& Semvice De-Registration

National e-Governance
Service Delivery Gateway

A Messaging Middleware for Integration & Interoperability

Service Enrolment Form

Senvice Name *
Senvice URL *
Description ™

Method URL =

Method Mame *

Domain *
Authentication Type = I WTWJE—_I:I
Response Type * g ;\S;ynncchhrrounnuauuss
Poll Interval
SPIDE
G D G

| Click on the Reset

Figure5: SP Service Registration

2.2 Typesof Connectors

There are two types of connectors operational erSth and SAP side,
i. Generic Connector.

ii. Application Specific Connector.

inlAd~

Lbutton to clear the
J f
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221 Why Two Types of Connectors?

Connectors need to cater two types of functiomli{i) common tasks that are required for

communicating with the SSDG and (ii) functionabtig® communicate with SP. While generic
connector provides functionalities for some commadasks associated with Gateway
communication, the application specific connec®rasponsible for the functionalities related to
application needs.

It also provides with separation of concern betwiegplementation Agency and C-DAC. C-DAC
will own up responsibilities towards Generic corieeevhereas provisioning and maintenance of
Application Specific connector will be ImplementatiAgency’s responsibility.

There are some common or general requirementsitbab be fulfilled for communicating with
Gateway to comply with the gateway specificatiorgcly are taken care in the generic connectors.
The application level requirements vary dependimdaators like application vendors, the
application development platform, hence therenged for application specific connector to fulfil
these requirements at application level leadingvtoseparate connectors, generic and application
specific, both at SAP and SP side.

2.2.2 Generic Connector

Generic connector consists of a set of ARIsnfectorinterface class in case of SAP) that are
exposed to the application specific connector. Agapion specific connectors should use these
APIs to communicate with generic connectors. Genednnector packages the request in the
required format of SSDG.

2221 Responsibilities of SAP Generic Connector

i) Request packaging: When a request is sent fromt8/ AP for availing the services of
SP, SAP generic connector converts this requessagedor compliance with the
Interoperability protocol (IIP) used by Gateway.

i.) Web service communication: in [IS compliant format.

iii.) 3 modes of Authentication support: SAP generic eator also provides authentication
features for validating SAP to SP through seveuthentication mechanisms lil8&1Al
encoding, Digital Certificates or Clear Text. The type of authentication depends upon
the services availed by SAP and decided a prio6Al and SP.

iv.)  Provision for data signing for integrity check: SAfeneric connector will aid the
integrity check of the request message by signimg request message with digital
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signature. This shall be validated at the SP gemmnnector end to ensure that the
request message has not been modified or tampettedwving transit.

2222 Responsibilities of SP Generic Connector

i) Web service interface: SP Generic connector is asemice interface (compliant to IIS)
and receives the request message from SSDG in myraks /asynchronous mode and
responds accordingly.

i) Request extraction: It extracts the payload,Goerelationld, Transaction Id and forwards
the same to SP application by invoking the appaterifunction of the SP application
specific connector.

iii) Provision for integrity check: SP generic connedtas a provision to carry out end-to-end
integrity checks to ensure that the request messageot been modified or tampered with
during transit.

iv) Web service client: It also provides the API for §pplication connector to submit the
response generated by SP application. The SP apphcconnector uses this API to submit
response to SP generic connector which is thenaia®d to SSDG.

2.2.3 Application Specific Connector

An application specific connector should use thelsABxposed by the generic connector to
communicate with SSDG. Application specific conoecshould convert the message that is
understandable to SP.

2231 Responsibilities of SAP Application Specific Connector

i) Object to XML serialization: When a request is séoim SAP to SP for availing the
services of SP, SAP application connector convlissrequest message in XML format for
compliance with format specified by SP for availitggservices.

i) Service setup: It is also the responsibility of 8P application connector to search for the
Class ID (Class Id is the Id of the service that SAP wishes to avHilis is assigned to the
service by the Gateway when the service is regdtevith the gatewaypertaining to a
specific service for availing this service.

i) Generic Connector API invocation: The SAP applmatconnector invokes appropriate
functions of the SAP generic connector API for mgiservices of SP.
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2232 Responsibilities of SP Application Specific Connector

i) Preparation of call handler: It implements therfatees defined by SP generic connector.

i) Mapping of ClassID to method implementation: The &fplication connector is also
responsible for looking up the actual methods tBRt uses to process the request and
generate the response. These methods are idet#gsdtl on their class ids.

iii) Generic connector API invocation: Once identifilie SP application specific connector
calls these methods for processing the requestsands back the response to SP generic
connector to complete the cycle for synchronowsyhehronous message.

2.2.4 Synchronous and Asynchronous Request

Before we proceed with the details about how cotmmsovork, what their significance is, when
their services are used etc, we should be familitir the types of request s that are involved m th
communication between SAP and SP. There are twestgprequests possible (i) Synchronous and
(i) Asynchronous.

Synchronous Request — If a request made by SAP is served by SP witbhoedking the connection,

then it is a Synchronous Request.

Asynchronous Request — If a request made by SAP is served by SP at $at@epoint of time, then
such request is termed as Asynchronous Requestcdrreection breaks down after the request is
made and response to the request is sent at adi@ge. Request and response are separate
execution cycles in the case of asynchronous coroation.

2.3 Working with Connectors

The SSDG architecture is explained below. Here @eloow SAP and SP communicate with each
other through SSDG and what role the connectore t@aplay in facilitating this communication.

2.3.1 Connectorsin Simple Gateway Structure
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Figure 6 : Connectorsin Simple Gateway Structure

Conceptual Working of Connectorson SAP side
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Request from SAP to avail SP service is sent tirdb§DG. Following steps explain the actions
taking place at SAP side in a sequential order.

a.
b.

C.

SAP application sends the request to SAP applicaecific connector.

The message request sent by SAP application spemfinector should be in the XML
format as per the XSD (schema) defined by SP.

Application specific connector uses the API i.asslConnector|nterface of the SAP generic
connector to pass the request in XML format to @ through SSDG.

The generic connector converts the payload asheell®/1IS standards before sending it to
the SSDG.

If the request is synchronous, the following stepesexecuted to serve the request.

» Suppose a SAP requests for the PAN details ofizenitby entering his/her PAN
card number.

» This request will be served by SSDG instantaneoglietching the PAN details of
the citizen from SP based on his/her Pan card numbe

» Thus details are available to SAP in real time $asa single continuous cycle. This
is how a synchronous request is executed on SSDG.

If the request is asynchronous, SSDG returns ancadiedgement for the same to SAP. The
acknowledgement contains an ID(elationld generated by SSDG) for the request. Using
this ID, the citizen can track the status of higuest by using poll operation on SSDG. The
following steps are executed to serve the requestrdsponse from SP is not received
immediately unlike in synchronous request

Conceptual Working of Connectorson SP side

The following business process is catered on S sid

a.

b.

The SP generic connector checks whether the reguestage sent by SSDG is valid and
takes appropriate action in case of valid/invaliuest messages.

If the message sent from SSDG is invalid then tReg&neric connector sends the message
back to SSDG along with the error message convesppgopriate reason for the error

If the message sent by SSDG is valid, the SP genennector passes the message to the
SP application specific connector by extractingghgload and other necessary details.
Based on the payload and details provided by SBrigeconnector, SP application specific

connector sends the request to SP application wswsee is requested.

SP application specific connector then formats sents back the response returned by SP
application to SP generic connector using the Sfemge connector API.(for asynchronous
request, the response is returned using genericector APl whereas in case of
synchronous request the response is sent in a&giallto SP)
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f. The generic connector converts the payload ashgelP/IIS standards before sending it to
the SSDG which in turn sends it to SAP generic ector.

2.3.2 Connectorsin a Constellation of Gateways

HINE]

National
Services
Directory

.. Paymert G ateway L —
mnr_‘_i-ce

Uniqﬁé

CA sedvides for

- Digital Signatures :
- /

State2
gateway

Figure 7 : Connectorsin a Constellation of Gateways

In the above scenario for a constellation of Gay®y&AP and SP communicate in a similar pattern
as discussed above. However, there is a possithlitlythe requested SP may not be registered on
the same gateway that is Recipient Gateway asofhtite SAP. In this case, when request from
SAP reaches the gateway i.e. Service Hosting Gateawahich SP is registered, the gateway looks
up the relevant Service Hosting Gateway in Nati@elvices Directory (NSD) and communicates
the SAP request to the respective Service Hostaig\@ay.

The working of connectors in a constellation of &ays is explained below.

CDAC ‘s




.Net Connector Development Manual

Conceptual Working of Connectorson SAP side

Request from SAP to avail SP service is sent thr@&gDG.

a.
b.

C.

SAP sends the request to SAP application spe@finector.

The message request sent by SAP application spexfinector should be in the XML
format as per the XSD (schema) defined by SP.

Application specific connector uses the API i.assConnectorinterface of the SAP generic
connector to pass the request in XML format to 8B grough SSDG.

The generic connector converts the payload ashgelP/IIS standards before sending it to
the SSDG.

The request being asynchronous, SSDG returns amoatédgement for the same to SAP.
The acknowledgement contains an I@r¢elationld generated by SSDG) for the request.
Using this ID, the citizen can track the statushaf request by using poll operation on
SSDG.

SSDG (Gateway A in this case) looks up for thevahe SP registered with it to forward the
request. If the SP is not registered with Gatewait wvill look up in the National Services
Directory (NSD) to locate a gateway where the @esBP is registered. If found, the NSD
returns the location of the gateway (Gateway B)rel&P is registered.

Gateway A will now pass the request to the Gatel/ayhere SP is registered.

Once the request reaches the Gateway B, it is efiaad to SP as described below.

Conceptual Working of Connectorson SP side

The following business process is catered on S& sid

a.

b.

The SP generic connector checks whether the reguestage sent by SSDG is valid and
takes appropriate action in case of valid/invaliuest messages.

If the message sent from SSDG is invalid then fRg&neric connector sends the message
back to the Gateway B along with the error messagweying appropriate reason for the
error.

If the message sent is valid, the SP generic cdongrasses the message to the SP
application specific connector by extracting thglpad and other necessary details.

Based on the payload and details provided by SBrggeconnector, SP application specific
connector sends the request to SP whose serviegussted.

SP application specific connector then formats sertls back the response returned by SP
application to SP generic connector using the Steme connector API.(for asynchronous
request, the response is returned using genericector APl whereas in case of
synchronous request the response is sent in esallto SP.

SAP will get the response submitted by SP to GageBaSAP is supposed to poll the
Recipient gateway i.e. Gateway A where it is reged. In first Poll Gateway A will return
the address of Gateway B from where SAP can gpbrse submitted by SP registered with
Gateway B. In subsequent Poll to gateway B SAP gt the response submitted by
Gateway B.
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Note: It is noteworthy that in the above scenario whareonstellation of Gateways is
involved, when the Document Poll() is invoked fdetfirst time, the request shall be
submitted to the original Gateway. Original gateway Recipient Gateway will return the
address of the Service Hosting Gateway where this §€tually registered. SAP will invoke
second document poll on Gateway B i.e. Service iHggsateway to get the response.

Note: As SAP request is available with two gatewaysService Recipient Gateway where
SAP is registered as well as Service Hosting Gatewhere SP is registered, SAP is
suppose to call delete request on both gatewaygelaie any SAP specific data available
with both the gateways. It is responsibility of SA® call delete request i.e.
DocumentDelete( ) on Gateway A i.e. Service Reaip{@ateway as it is only carrying the
request submitted by the SAP as well as on sehaséing gateway which contains request
as well as response specific to SAP.

HISh
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Part I1:

Technical Details
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Chapter 3  Generic Connector

This Chapter covers all aspects of Generic Conneaiduding SAP Generic Connector, SP
Generic Connector, their properties and functidiesli in detail. SAP Generic connector
communicates with SAP application specific conne@ond SSDG. It provides APIs for SAP
application specific connector to communicate wgkelf.

SP generic connector takes the request from SSRIGpasses it to SP application connector by
invoking appropriate functions on the SP applicatmonnector. The SP application connector
finally calls the desired service of SP to senerdgguest.

The SP generic connector provides interface to SReapplication connector using which SP
application connector invokes a functisubmitResponse() to submit the response generated by SP
application which is further submitted to SSDG.

Apart from assuring delivery and acknowledgementreduests between the SAP and SP,
connectors also perform the indispensable taskitbfeaticating the SAP to the SP so as to ensure
only valid and authentic SAP interact with validdaauthentic SP services. Before we go into the
details about the types of connectors and theikiwgr we will take a look at the authentication
features provided by connectors.

3.1 Authentication in Connectors

When SAP makes a request to SP, SAP applicatiomecbor ensures that the property pertaining to
the Authentication Mode is set as per the requirdmaf service registered by SP. This
Authentication Mode may be either of the following.

i) Clear Text - If the desired Authentication Mode requestedSByis Clear Text in a request,
then SAP application connector will set the propgertaining to Authentication Mode as
Clear Text. SAP generic Connector will not encrypt the passmget as Clear Text and pass
the request to SSDG. As there is no encryptionleaCText, the security ensured by this
type of authentication mode is much lesser than Baid Digital Signature.

i) SHAL - If the desired Authentication Mode by SP is SKH#&fen SAP application connector
will set the property pertaining to Authenticatitdode as SHA1. SAP generic connector
will perform SHAL based hashing and base64 Encodihg SHA1 encryption offers much
more security and lesser vulnerability than CleaxtTauthentication mode.

iii) W3C Signed — If the Authentication Mode requested by the SPaidigitally signed
certificate in a request, then application connectdl set the property pertaining to
Authentication Mode as W3C Signed. It will also &t path of the file which is to be used
for digital signature. SAP generic connector vhkkh execute the algorithm for digital
signing of the file before passing the request3®6S. Digital signatures are the most secure
way of ensuring information security than Clear fTexSHAL.
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Note: Authentication Mode indicates how the SAP will bathenticated by SP. It is
imperative that only authentic SAP interact with 8P. Hence every SP service dictates that
any SAP interacting with it should validate itséfrough one of the above mentioned
modes. The Authentication Mode is specified by e service and used by the gateway.
Certificate Management pertaining to Digital Sigmatbased Authentication mode will be
done by Generic Connector but the path of certéganstalled in the system needs to be
specified in application configuration files forgmer functioning of this mechanism

3.2 SAP Generic Connector

The SAP generic connector provides interface depgndn the type (asynchronous/
synchronous) of SAP request. This interface is sgddo the SAP application connector.

3.2.1 Responsesthat SAP receives

Three types of responses can be received on c#ilenfunctions;

Error- SubmitRequest() will return appropriate error if any of the inpust by SAP application
specific connector is invalid or gateway is unredi.

Acknowledgement- A CorelationlD with status acknowledging the receipt of requeseiurned
in case of successful submission of request. Ackerbyements are returned only in case of
Asynchronous Requests.

Response — The response for the submitted request

3.2.2 SAP Generic Connector Functions

There are 4 functions defined in SAP generic cotume&Pl implemented by the SAP
application connector.

a. SubmitRequest() - This function should be used for making initralquest to SSDG for
availing a service.

b. DocumentPoll() — This function is used to check the status ofr#ggeiest which
has been submitted through asynchronmgde.

c. DocumentDelete() —This function is used to delete the request asphanse which have
already been fulfilled successfully.

d. DocumentList() — It helps in getting the status of all the regsiessibmitted to SSDG during
a particular period.
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Each of these functions is explained in detail Welo Section 3.1.3.

Note: Only SubmitRequest() is used for Synchronous as well as asynchronousid¢g) while all
the other functions will use Synchronous basedests only.

3.2.3 SAP Generic Connector Properties

SAP generic connector properties which needs tsabaking a request are givenTiable 1.

Table 1: SAP Generic Connector Properties

SNo Property Name DataType

1

2

10

SenderlID String

Password String

BodyContent XMLElement[ ]

CorrelationID String

ResponseMode Enum

ClassValue String
TargetEndpoint  String

SubmissionStatus String

Description
User Id to authenticate SAP inul@nitRequest()
and DocumentList() methods only.

Password to authenticate SAP Required in
SubmitRequest() and DpcumentList() methods
only.

Information needed by SAP from SP should be set
into this property and the content of this property
will be as per SP Guidelines. This is applicable
only for functions SubmitRequest() and
DocumentList() .In DocumentList(), this property
will contain the status of all requests made by SAP
and content of this should be as per schema
mentioned iMppendix D.

Required for functionsDocument Poll() and
DocumentDelete() where SAP gets this ID in the
first submission to SSDG for asynchronous types
of request whereas there is no option for
DocumentPoll() and DocumentDelete() for
synchronous type of request.

Response mode specifies the type of
communication needed by SP. It depends uporythe
SP service in which mode the SP provides its
services i.e. asynchronous or synchronous.

End point of service requested by the SAP, it \itb
be provided to SAP in its registration details.  tion

Target Point of the SSDG which will be used J{?‘ft
SAP and SP. a6d

L eb4
Submission status given to SAP from SS[{zy
through Generic connector. y
encryption algorithm applied to it.
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11 ErrorList String [ ] If submission fails at SSDG due to any problem at
SSDG, it will be notified to SAP through ErrorList.

12 Error Code String Number specific to error condition, for error codes
description, refeAppendix A.

13 SignedAuthentica Enum If the requested service needs an XMLSignature

tion level authentication, this field needs to be set by

SAP and Certificate details related to Certificate
management needs to be specified in the
configuration file or at the server where the gener

connector is getting deployed. Applicable for
methodSubmitRequest and List Request) only.

3.24 SAP Generic Connector Functions

The SAP Generic Connector Functions defined in Gemeric Connector API are explained in
detail below with their sequence diagrams. The t&i@nd outputs for the various request modes
and authentication types are also provided witHasmgtion.

3.24.1 Sequence for Asynchronous Submit Request

The sequence diagram in Fig.8 shows the illusediiow of Asynchronous Request from SAP

to SP. It also depicts how SP routes Rasponse back to SAP. During this exchange Réquest
and Response, several function calls are made between SAP d@had@nectors. This handshake
between various components involved is elaborateda

It is worthwhile noting here that since tiRequest call is Asynchronous, the citizen does not
receive theResponse immediately. Alternatively, the citizen will rees& an acknowledgement
implying the receipt of th&equest. TheResponse is generated and delivered at a later stage.

The following steps describe how SAP and SP intewath each other through the SSDG by
invoking various function calls.
1) Suppose a citizen wants to apply for his/her Bi@hrtificate through relevant Govt.

department. The citizen initiates a Request forstmae using SAP application.(Cycle 1)

2) SAP puts the request in SP desired format and foisviato SAP side Application Specific
Connector.
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3) This Request is then passed to SAP Generic Comndxyo invoking a function
SubmitRequest() on SAP Generic Connector.

4) SAP Generic Connector delivers this Request to SSIBSDG then sends an
acknowledgement along with a unique CorrelationdDSAP Generic Connector. Generic
Connector passes it back to SAP Application Spe@nnector which delivers it to SAP
Application from where it finally reaches to theizen. This CorrelationID helps the citizen
in tracking the status of the Request submittedusTICycle 1 as depicted in Fig.8 is
completed and the connection with SSDG is broken.

5) Now, Cycle 2 as shown in Fig.8 begins and SSDGvdiithe Request to SP Generic
Connector.

6) This Request is further forwarded to SP Applicatipecific Connector by invoking the
functionasynSubmitRequest().

7) SP Application Specific Connector calls the appiaipr service on SP and passes the
Request. The acknowledgement for the same is cenvieySSDG through SP Specific and
Generic connectors respectively.

SAP Genaric Connecior
: SAP Request : SubmitRequest{) :
Submit Ack
e
Co-Relation 1D

Submit Ack | |&—mm——— e
Cycle 1 ___u_ _I__?_.__ | asyncSubmitRequest() call to service()
_______ Cycle 2 j ]

|

|

| Submit Ack
l Submit Ack o ——m—=
|

|

|

|

SubmitAck |~~~ ~—~—~

DocumentPaoll()

]

| I

Poll :
Request Ack/Response 1 |

AckiRespanse e —— ———— :

¢ A —— |

| I
: : H_ Ack : JJ Cycle 3
I [ 7 Ack!
| TR I Bt BN SR P S,
: DocumentDelete() |
Delete L
Request Response
Response PR L
|
|

|
| |
DocumentList() | :

List b
Request

Figure 8: Sequence Diagram for Asynchronous Request

8) Now, as Cycle 3 in Fig.8 depicts, SP will genertite appropriate Response once the
Request has been successfully processed and sapibriRe to SP Application Specific
Connector.
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9) SP Application Specific Connector invokes thédmitResponse() function on SP Generic
Connector and pass the Response to it.

10)SP Generic Connector will then forward this RespoitsSSDG. SSDG will acknowledge

the receipt of the Response to SP. Thus, Cyclas3agenpleted on submission of Response
to SSDG.

Poll Request

After submitting the Request and receiving the €latronID, the citizen can check the status of his
Request. SAP caters to this request by callinogumentPoll() function.

Poll Request in Fig.8 depicts this execution.

1) The citizen checks the status of his/her Requessuiynitting the CorrelationID to SAP
application.

2) This Request is picked up by SAP Application Spec@onnector which invokes the
DocumentPoll() function on SAP Generic Connector.

3) SAP Generic Connector gets status of the Requast 8SDG. If the response or error has

already been submitted by SP, the same is retum#te form of Response to citizen else
an acknowledgement is sent until response is asviiben SP end.

Delete Request

Additionally, if the citizen’s Request has beerfifidd and he/she wishes to remove the Request,
he/she can do so by submitting the correspondinge@dionID for the Request.

Delete Request in Fig.8 depicts this execution.

1) The citizen submits the CorrelationIlD pertaining ttee request to be deleted to SAP
application.

2) This Request is picked up by SAP Application Spec@onnector which invokes the
DocumentDelete() function on SAP Generic Connector.

3) SAP Generic Connector passes the Delete Requé&$ids which in turn will delete the
corresponding Request. It then generates a Respmhks@wledging the delete action and
returns the same to the Citizen.
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Note: Note that in the case of constellation of gatewagsdelete a request completely

DocumentDelete() needs to be called twice, oncertwve it from the domain gateway and then to
remove it from the SSDG. As SAP request is avilalith two gateways i.e. Service Recipient
Gateway where SAP is registered as well as Serusting Gateway where SP is registered, SAP
is suppose to call delete request on both gatewagelete any SAP specific data available with
both the gateways. It is responsibility of SAP tl delete request i.e. DocumentDelete( ) on
Gateway A i.e. Service Recipient Gateway as itnly carrying the request submitted by the SAP
as well as on service hosting gateway which coateguest as well as response specific to SAP.

List Request
The citizen can also view dRequests posted for a particular time interval.
List Request in Fig.8 depicts this execution.
1) When a citizen specifies a particular in&rfor which he/she wishes to list the requests in
the SAP Application, thiRRequest is picked up bySAP Application Specific Connector

which invokes thé&ocumentList() function onSAP Generic Connector.

2)  SAP Generic Connector passesliise Request to SSDG which will respond by listing all
Requests pertaining to the period specified bycttizen.

Details of API functions

a) Asynchronous Submit Request

i) Type of Response Modésynchronous
Authentication TypeClear

I nput

P Table2: Input Parametersfor Asynchronous Submit Regquest
S.No Property Name Values Requirement
1 ClassValue Service Provider URL Mandatory
2 BodyContent Content of information needed by SP Mandatory

process the SAP request.

3 AuthMode Clear Mandatory
4 SenderID SenderID provided at the time of registratic Mandatory
5 Password Password provided at the time of registratic Mandatory
6 TargetEndpoint URL of SSDG Mandatory
7 ResponseMode Asynchronous Mandatory
8 TransactionlD Optional field set by SAP. Optional
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Output

oA WNRE W

I nput

Z
o
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Table 3: Output Parameters for AsynchronusSubmitRequest in case of Response

Property Name
ClassValue
CorrelationlD
TransactionlD
Submission Status
Error List

Error Code

Values

Service Provider (SP) URL

32 Hexadecimal ID

ID provided by SAP (Optional)
Acknowledgement or Error

If Submission Status is error, then its details.
Error code specifying exact error.

i) Type of Response Modésynchronous
Authentication TypeSHA1

Table4: Input Parametersfor Asynchronous Submit Request with SHAL encoding

Property Name
ClassValue
BodyContent
AuthMode
SenderID
Password
TargetEndpoint
ResponseMode
TransactionID

Output

oA WNE W

Values Requirement
Service Provider (SP) URL Mandatory
Content of information needed from SP Mandatory
SHA1 Mandatory

SenderlD provided at the time of registratic Mandatory
Password provided at the time of registratic Mandatory

URL of SSDG Mandatory
Asynchronous Mandatory
Optional field set by SAP. Optional

Table5: Output Parameters for AsynchronusSubmitRequest in case of Response

Property Name
ClassValue
CorrelationID
TransactionlD
Submission Status
Error List

Error Code

Values

Service Provider (SP) URL

32 bit Hexadecimal ID

ID provided by SAP (Optional)
Acknowledgement or Error

If Submission Status is error, then its details.
Error code specifying exact error.

iii) Type of Response Modésynchronous
Authentication TypeW3CSigned
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I nput

Table 6: Input Parametersfor Asynchronous Submit Request with digital signature

SNo Property Name Values Requirement
ClassValue Service Provider (SP) URL Mandatory

2 BodyContent Content of information needed from SP Mandatory

3 AuthMode W3CSigned Mandatory

4 SenderID SenderID provided at the time of registratic Mandatory

5 Password Password provided at the time of registrati Not Required for

W3CSigned mode
of authentication.

6 TargetEndpoint URL of SSDG Mandatory
7 ResponseMode Asynchronous Mandatory
8 TransactionID Optional field set by SAP. Optional
9 Certificate Information Configuration file or Deployment Server  Mandatory
Output

Table7: Output Parametersfor Asynchronous Submit Request in case of Response
S.No Property Name Values
1 ClassValue Service Provider (SP) URL
2 CorrelationlD 32 Hexadecimal ID
3 TransactionID ID provided by SAP (Optional)
4 Submission Status Acknowledgement or Error
5 Error List If Submission Status is error, then its details.
6 Error Code Error code specifying exact error.

b) Document Poll

To get the response of previously submitted reqS8ég? polls SSDG Gateway for the requests
which SAP submitted in an asynchronous mode.

I nput

Table 8:: Document Poll Input Parameters

SNo Property Name Values Requirement
ClassValue Service Provider (SP) URL whe Mandatory
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asynchronous SubmitRequest() has beer

made.
2 TargetEndpoint URL of SSDG Mandatory
3 TransactionID Optional field set by SAP. Optional
4 CorrelationlD Received after asynchronoBsbmitRequest() Mandatory
Output

Table 9: Document Poll Output Parameters
SNo Property Name Values

1 ClassValue Service Provider (SP) URL

2 CorrelationlD 32 Hexadecimal ID

3 TransactionID ID provided by SAP (optional)

4 Submission Status Acknowledgement/Response/Error

5 Error List If Submission Status is error, lists details

6 Body Content If Submission Status is response.

7 Error Code Error code specifying exact error if error is reegl.

c) Document Delete

Delete previously submitted request and resporsa the SSDG Gateway for asynchronous type
of requests.

nput
Table 10 : Document Delete | nput Parameters

SNo Property Name Values Requirement
1 ClassValue Service Provider (SP) URL whe Mandatory

asynchronous SubmitRequest() have beer

made.
2 TargetEndpoint URL of SSDG Mandatory
3 TransactionID Optional field set by SAP. Optional
4 CorrelationlD Received after asynchronoBsbmitRequest() Mandatory
Output

Table 11 : Document Delete Output Parameters
SNo Property Name Values

ClassValue Service Provider (SP) URL
CorrelationID 32 Hexadecimal ID
TransactionID ID provided by SAP (Optional)

Submission Status Response or Error
Error List If Submission Status is error, lists details.
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6 Error Code Error code specifying exact error if error is reegi.

d) Document List

Lists the status of all the records submitted t®G&Sor a particular service and mode with relevant
authentication details.

i) Type of Response ModeAsynchronous/ Synchronous
Authentication TypeClear

I nput

Table 12 : Document List Input Parameters
SNo Property Name Values Requirement
1 ClassValue Service Provider (SP) URL Mandatory
2 AuthMode Clear Mandatory
3 SenderID SenderlD provided at the time of registratic Mandatory
4 Password Password provided at the time of registratic Mandatory
5 TargetEndpoint URL of SSDG Mandatory
6 ResponseMode Asynchronous/Synchronous Mandatory
7 TransactionID Optional field set by SAP. Optional
8 BodyContent Request as per request schema for Mandatory

request iMAppendix D.

Output

Table 13 : Document List Output Parameters
SNo Property Name Values

1 ClassValue Service Provider (SP) URL
2 CorrelationlD 32 Hexadecimal ID
3 TransactionlD ID provided by SAP (Optional)
4 Submission Status Response or Error
5 Error List If Submission Status is error, lists details.
6 BodyContent Response/Error from SSDG as per response schentastarequest in
Appendix D.
7 Error Code Error code specifying exact error if error is reegl.
i) Type of Response ModeAsynchronous/ Synchronous
Authentication TypeSHA-1
Input

Table 14 : Document List I nput Parameters with SHAL encoding
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SNo Property Name

o 0Ok WDN

\]

ClassValue
AuthMode
SenderID
Password

TargetEndpoint
ResponseMode

TransactionlD
BodyContent

Output

SNo Property Name

O O hs WN P

Input

SNo Property Name

1
2
3

© 00 N o O

ClassValue

CorrelationID
TransactionID
Submission Status

Error List

BodyContent

Error Code

Values
Service Provider (SP) URL
SHA1l

SenderlD provided at the time of registratic
Password provided at the time of registratit

URL of SSDG
Asynchronous/Synchronous

Optional field set by SAP.

Request as per request schema for
request iMAppendix D.

Table 15 : Document List Output Parameters

Values

Service Provider (SP)URL

32 Hexadecimal ID

ID provided by SAP (Optional)
Response/Error

If Submission Status is error, lists details.

Requirement
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory

Optional
Mandatory

Response/Error from SSDG as per response schentastaiequest in

Appendix D.

Error code specifying exact error if error is reegl.

iii) Type of Response ModeAsynchronous/ Synchronous

Authentication TypeW 3CSigned

Table 16 : Document List Input Parameters with Digital Signature

ClassValue
AuthMode
SenderlD

Password

TargetEndpoint
ResponseMode
TransactionlD
Certificate Information
BodyContent

Values
Service Provider URL
W3CSigned

SenderID provided at the time

registration

Password provided at the time

registration

URL of SSDG
Asynchronous/Synchronous
Optional field set by SAP.

Configuration file or Deployment Server

Requirement
Mandatory
Mandatory
Mandatory

Not Required for
W3CSigned mode
of authentication.

Mandatory
Mandatory
Optional

Mandatory

Request as per request schema for Mandatory
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Output
Table 17 : Document List Output Parameters

S.No Property Name Values

1 ClassValue Service Provider (SP)URL

2 CorrelationlD 32 Hexadecimal ID

3 TransactionID If provided by SAP

4 Submission Status Response Error

5 Error List If Submission Status is error.

6 Error Code Error code specifying exact error if error is reegi.

7 BodyContent Response/Error from SSDG as per response schentastaiequest in
Appendix D.

3.24.2 Sequence for Synchronous Submit Request

The Sequence Diagram in Fig.9 shows the illusteafiiow of Synchronous Request from SAP to
SP. It also depicts how SP routes Besponse back to SAP. During this exchangeRedquest and
Response, several function calls are made between SAP aRdc&nectors. This handshake
between various components involved is elaboratedd

Q| 2P | |saP Applcation Connector | [SAP Generic Connector Hﬁﬁﬂﬁ‘ | SP Generic Connetcor | | SP Appiication Connector || §P

|

|

;wéw- '
Gitizen SAP Request :

I
!
!
!
ik

SubmitRequest()

syncSubmitRequest() call o service()

Response

Response

Response S—— L]
Response e ] ]
IS || [

Figure 9: Sequence Diagram for Synchronous Request
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The following steps describe how SAP and SP inteséth each other through SSDG by invoking
various function calls.

1)

2)

3)

4)

5)

6)

7)

8)

Supposing a citizen wants to look up for detailggiring to a telephone number. The
citizen initiates &Request for the same using SAP application.

SAP converts this Request into the format thahdeustood by SP and routes it to SAP
Application Specific Connector.

This Request is then passed to SAP Generic Commdwtoinvoking a function
SubmitRequest() on SAP Generic Connector.

SAP Generic Connector delivers the Request to S8MDiBh in turn delivers it to SP
Generic Connector.

SP Generic Connector invokes thgnSubmitRequest() on SP Application Specific
Connector and forwards the Request to SP Appliceé&ioecific Connector.

SP Application Specific Connector then routes i6® through appropriate service call
and awaits Response from SP.

As this is a Synchronous call, SP processes th@#ede®Request and delivers the
Response to SP Application Specific Connector wathweaking the connection.

SP Application Specific Connector then routes thesg®nse back to SP Generic
Connector from where it is passed to SSDG whicmgbks it back to SAP Generic
Connector. The Response finally reaches SAP Apgpmicahrough SAP Application
Connector and is delivered to the citizen.

Details of the APl Functions

a) Synchronous Submit Request

i) Type of Response ModeSynchronous
Authentication TypeClear

I nput
P Table 18 : Input Parametersfor Synchronous Submit Request

S.No Property Name Values Requirement
1 ClassValue Service Provider (SP) URL Mandatory
2 BodyContent Content of information needed from SP Mandatory
3 AuthMode Clear Mandatory
4 SenderID SenderlD provided at the time of registratic Mandatory
5 Password Password provided at the time of registratic Mandatory
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SNo Property Name Values Requirement
6 TargetEndpoint URL of SSDG Mandatory
7 ResponseMode Synchronous Mandatory
8 TransactionID Optional field set by SAP. Optional
Output

Table 19 : Output Parametersfor Synchronous Submit Request in case of Response
SNo Property Name Values
1 ClassValue Service Provider (SP) URL
2 CorrelationlD 32 Hexadecimal ID
3 TransactionID ID provided by SAP (Optional)
4 Submission Status Response or Error
5 Error List If Submission Status is error, then its details.
6 BodyContent Blank/ Response/ Error from SP.
7 Error Code Error code specifying exact error if error is reeei.

i) Type of Response ModeSynchronous
Authentication TypeSHA1

I nput

Table 20 : Input Parametersfor Synchronous Submit Request with SHAL encoding
S.No Property Name Values Requirement
1 ClassValue Service Provider (SP) URL Mandatory
2 BodyContent Content of information needed from SP Mandatory
3 AuthMode SHA1 Mandatory
4 SenderlD SenderID provided at the time of registratic Mandatory
5 Password Password provided at the time of registratic Mandatory
6 TargetEndpoint URL of SSDG Mandatory
7 ResponseMode Synchronous Mandatory
8 TransactionID Optional field set by SAP. Optional
Output

Table 21 : Output Parametersfor Synchronous Submit Request in case of Response
SNo Property Name Values
1 ClassValue Service Provider (SP) URL
2 CorrelationlD 32 Hexadecimal ID
3 TransactionID ID provided by SAP (Optional)
4 Submission Status Response or Error
5 Error List If Submission Status is error, lists the details.
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SNo Property Name Values
6 BodyContent Blank/Response/Error from SP.
7 Error Code Error code specifying exact error if error is reeei

iii) Type of Response ModeSynchronous
Authentication TypeW 3CSigned

I nput

Table 22 : Input Parameters for Synchronous Submit Request with Digital Signature

SNo Property Name Values Requirement

1 ClassValue Service Provider (SP) URL Mandatory

2 BodyContent Content of information needed from SP  Mandatory

3 AuthMode W3CSigned Mandatory

4 SenderID SenderlID provided at the time Mandatory
registration

5 Password Password provided at the time Not Required for
registration W3CSigned mode

of authentication.

6 TargetEndpoint URL of SSDG Mandatory

7 ResponseMode Synchronous Mandatory

8 TransactionlD Optional field set by SAP. Optional

9 Certificate Information  Configuration file or Deployment Server Mandatory

Output

Table 23 : Output Parametersfor Synchronous Submit Reguest in case of Response

S.No Property Name Values

1 ClassValue Service Provider (SP) URL

2 CorrelationlD 32 Hexadecimal ID

3 TransactionID ID provided by SAP (Optional)

4 Submission Status Response or Error

5 Error List If Submission Status is error, lists the details.

6 BodyContent Blank/Response/Error from SP.

7 Error Code Error code specifying exact error if error is reegl.
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3.3 SP Generic Connector

The SP generic connector receives the request gedsatined for SP from SSDG in synchronous
lasynchronous mode and responds accordingly. Itokies the synSubmitRequest() /
asynSubmitRequest() of SP application connector for synchronous angn@wonous calls
respectively for submitting the request to the S#plieation connector. The SP application
connector will call the appropriate service of SRater to the request.

The SP generic connector also carries out enddohstegrity checks to ensure that the request
message has not been modified or tampered withgltnansit.

When response for asynchronous request is genelgte8P application, the SP application
connector submits this response to SP generic ctombBy invokingsubmitResposne() defined in
SP generic connector API. This response is themgtdad to SSDG from where it is served to the
citizen through poll request.

3.3.1 SP Generic Connector Functions
The SP generic connector API defines a singletion@s mentioned below;

submitResposne( )- The SP application connector invokes this functionSP generic connector
using the API provided by SP generic connector. flimetion submitResponse() of classSPImpl

will be used to submit the response using the pt@sedefined in Table 24 to Generic connector.
The generic connector then forwards it to SSDG.

This function is explained in detail below in Seati3.3.2

3.3.2 SP Generic Connector Properties

SP generic connector properties are givehainie 24.

Table 24 : SP Generic Connector Properties

SNo Property Name Data Type Description

1 BodyContent XMLElement[] Information needed by SAP from SP should be
set into this property and the content of this
property will be as per SP Guidelines.

2 CorrelationID String CorrelationID set by SSDG.

3 TransactionID String Optional Element for all methods of Generic
Connector. Can be used by SAP and SP
application to keep the track of their document
submission.

ResponseMode Enum Response mode specifies the type of

4
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S.No

Property Name

ClassValue

TargetEndpoint

SubmissionStatus

ErrorList

Error Code

Data Type

String

String
String

String [ ]

String

Description

communication needed by SAP. It depends
upon the SP service in which mode the SP
provides its services i.e. asynchronous or
synchronous.

End point of service requested by the SAP, it
will be provided to SAP in its registration
details.

Target Point of the SSDG which is will be used
by SAP and SP.

Submission status given to SAP from SSDG
through Generic connector.

If submission gets failed at SSDG due to any
problem at SSDG, it will be notified to SAP
through generic connector.

Number specific to error condition, for error
codes description please refgopendix A.

3.3.3 Details of SP Generic Connector Functions

The SP Generic Connector function submitResponse() defined in the Generic Connector API is
explained in detail below along with the inputs adputs for asynchronous mode.

a)

submitResponse()

Type of Response M ode-Asynchronous

I nput

S.No

~No ok wDN PR

Table 25 : Submit Response | nput Parameters

Property Name
ClassValue
BodyContent
TargetEndpoint
ResponseMode
TransactionlD
CorrelationlD
Submission Status

Values

Service Provider URL

Content of information needed from SP
URL of SSDG

Asynchronous

Optional field set by SAP.

32 Hexadecimal ID

Required

Mandatory
Mandatory
Mandatory
Mandatory
Optional

Mandatory

“response” or “error”. SP should specify this - Mandatory
Generic connector to handle the request prop

Error is basically pertaining to business rels

problems and body content for it should be as

schema mentioned kppendix D.
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Output
Table 26 : Submit Response Output Parameters

S.No Property Name Values

1 ClassValue Service Provider URL

2 CorrelationlD 32 Hexadecimal ID

3 TransactionID If provided by SAP

4 Submission Status Acknowledgement/Error

5 Error List If Submission Status is error.
6 Error Code Error Details

HISh
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Chapter 4 Application Connector

An application specific connector uses the APIsosgg by the generic connectors to communicate
with SSDG. Application specific connector also certs the message in a format that is
understandable to SP. They are responsible foriceemesolution. Also, at SP side, the SP
application specific connector identifies the mekh@f the SP application registered against the
Classlds. These methods are responsible for processingetheest and generating response for the
same which is then catered to SAP.

4.1 SAP Application Connector

The SAP application specific connector acceptsréigeiest from an SAP application and converts
the request message in XML format for compliancéhviormat specified by SP for availing its
services. It uses the interface exposed by the XRric connector and assigns the properties for
the request. Finally, it invokes appropriate fuoied on the SAP generic connector and passes the
request to it. The request is then submitted toG8Pthe SAP generic connector.

Technical Note: Please include the App.Config file in your application with SAP Generic
Connector. The App.Config file contains properties and values and that are not per manent in
nature and may change over time or as per the discretion of SAP application developer. The
App.Configfileisgiven in Appendix B.

4.2 SP Application Connector

SP application specific connector implements thethoss defined in the interface

| ServiceSoap provided in the form of a DLL. SP application sgeciconnector implements the
methods synSubmitRequest() and asynSubmitRequest() in the form of a Web Service. These
methods are called by the SP generic connectauiomitting asynchronous/ synchronous requests
received from SSDG for targeted SP Application. Teweloper needs to build SP application
specific connector in the form of a Web Service ailtluse the properties defined in the provided
DLL. Description of these properties is given irblea24.

SP application specific connector will also defanmethod for submitting a response to SSDG

through SP generic connector. This method will irec¢he values in the parameters as listed in
Table 27. The SP application processes the regsgser the application logic and after processing,
the response/ error as per the content processedens back in response by invoking
submitResponse() on SP generic connector.

CDAC .




.Net Connector Development Manual

Technical Note: Please include the Web.Config file in your application with SP Generic
Connector. The Web.Config file contains properties and values and that are not permanent in
nature and may change over time or as per the discretion of SP developer. The Web.Config
fileisgiven in Appendix C.

4.2.1 SP Application Connector Functions

The SP application connector interface defihesfollowing functions;

a) synSubmitRequest()
b) asynSubmitRequest()

a) Asynchronous Submit Request

i) Type of Response ModeAsynchronous

I nput

Table 27: Asynchronous Submit Request | nput Parameters
SNo Property Name Values Requirement
1 ClassValue Service Provider (SP) URL Mandatory
2 BodyContent Content of information needed from SP  Mandatory
3 TargetEndpoint URL of SSDG Mandatory
4 ResponseMode Asynchronous Mandatory
5 TransactionID Optional field set by SAP. Optional
6 CorrelationlD 32 Hexadecimal ID Mandatory

b) Synchronous Submit Request

i) Type of Response Mode — Synchronous

I nput

Table 28 : Synchronous Submit Request I nput Parameters
SNo Property Name Values Requirement
1 ClassValue Service Provider (SP) URL Mandatory
2 BodyContent Content of information needed from SP  Mandatory

TargetEndpoint URL of SSDG Mandatory

3
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4 ResponseMode
5 TransactionlD

6 CorrelationID
Output

Synchronous Mandatory
Optional field set by SAP. Optional
32 Hexadecimal ID Mandatory

Table 29 : Synchronous Submit Request Output Parameters

.No Property Name
ClassValue
CorrelationID
TransactionlD
BodyContent
Submission Status

O WN PR W

Values

Service Provider (SP) URL
32 Hexadecimal ID

ID provided by SAP (optional)
Response/Error from SP

“response” or “error’. SP should specify this foreri&ric
connector to handle the request properly. Errobasically
pertaining to business related problems and bodyeot for it
should be as per schema mentionedppendix D.

W Sh
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Part I11: Connector Troubleshooting
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Chapter 5  Testing and Troubleshooting

This section deals with troubleshooting errors Wwhace likely to arise and cause disruption in the
smooth functioning of connectors. Below is a guidat points out the input errors and improper
property settings in connector methods, their iogtlons and the correct input and output values.

5.1 SAP Connector
i) Submit Request
I nput-Correct way of specifying valuesin Submit Request

The following lines of code show the correct prapesettings while invoking the
SubmitRequest() on SAP generic connector. All pridge pertaining to SubmitRequest()
are explained in Table 1 . The comments providelgseription of the properties.

/[Set Values in the Object of SP Gena#t provided
Connectorinterfacinter =newConnectorinterfacé);
/[Correct way of specifying the values for trangatiD
inter.Transactionld'42345678912345678912345678912345"
Ilor
inter.Transactionld £";//Will give response as it is optional field
/[Corrlation ID should be left blank for Submit Resgt
inter.CorrelationID =';
/IResponse Mode of the service as for which SARdsstered.
inter.ResponseMode ResponseModAsynchronoug/Asynchronous Mode
Ilor
inter.ResponseMode ResponseMod8ynchronougiSynchronous Mode
//End Point URL for the SP service provided attthree of Service registration by SAP.
inter.ClassValue http://127.0.0.1/22"
/[Depending upon the type of Authentication usedbyvice.
inter.AuthMode AuthModeClear;
llor
inter.AuthMode AuthModeSHA1,;
llor
inter.AuthMode AuthModeW3CSigned;
/IIf W3CSigned provide Keystore path in Configuoatifile i.e App.config file for certificates usedrfsigning
the document.
//ISenderID for Authentication Purpose
inter.SenderID *SAP130720081454"
/[Password for Authentication Purpose.Only appliedbr clear and hash types of authentication.
inter.Password"f8@13a87a0;’
/IEnd Point Url of the Gateway.
inter. TargetEndPoint"http://localhost/SPService/Service.asimx"
/IXML Content in the form of XMLElement[].Client sgific content.
inter.BodyContent = body;
/[Final Submission to SPGeneric Connector.
submitRequest method is getting called.
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Inter.SubmitRequestef inter );

/[Apart from the above values also specify corestties in App.config file avialable in Appendix B

Sample Screen for Asynchronous Submit Requeet for clear mode

f SPGenericTest - Microsoft Visual Studio

File Edit View Project Build Debug Data Tools
P-a-sud

Window Community Help
} Debug

. = 250,
3| ChentContent cs'| TPClesscs] _
“14 SAPClient SAPInformation

~ Mixed Platforms - | @ Wrapped e P e

Connectornterface.cs |

~  A¥Main(string[] args)

,’ Generic Connector APT Starts here

nterface inter = new Cc 0z
XmlE t[] body = request.createXmlBodyDocTrade (request) ;
inter.CorrelationID = "";
//Type of Service Requested i.e Asynchronous or Synchronous
inter.ResponseMode = Respo Mode . Asynchronous;
192 168.0.140/133":////

nnectorInterface

inter.ClassValue = "http:
//Address of SSDG
inter.TargetEndPoint = "http://localhost:3211/SPGenericTest/Service,asmx";

//Buthentication
inter.AuthMode

Details recieved after registration of SAP
AuthMode.Clear;

"SAP1238072453839";

- X ‘:'Sbhnihn'iﬁplm—'&:hﬁ._v I x
|| [5J Solution 'SEGenericTest (3 proj
(2P CLL\SPGenericTesty

[ ClientApp

- (5 Properties

= References

=

-3 logdnet

-3 System

«3 System.Data

-3 System.Web.Service:
-3 System.Windows.Fo
.3 System.¥ml

3 App.config
ClentClass.cs

70 inter.SenderID =
L inter.Password = "[B@1£19353";
inter.BodyContent = body;

73 //Calling of SSDG through Generic Connector API

£] ClientContent.cs
{3 Connector 5AP

74 ConnectorInterface.SubmitRequest (ref inter); 2
gt &
75 //Recieving Result
76 string status = inter.SubmissionStatus;
77 //1f status is acknowledgement, take correlationID for Polling B
Q@ 78 string corrID = inter.CorrelationID;

inter.classValue:;

string classID =
//If Status is error

string errorCode = inter.ErrorCode;
string[] errorList = new stringl[l]:
errorList = inter.ErrorList;

< [ ] F |l i i

Ready

< B0 e

Output-Response for Submit Request(Asynchronous M ode)

The following is the output of SubmitRequest() inyAchronous mode. If the property
settings are correct, the output status will baamowledgement for the SubmitRequest().

/IResponse for Correct Asynchronous Submit Recuressisuccesful submission at Gateway.

/[As the parameter is passing by ref ,the values@itput can be retrived from the same object which
is passed as parameter with all input values.

//Status of submission

/[Output Values

/I if the submission is in Asynchronous mode

inter.SubmissionStatus Acknowledgement

/IValid 32 Bit value provided by gateway.Should geen this ID in documentPoll and documentDelete
methods.

inter.CorrelationID £12345678912345678912345678912345"

//If provided by the SAP.It remains Unchanged frGateway.
inter.Transactionld'22345678912345678912345678912345"

/IEnd Point Url of the Gateway where documentPotiidnentDelete and listRequest can be done
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inter. TargetEndPoint"http://localhost/SPService/Service.asimx"

Output-Response for Submit Request(Synchronous M ode)

The following is the output of SubmitRequest() ynghronous mode. If the property
settings are correct, the output status will baamowledgement for the SubmitRequest().

inter.SubmissionStatusresponse;’
If response take the response given by SP inlemient[].

inter.BodyContent = body;

/documentPoll and documentDelete is not valid fanc®yonous Submit Request
inter.CorrelationID £12345678912345678912345678912345"

/T provided by the client.lt remaibsichanged from Gateway.
inter.Transactionld'22345678912345678912345678912345"

I nput-Incorrect Way of specifying valuesin Submit Request

The following lines of code show the incorrect pedy settings while invoking the
SubmitRequest() on SAP generic connector. The camsn@ovide the reason for the errors
that arise due to incorrect property settings.

/lInCorrect way of specifying the values
/[Error as the ID is not 32 bit hegaiunal.
inter.Transactionld'2234444’,
/IWill give an error as this should left blank;
inter.CorrelationID =12345678912345678912345678912345"
/IWill give an error as value is ka®hould provide correct value for class.

inter.ClassValue';
/IWill Give an error,should providercect value for senderID.

inter.SenderID'=;
/IWill Give an error,should providercect value for password

inter.Password"=;
/IWill Give an error,should providercect value for body in the form of XMLELement][].

inter.BodyContent = body;
/[End Point Url of the Gateway
inter.TargetEndPoint"attp://localhost/SPServige

Output-Response for Submit Request(Synchronous/Asynchronous M ode)

The following is the output of SubmitRequest() ynBhronous/Asynchronous mode in case
of incorrect property settings. The output statilbgenerate an error with an error code and
error list. The explanation for the error code d#n looked up in the error codes list
specified in Appendix A or in the ErrorList givem the output.

/[As the parameter is passing by ref ,the valuesditput can be retrived from the same object wigghassed

as parameter with all input values.
//Status of submission
/[Output Values
/if submission fails at Gateway
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inter.SubmissionStatuserror";

/[Error code detailed description related to erratecoan be viewed using the Table given in Apperdir
retriving the error description in the errorListlfi.

inter.ErrorCode =1033",

/[Reason for the error.

inter.ErrorList ="Error specifying the reason”

//If provided by the client.It remains Unchangednfr Gateway.

inter.Transactionld 12345678912345678912345678912345"

i) DocumentPoll

Input-Correct way of specifying valuesin Document Poll

The following lines of code show the correct prapesettings while invoking the
DocumentPoll() on SAP generic connector. All projesrpertaining to DocumentPoll() are
explained in Table 8. The comments provide therjasan of the properties.

/[Set Values in the Object of API provided

Connectorinterfacinter =newConnectorinterfacé);
inter.Transactionld'42345678912345678912345678912345"

Ilor

//Will give response as it is optiofiald

inter.Transactionld'=;
/It should contain the value as received in Asynobus SubmitRequest
inter.CorrelationID £12345678912345678912345678912345"

/[End Point URL for the service whishused in Asynchronous SubmitRequest
inter.ClassValue http://127.0.0.1/22"

/[End Point Url of the Gateway wheredmentPoll can be done
inter.TargetEndPoint"http://localhost/SPService/Service.asmx"

//Final Submission to SPGeneric Conmect

submitRequest method is getting called.

inter.documentPolrréf inter );

/[Apart from the above values speciyrect entries in App.config file also

AISh
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[~ SPGenericTest - Microsoft Visual Studio i B =E
File Edit View Project Build Debug Data Tools Window Community Help
- - b Debug - Mixed Platforms - | [% Wrapped SRFmEED-
i EE 2 | @ « 5
5| ClentContent.cs"| IPCiass.cs| Connectorinterface.cs | = x || Solution Explores - Soluti..~ & X
&' | “ig SaPClient SAPInformation + I 3% Main(string[] args) -2 &E
| 59| //Generic Connector APT Starts here — olution 'SPGenericTest’ (3 proj

2 5 & = “ || - @@ CLASPGenericTesty
ctorInterface inter = new ConnectorInterface ( ) s éclienﬂ\pp

inter .correlationID = "12345678901234567890123456789012"; G- B Propeitics
inter.ClassValue = "http://192.168.0.140/133";//// [ | References

//Bddress of SSDG ] Con=cior SAP]
inter.TargetEndPoint = "http://nsdgstaging.cdacmumbai.in/gateway/services/NSDGService ; g ;9:::
//Calling of SSDG through Generic Conector API . . System.Data

o SR ConnectorIinterface.DocumentPoll (ref inter ); i+ System.Web Service:

fo. 3 System.Windows.Fol

//Recieving Result
f. 3 System.Xml

string status = inter .SubmissionStatus; :i}AWmmg
//if status is acknowledgement,take correlationID for Polling :HOE&GESS.G
string corriD=inter.CorrelationID; - ] ClientContent.cs
1| string classID = inter .ClassValue; @ (G Connector_SAP
72| //1If status is error

73 | string errorCode = inter .ErrorCode;

74| string[] errorList=new string[l];

5 | errorList = inter .ErrorList;

76| //1f status is Response

77| ¥mlElement[] bodyValue = inter.BodyContent;
72 | string corrID = inter.CorrelationID:

9 | string classID = inter.ClassValue;

m

< i | ro i [

F G IO

Output-Response for Document Poll

The following is the output of DocumentPoll(). e property settings are correct, the
output status will be an acknowledgement for Docutfell()

/IResponse for Correct document poll and succasiimission at Gateway.
/[As the parameter is passing by ref ,the valuestitput can be
retrived from the
/[same object which is passed as parameter withgalt values.
/[Status of submission
/[Output Value
/I if the submission status is Acknowledgementpiplies that SP still not submitted the resposne.
inter.SubmissionStatus"Acknowledgement'
inter.CorrelationID ='12345678912345678912345678912345"
/If provided by the client.It remains Unchangeadnfr Gateway.
inter.Transactionld 12345678912345678912345678912345"
/[End Point Url of the Gateway
inter. TargetEndPoint thttp://localhost/SPService/Service.asmx"
/lif the submission status is response,it implieg SP has submitted the response.
inter.SubmissionStatus"response;’
/Itake the response given by SP in xmlelement]].
inter.BodyContent = body;

/IValid 32 Bit value provided by gateway.Shoulddieen this ID in documentDelete methods.
inter.CorrelationID =12345678912345678912345678912345"
/If provided by the client.It remains Unchangeadnfr Gateway.

cDAC s



.Net Connector Development Manual

inter.Transactionld 12345678912345678912345678912345"
/[End Point Url of the Gateway
inter. TargetEndPoint &http://localhost/SPService/Service.asmx"
inter.SubmissionStatus"error";
/ICheck the error code in ErrorCode field.lfogrcode is related to business error then rettigecbntent in
Body as per Error Schema mentioned in Appendix.
inter.ErrorCode =1033",
/[Reason for the error.
inter.ErrorList =Error specifying the reason”
inter.BodyContent = body;
/IValid 32 Bit value provided by gatay.Should be given this ID in documentDelete mesh
inter.CorrelationID $12345678912345678912345678912345"
/If provided by the client.It remains Unchangeadnfr Gateway.
inter.Transactionld 12345678912345678912345678912345"
/[End Point Url of the Gateway
inter.TargetEndPoint'kttp://localhost/SPService/Service.asmx"

Input-Incorrect Way of specifying valuesin Document Poll

The following lines of code show the incorrect pedy settings while invoking the
DocumentPoll() on SAP generic connector. The contsprovide the reason for the errors
that arise due to incorrect property settings.

/lInCorrect way of specifying the values
/[Error as the ID is not 32 bit hexadecimal.
inter.Transactionld 4234444,
/IWill give an error if provided value as receivied particular class does’nt match.
inter.CorrelationID ='12345678912345678912345678912335"
/IWill give an error as value is blank,Should padwicorrect value for class as provided in asynauen
submitRequest.
inter.ClassValue"s;
/lincorrect value of end Point Url of the Gateway
inter. TargetEndPoint thttp://localhost/SPService/Service.asmx"
inter.documentPollréf inter );

Output-Response for Document Poll

The following is the output of DocumentPoll() inseaof incorrect property settings. The
output status will generate an error with an ecamte and error list. The explanation for the
error code can be looked up in the error codespistified in Appendix A or in the

ErrorList given in the output.

/[As the parameter is passing by ref ,the valuest@itput can be retrived from the same object wisgassed
as parameter with all input values.

//Status of submission

/[Output Values

/lif submission fails at Gateway
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inter.SubmissionStatuserror";
/[Error code detailed description related to erratecoan be viewed using the Table given in Apperdir
retriving the error description in the errorListlfi.
inter.ErrorCode =1033",
/[Reason for the error.
inter.ErrorList =Error specifying the reason”
//If provided by the client.It remains Unchangednfr Gateway.
inter.Transactionld =12345678912345678912345678912345"

iii) DocumentDelete
Input-Correct way of specifying valuesin Document Delete

The following lines of code show the correct prapesettings while invoking the
DocumentDelete() on SAP generic connector. All prtips pertaining to
DocumentDelete() are explained in Table 10. Tharoents provide the description of the
properties

/[Set Values in the Object of API provided
Connectorinterfacinter =newConnectorinterfacé);
inter.Transactionld"22345678912345678912345678912345"
Ilor
/IWill give response as it is optibfiald
inter.Transactionld'=;
/It should contain the value as received in SuBuoillt
inter.CorrelationID £12345678912345678912345678912345"
/[End Point URL for the service whislused in asynchronous SubmitRequest
inter.ClassValue"http://127.0.0.1/22"
/[End Point Url of the Gateway where documentDetete be done
inter. TargetEndPoint thttp://localhost/SPService/Service.asmx"
inter.documentDeleteréf inter );
/IApart from the above values specify correct estin App.config file also.

AISh
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ks sPGenericTest - Microsoft Visual Studio - - — " —— e

File Edit View Project Build Debug Dats Tools Window Community Help

- s =] - b Debug ~ Mixed Platforms - | % Wrapped R BT :

! (] « 5 ]

3| - ClientContent.cs"| IPClass.cs| Connectorinterface.cs | - ~ x _|[Solution Explorer- Soliti..~ & X
&' % SAPClient.SAPInformation ~ | ¥ Main(stringl] args) 2 E

= 59, ic Connector API Starts here | Solution SPGenercTest  pro
il + | @ (2 CA.ASPGenericTest,

7/G
Z :L-:-rI':ztérf;::e inter = new ConnectorInte ge )i & () ClientAgp
inter .CorrelationID = "12345678901234567890123456785012"; . [l Properties
inter.Classvalue = "http://192.168.0.140/133";//// & References
//Bddress of SSDG Ll Cennector SAP|
inter.TargetEndPoint = "http://nsdgstaging.cdacmumbai.in/gateway/services/NSDGService S L“i:::
//Calling of SSDG through Generic Connector API o S;;temmta

-3 System.Web.Service!
3 System.Windows.Fo

ConnectorInterface.DocumentDelete (ref inter ):
//Recieving Result

//If Status is Response

string corrID=inter.CorrelationiIb;

0 | string classID = inter .ClassValue: #] ClientContent,cs
71| //If Status is error - (3 Connector_SAP
]2 | string errorCode = inter .ErrorCode;

73 | string[] errorList=new string[1]; [
74 | errorList = inter .ErrorList:

Lo 4] ClentClass.cs

Output-Response for Document Delete

The following is the output of DocumentDelete().tlile property settings are correct, the
output status will be an acknowledgement for theueentDelete().

/IResponse for Correct document delete and sudeadfmission at Gateway.

/[As the parameter is passing by ref ,the valuestigput can be retrived from the same object wigghassed

as parameter with all input values.

//Status of submission

/[Output Values
/lif the submission status is respabémplies that Gateway has succesfully delebedrequest sents by SAP.
inter.SubmissionStatusresponse;’

/IValid 32 Bit value provided by gatewaynter.CorrelationID =12345678912345678912345678912345"
/If provided by the client.It remaidnchanged from Gateway.
inter.Transactionld"22345678912345678912345678912345"

/[End Point Url of the Gateway
inter. TargetEndPoint"kttp://localhost/SPService/Service.asmx"

I nput-Incorrect Way of specifying valuesin Document Delete.
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The following lines of code show the incorrect prdy settings while invoking the
DocumentDelete() on SAP generic connector. The cemsnprovide the reason for the
errors that arise due to incorrect property sedting

/[Error as the ID is not 32 bit hexadecimal.
inter. Transactionld1234444',
/IWill give an error if provided value as receivied particular class does’nt match.
inter.CorrelationID ='12345678912345678912345678912335"
/IWill give an error as value is blank,Should pdw®sicorrect value for class as provided in submitrest]
inter.ClassValue's;
/lincorrect value of EndPoint URL
inter.TargetEndPoint =http://localhost/SPService/Service.asmx"
inter.documentDelete( inter );

Output-Response for the DocumentDelete

The following is the output of DocumentDelete()case of incorrect property settings. The
output status will generate an error with an ecante and error list. The explanation for the
error code can be looked up in the error codessiigcified in Appendix A or in the
ErrorList given in the output.

/[Output Values
/lif submission fails at Gateway fails
[lor

inter.SubmissionStatusesrror";
/[Error code detailed description related to enode can be viewed using the Table given in AppeAdor
retriving the error description in the errorListlfi.
inter.ErrorCode =1033",

/[If Submission Status is error,reason for thererro
inter.ErrorList ="Error specifying the reason”
/If provided by the client.It remains Unchangeadnfr Gateway.
inter.Transactionld 12345678912345678912345678912345"

iv) DocumentList
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[ SPGenericTest - Microsoft Visual Studio

— - -

B-E-5dd
: o -

14 SAPClient. SAPInfurmatmn

®ogon] B

//Address of SSDG

inter.AuthMode
inter.SenderID
inter.Password

inter.TargetEndPoint = "http:
//Buthentication I‘ﬂ‘

File Edit View Project Build Debug Dats Tools Window Community Help

» Debug
« 5

~ Mixed Platforms - % Wrapped

 ClientContent.cs™ | IPClass.cs| Connectorinterface.cs.

~ | @¥Main(string[] args)

f G ic Connector API Starts here
ctorInterface inter = new Cor (S
lnter_ .CorrelationID = "";

inter.Classvalue = "http: r’ 192.168.0.140/133";////
inter.StartDateTime = DateTime.Now;
inter.EndDateTime = Dat

=.Today?

- R R B

nsdgstaging.cdacmumbai . in/gateway/services/NSDGService

~ x |Solution Explorer - Soluti..~ 3 X
{ =1 é: ﬂ

Solution 'SPGenericTest (3 proj
~| | B @ C\.ASPGenericTesty

. (£ ClientApp

41 [E4l Properties

& References

Y Connccior 549

3 logdnet

e i3 System

+3 System.Data

-3 System.Web.Service!

ils recieved after registration of SAP
Mode.Clear;

SAP1239072433°39

"[B@1£19353"

//Calling of SSDG through Generic Connector API

w3 SystemWindows.Fol
-3 System.Xml
pp.config

%] ClentClass.cs
#] ClientContent.cs
- (3 Connector_SAP

//Recieving Result

//If Status is Response
classID = inter .ClassValue; 3
ent [] bodyValues = inter.BodyContent;

//If Status is error

string errorCode = inter .ErrorCode;

string[] errorList=new string[l]:

errorList = inter .ErrorLlist:

BAOPM |
11/23/2009

‘l'\LPQ‘l

Input-Correct way of specifying valuesin Document List

The following lines of code show the correct prapesettings while invoking the
DocumentList() on SAP generic connector. All theparties pertaining to DocumentList()
are explained in Table 12,14 and 16 for Clear t&&HA1l and digital signature
authentication modes respectively. The commentgigiedhe description of the properties.

/[Set Values in the Object of API provided
Connectorinterfacinter =newConnectorinterfacé);
/ICorrect way of specifying the values
inter.Transactionld"22345678912345678912345678912345"
/lor
inter.Transactionld =';//Will give response as it is optional field
/It should be left blank for List Request
inter.CorrelationID ';//Correct way of specifying

/IResponse Mode of the service for which stats®igyht.
inter.ResponseMode ResponseModAsynchronous/Asynchronous Mode
[lor
/IResponse Mode of the service for which stats®igyht.
inter.ResponseModer=sponseMod8ynchronous;
/IURL as per response mode for which status isisoug
inter.ClassValue“http://127.0.0.1/22"

ISP
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/[Depending upon the type of Authentication usedbyvice.
inter.AuthMode AuthModeClear;
/lor
inter.AuthMode AuthModeSHAZ,;
[lor
inter.AuthMode AuthModeW3CSigned;
/[If W3CSigned provide Keystore path in Configuoatifile for certificates used for signing the do@mh
/ISenderID for Authentication Purpose
inter.SenderID =SAP130720081454"
/IPassword for Authentication Purpose.Only appliedbr clear and hash types of authentication.
inter.Password 4B@13a87a0;
/IEnd Point Url of the Gateway.
inter. TargetEndPoint thttp://localhost/SPService/Service.asmx"
/IXML Content in the form of XMLElement[].For Lisequest Body content should be as per schema
mentioned in Appendix D
inter.BodyContent = body;
/[Final Submission to SPGeneric Connector.ListRetjoeethod is getting called.
inter.ListRequest (ef inter );
/IApart from the above values specify correct estin App.config file also.

Output-Responsefor List Request

The following is the output of DocumentList(). Iha property settings are correct, the
output status will be an acknowledgement for theuwentList().

inter.SubmissionStatus"response;’

/1 response take the response as per List regpgoieema mentioned in Appendix D.
inter.BodyContent = body;

inter.CorrelationID £12345678912345678912345678912345"

//If provided by the client.It remains Unchangednfr Gateway.

inter.Transactionld =12345678912345678912345678912345"

Input-Incorrect Way of specifying valuesin Document List

The following lines of code show the incorrect pedy settings while invoking the
DocumentList() on SAP generic connector. The contmprovide the reason for the errors
that arise due to incorrect property settings

/[Error as the ID is not 32 bit hexadecimal.
inter.Transactionld 4234444,
/IWill give an error as this should be left blank;
inter.CorrelationID ='12345678912345678912345678912345"
/IWill give an error as value is blank,Should paevicorrect value for class.
inter.ClassValue =";
/IWill Give an error,should provide correct value §enderlD.
inter.SenderID =";
/IWill Give an error,should provide correct value password
inter.Password"=;
/IShould provide correct end Point Url of the Gedgw
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inter. TargetEndPoint thttp://localhost/SPService

/IXML Content in the form of XMLElement[].For Lisequest Body content should be as per schema
mentioned in Appendix D
inter.BodyContent = body;

/[Final Submission to SPGeneric Connector.ListRetjoeethod is getting called.

inter.ListRequest (ef inter );

//Apart from the above values specify correct estin App.config file also.

/[Current value in config files are example valaes can be used.

Output-Response for DocumentL ist

The following is the output of DocumentList() inseaof incorrect property settings. The
output status will generate an error with an ecante and error list. The explanation for the
error code can be looked up in the error codessiigcified in Appendix A or in the
ErrorList given in the output

/[Output Values

/lif submission fails at Gateway fails
inter.SubmissionStatusesror”

/[Error code detailed description related to enode can be viewed using the Table given in AppeAdor
retriving the error

description in the errorList field.

inter.ErrorCode =1033",

/[If Submission Status is error,reason for thererro
inter.ErrorList ="Error specifying the reason”

/If provided by the client.It remains Unchangeadnfr Gateway.
inter. Transactionld =12345678912345678912345678912345"

5.2 SP Connector
i) asynSubmitRequest

Values received from SSDG can be retrieved in Valhg parameters and class SPInterface needs
to be implemented as per application specific logtesponse Mode for this application is of
Asynchronous type.

Input-Correct Way of Receiving the Input.

The following lines of code show the correct prapersettings are retrieved when

asynSubmitRequest() is invoked on SP applicatiomeotor by SP generic connector. All the
properties pertaining to asynSubmitRequest() aptaeed in Table 27. The comments specify the
properties that will be retrieved.
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Method Call- asynSubmitRequest (ref SPInterface interfaceValues)

SPInterfacantermnew SPInterfacf);

/IRetrieve TransactionID if set by SAP

if ( String .IsNullOrEmpty (interfaceValues.TrawcsanID ) == false )
inter.Transactionld = interfaceVadeansactionID;
}

/IRetrieve Correlation ID

inter.CorrelationID = interfaceValues.Gdation|D;

/I lIRetrieve ClassValue

inter.ClassValue = interfaceValues.Clada®a

/IRetriev Body Content

inter.BodyContent = interfaceValues.Body;

/IRetrieve Target End Point where the responsesigebe submitted

inter.TargetEndPoint = interfaceValues.TargetEndPoi

Body Retrieved will be used by application for het processing,other information needs to be
stored somewhere in order to put them at the tihgubmitResponse in asynchronous mode of
requests.

AISh
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J» sPapplicationTest (2) - Microsoft Visual Studio . =
File Edit View Website Build Debug Tools Window Communi ity Help
F-E-B U@ ¥ e b Debug - NET - | [# Wrapped AR E
: 9 3
3| App_Code/Service.cs®| Start Page ~ x| Solution Explorer - Solution ‘SPApplicat.. v & X
g (|48 Service + | “%asynSubmitRequestiref SPInterface interfaceSP) C R B Ee
g 10 || [ Solution 'SPApplicationTest (2)' (1 praject)
10 ~ || & (@ CA.ASPApplicationTest!
11 = (Namespace = "connector.cdac.com")] ‘ij ;’A\';p Cp:d';a fonTest\
12 7 g(conformsTo = WsiProfiles.BasicProfilel 1)] = App_Data
13Fpublic class ice @ System.Web.Services.WebService,IServiceSoap = [ Bin
14| ¢ R EN ] o oSpecificDLL il
1c i i @] AppSpecificDLLpdb
12 N e B Service.asmu
1lé [WebMethod] 3
17public void asynSubmitRequest ( ref SPInterface interfaceSP )
18 {
19 string CorID = interfaceSP.CorrelationID;
20 string classV = interfaceSP.ClassValue; i
21 ¥ml t[] content = interfaceSP.Eody;
22 .IsNullOrEmpty (interfaceSP.TransactionId) == false)
24 string trans = interfaceSP.TransactionId;
25 }
26 //BSynchronous Call
2 //Process this Data for further processing
28 //set all the values recieved from SSDG and provide them while calling
29 //submitResponse on SSDG.
30 | }
13
34

6:41 AM ™

PO
B o3 e

i) synSubmitRequest

Values received from SSDG can be retrieved in $ieddecified in SPInterface Class and method
needs to be implemented as per application spdoific. Response Mode for this application is of
Synchronous type.

Input-Correct Way of Receiving the Input.

The following lines of code show the correct prapersettings are retrieved when

synSubmitRequest() is invoked on SP applicationneotor by SP generic connector. All the
properties pertaining to synSubmitRequest() ardagxg@d in Table 28. The comments specify the
properties that will be retrieved.

Method Call- synSubmitReques (ref SPInterface interfaceValues)

SPInterfacdnter=new SPInterfacf);
/IRetrieve TransactionID if set by SAP
if ( String .IsNullOrEmpty (interfaceValues.TransaalD ) == false )

inter.Transactionld = interfaceVaues.TransactionID;

}

/IRetrieve Correlation ID
inter.CorrelationID = interfaceValues.Caation|D;
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Il l/Retrieve ClassValue

inter.ClassValue = interfaceValues.Clada¥a
/IRetriev Body Content

inter.BodyContent = interfaceValues.Body;
/IRetrieve Target End Point

inter.TargetEndPoint = interfaceValues.TargetEndPoi

Body Retrieved will be used by application for fgt processing in synchronous manner.After
processing the content specify values back aseddrnom the gateway for synchronous mode.SP
needs to mention the submiison status in ordepéaify the response or error if businees related in
the document recived from SAP.

/[Set CorrelationID as set by gateway
inter.CorrelationID ='Specify value as recived from gateway" //Set ClassValue as set by gateway
inter.ClassValue “Specify value as recived from gateway"
/[Set TargetEnd point as set by gateway or to wBietService is registered
inter.TargetEndPoint =Specify value as recived from gateway"
/If body given by SAP gave correct information ghtiand correct
inter.SubmissionStatus"response;’
/If body given by SAP gave incorrect informatiarught and incorrect
inter.SubmissionStatuserror";
/IXML Content in the form of XMLElement[].For bus#ss error SP should specify content as per schema
mentioned in Appendix D.
inter.BodyContent = body;
/[Transaction ID provided by the SAP.
inter.Transactionld =12345678912345678912345678912345"

AISh
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g || 48 Service + ! “@asynSubmitRequestiref SPnterface interfaceSP)

|~ spapplicationTest (2) - Microsoft Visual Studio - R — —— clufE)
File Edit View Website Build Debug Tools Window Communi ity Help
- E-E W% & b Debug - NET - | @ Wrapped - B B B ol R
: 9 3

~ % || Solution Explorer - Solution 'SPApplicat... » & X

F B ER e

5| App_Code/Service.cs*| Start Page

5 | using System .Data .Sgl: 1| [5] Solution 'SPApplicationTest (2)' (1 project)

€ | using System .Data .sglClient; il ks *j Z\'}':;:ACP:;:“”"TM\

7 | using System .Xml; i [ App_Data

8 | using System .¥ml .Serialization; = = Bin

9 Lusing System .IO; [ BE™ /pospecificDL L.l

10 L i - &) AppSpecificDLLipdb

:: i MaSElER = f B Senvice.asmx
j(ConformsTo = ¥

sicProfilel_1)]

il : System.Web. pService, IServiceSoap
1414
(3] [WebMethod]
17-public void synSubmitRequest ( ref SPInterface interfaceSP )
18 {
19 string CorID = interfaceSP.CorrelationID;
string classV = interfaceSP.ClassValue;
21 ®ml £[] content = interfaceSP.Body;
22 1t 7.IsNullorEmpty (interfaceSP.TransactionId) == false)
23 {
24 string trans = interfaceSP.TransactionId;
25 }
26 //Synchronous Call
27 //Process this Data for further processing
28 //8et all the values recieved from SSDG
22 !

539AM ||
11/24/2008

S LI S|

iii) SubmitResponse

Results for Asynchronous mode of request can bestdal through this function call and setting
fields as mentioned in Table 25. This functionngaked on Generic connector with the help of

SPImpl class.

Input- Correct Way of Submitting the Output.

The following lines of code show the correct prapeettings while invoking the submitResponse()
on the SP generic connector. All the propertiedapeng to submitResponse() are explained in

Table 25. The comments provide the descripticin@fproperties.

Method - SubmitResponse (ref SPInterface interfaceValues)

SPInterfacantermnew SPInterfacf);

inter. Transactionld ="1234567891234567891234562885%”;
/Value as received in Aynchronous SubmitRequest
inter.CorrelationID ="12345678912345678942678912345";
/IValue as received in Aynchronous SubmitRequest

inter.ClassValue #ttp://123.34.5.56/20

/ISpecify the status.

inter.SubmissionStatusesponse’

[lor

inter.SubmissionStatuserror";

/[Put content for response after application spepifocessing.

CDAC
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[lfor business related error specify content aspésness error schema mentioned in Appendix D.
inter.BodyContent = interfaceValues.Body;

/IValue as received in Aynchronous SubmitRequest

inter.TargetEndPoint = interfaceValues.TargetEndPoi

Output-Response for the Submitted Response

The following is the output of SubmitResponse()thé property settings are correct, the
output status will be an acknowledgement for theritResponse().

/IResponse for Correct Asynchronous Submit Respandesuccesful submission at Gateway.
/[As the parameter is passing by ref ,the valuestitput can be retrived from the same object wiighassed
as parameter with all input values.
/[Status of submission
/[Output Values
/I if the submission is in Asynchronous mode
inter.SubmissionStatus Acknowledgement”
/IValid 32 Bit value provided by gateway.Should geen this ID in documentPoll and documentDelete
methods.
inter.CorrelationID =12345678912345678912345678912345"
/If provided by the SAP.It remains Unchanged frGateway.
inter.Transactionld 12345678912345678912345678912345"
/[End Point Url of the Gateway where documentPotitnentDelete and listRequest can be done
inter. TargetEndPoint thttp://localhost/SPService/Service.asmx"

I nput-Incorrect Way of specifying the values

The following lines of code show the incorrect prdy settings while invoking the
SubmitResponse() on SAP generic connector. The @mtsrprovide the reason for the
errors that arise due to incorrect property sesting

/lInCorrect way of specifying the values
/[Error as the ID is not 32 bit hexadecimal.
inter.Transactionld"4234444',
/IShould be same as received from gateway.
inter.CorrelationID ='12345678912345678912345678912345"
/IWill give an error as value is blank,Should pavicorrect value for class as received from gateway
inter.ClassValue 2';

/IWill Give an error,should provide correct valwe body in the form of XMLELement[].
inter.BodyContent = body;

/[End Point Url of the Gateway

inter. TargetEndPoint thttp://localhost/SPService

Output-Response for the SubmitResponse
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The following is the output of SubmitResponse(t@se of incorrect property settings. The
output status will generate an error with an ecante and error list. The explanation for the
error code can be looked up in the error codessiigcified in Appendix A or in the
ErrorList given in the output

/[As the parameter is passing by ref ,the valuesditput can be retrived from the same object wisgassed
as parameter with all input values.
/[Status of submission
/[Output Values
/lif submission fails at Gateway
inter.SubmissionStatusesror”,
/[Error code detailed description related to erratecoan be viewed using the Table given in Apperdr
retriving the error description in the errorListlfi.
inter.ErrorCode =1033";
/IReason for the error.
inter.ErrorList ="Error specifying the reason”
/If provided by the client.It remains Unchangeadnfr Gateway.
inter.Transactionld = "1234567891234567891234562895%";

5.3 Error Logs

Error Logging is very critical to trouble shootigd as a norm errors should be logged for any
future problem fixing. Developer would be specityithe path where the errors will be logged and
in case of any disruption in working of the systehgese error logs shall be made available to the
concerned personnel fixing the problem.

Appendix

Appendix A: Error Codes

1001 The submitted XML document failed to validate againthe
NSDGMessageEnvelop schema for this class of docuiien
necessary element for submission are missing,plesise schema for
‘?'.‘?@S“t presegci’el Eclr valid sub\rInission.

ERVAVAV) TuvCoon Ul UULUITIUTIL QUNTTIIDOIVIT TUTVLRAO S T DU
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1002
1003

1004

1006

1007

1008

1009

1010

1011

1012

1013

1014

1015

1016

1017

Authentication Failure. The credentials submitteithwhe document
are invalid.

The submitted document contained a SOAP Header.el&pe.
Gateway doesn’t process messages with SOAP headers.

The submitted XML document failed to validate againthe
NSDGMessageEnvelope schema for this class of doaunvissing
ResponseMode field.

The submitted XML document failed to validate againthe
NSDGMessageEnvelop schema for this class of docunéissing
Key field.

The submitted XML document failed to validate againthe
NSDGMessageEnvelop schema for this class of docunméissing
NSDGErrors field.

The submitted XML document failed to validate againthe
NSDGMessageEnvelop schema for this class of docunéissing
NSDGTest field.

The submitted XML document failed to validate againthe
NSDGMessageEnvelop schema for this class of doctunMissing
Transformation field.

The submitted XML document failed to validate againthe
NSDGMessageEnvelop schema for this class of doctunMissing
Keys field".

The submitted XML document failed to validate againthe
NSDGMessageEnvelop schema for this class of doctunMissing
Role field.

The submitted XML document failed to validate againthe
NSDGMessageEnvelop schema for this class of doctunMissing
EmailAddress field.

The submitted XML document failed to validate againthe
NSDGMessageEnvelop schema for this class of docunéissing
Organisation field.

The submitted XML document failed to validate againthe
NSDGMessageEnvelop schema for this class of docunméissing
Correlation ID field.

The submitted XML document failed to validate againthe
NSDGMessageEnvelop schema for this class of doculissing
IDAuthentication field.

The submitted XML document failed to validate againthe
NSDGMessageEnvelop schema for this class of docunéissing
Body field.

The submitted XML document failed to validate againthe
NSDGMessageEnvelop schema for this class of docunéissing
NSDGTimestamp Field”

W Sh
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1034

1035

1036

1037
1038
1039

1040
1041

1042

1043

1044

1045

1046

1047

1048

1049

1050

The submitted XML document failed to validate againthe
NSDGMessageEnvelop schema for this class of documearrectly
populated NSDGTimestamp field for this kind of Sussion.”

The submitted document contains an entry for ResgBndPoint,
which is a reserved system field. This field shdutdeft blank.

The submitted document contains an invalid entrylfansactionID.

The submitted document contains an invalid entryAfaditID.
The submitted document should not contain NSDGErFoeld

When submitting a document to Gateway the onlydvaéilues for the
Qualifier field are request poll, response or error

The submitted document contains an invalid entryEiovelopeVersion.
The submitted XML document failed to validate againthe

NSDGMessageEnvelop schema for this class of docuniampty or
Incorrectly populated Class Field.

The submitted document contains an invalid entmy Fanction. The
only valid values for the Function field are subrdi¢lete or list.

The submitted XML document failed to validate againthe
NSDGMessageEnvelop schema for this class of docuniampty or
Incorrectly populated Transformation Field.

The submitted document contains an invalid entryEimailAddress. If
the field Qualifier contains the value “poll”, théme field EmailAddress
must not be populated

The submitted document contains an invalid entryGoganisation. If
the field Qualifier contains the value “poll”, théime field Organisation
must not be populated

The submitted XML document failed to validate againthe
NSDGMessageEnvelop schema for this class of docuniampty or
Incorrectly populated Key Field.

Unable to retrieve data for the supplied Corretdfio Please ensure the
CorrelationID is correct, and that you have theuneml authentication
credentials to poll this CorrelationID.

The submitted document contains an invalid entryJorrelationID. If
the field Function contains the value delete, tthenfield CorrelationID
must be populated.

Unable to retrieve data for the supplied Corretdfio Please ensure the
CorrelationID is correct, and that you have theunesl authentication
credentials to delete this CorrelationID.

The submitted document contains an invalid entryHonction. If the
field Qualifier contains the value poll, then thelyovalid value for the
Function field is submit.

W Sh
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1051

1052

1053

1054

1055

1056

1057

1058
1059

1060

1061

1062

1063

1064

1065

1066

1067

The submitted document contains an invalid entry StartDateTime
and EndDateTime. You cannot have a greater Staiae than
EndDateTime.

The submitted document contains an invalid entryaioy one of the
following fields StartDateTime, EndDateTime.

The submitted document contains an invalid entryNe@thod, or an
inconsistent Value entry. This field must contdie value ‘MD5', ‘clear’
or 'W3Csigned'. If W3Csigned is specified the Value

tag must be omitted and a Signature block mustésept

The submitted XML document failed to validate againthe
NSDGMessageEnvelop schema for this class of docuniampty or
Incorrectly populated Role Field.

The submitted document contains an entry in theyBwdd. This field
must be left blank for this transaction type.

The submitted XML document failed to validate againthe
NSDGMessageEnvelope schema for this class of daatrmeorrectly
populated NSDGTest Field.

The submitted XML document failed to validate aghinthe
NSDGMessageEnvelop schema for this class of docuften Target
Details Should not be present for this kind of sigsion

The supplied user credentials failed validationtfer requested service.
The submitted XML document failed to validate againthe
NSDGMessageEnvelope schema for this class of danur&enpty or
Incorrectly populated ResponseMode field.

The submitted XML document failed to validate againthe
NSDGMessageEnvelope schema for this class of danuur&enpty or
Incorrectly X509Data field.

When communicating with Gateway via HTML you MUSpesify a
valid ResponseEndPoint.

The submitted XML document failed to validate againthe
NSDGMessageEnvelop schema for this class of docuniampty or
Incorrectly populated IDAuthentication field.

The submitted XML document failed to validate aghinthe
NSDGMessageEnvelop schema for this class of docunismpty or
Incorrectly Populated AuthTimestamp field in Autkieation Block.
The submitted document contains an entry for Sédetails, which is a
reserved system field . This field should be |édinix

for this kind of submission.

The submitted XML document failed to validate againthe
NSDGMessageEnvelop schema for this class of docuriiasing or
Incorrectly populated Signature field.

The submitted document contains an entry for NSDi@ie which is a
reserved system field . This field should be Idé&nk for this kind of
submission.

The submitted XML document failed to validate againthe
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1068

1069

1070

NSDGMessageEnvelope schema for this class of daturimeorrectly
populated Location field

The submitted XML document failed to validate aghinthe

NSDGMessageEnvelope schema for this class of danurkssing or
Incorrectly Populated Text field

The submitted XML document failed to validate againthe
NSDGMessageEnvelope schema for this class of daturimeorrectly
populated Error field

The submitted XML document failed to validate aghinthe
NSDGMessageEnvelope schema for this class of daturimeorrectly
populated RaisedBy field

The submitted XML document failed to validate agaithe NSDGMessageEnvelope schema for this clagbaiment.

Incorrectly populated Type field
1072

1073

1100-1103

1100

1101

1102

1103

1500-1504

1501

1504

The submitted XML document failed to validate aginthe
NSDGMessageEnvelope schema for this class of doturmeorrectly
populated Number field

The submitted XML document failed to validate againthe
NSDGMessageEnvelope schema for this class of daturmeorrectly
populated Authentication field

Synchronous behavior - Polling

The document you have submitted
has not been processed yet. The
system is currently experiencing
high volumes. To view this
submission later use the URL
provided.

You have exceeded your
allowable number of poll attempts.
To view this submission later use
the URL provided.

The time allowed for the poll
attempts has elapsed. To view this
submission later use the URL
provided.

The record you have attempted to
poll has been marked for deletion
and therefore cannot be retrieved.

Messages that refer to the Test
Service

The total number of bytes in a
document submitted to the Test
Service in Gateway must not
exceed 1 megabyte.

The authentication details in the
NSDGMessageEnvelop Header
do not match the credentials
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2000-2005

2000

2001
2002

2003

2005

3000-3001

3000

3001

Error codesraised by Service Providers

Error Code Description

provided in the authentication to
the Test Service.

Messages that refer to NSDG
Services

Gateway could not locate a record
for the supplied Correlation ID -
the submission may have been
deleted or the Correlation ID may
be invalid; If you have not
received a response you should
resubmit the document

The document was an invalid size

The document was an invalid size
- not enough data was supplied

The service associated with the
submitted document type is
currently unavailable

Gateway has not received an
acknowledgement of your

submission from the Department
within the permitted timescale.

Please either resubmit or contact
the Department directly to

determine if your submission has
been accepted

Messages that refer to
Departmental services

System Failure. The processing of
this document has failed. Please
resubmit.

The submission of this document
has failed due to departmental
specific business logic in the
Body.
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6000-6016
6000

6001

6002

6003

6004

6005

6006

6007

6008

6009

6010

6011

6012

6013

Major tests

"The processing of your document submission
failed. Please re-submit."

"The submitted XML document failed to validate
against the NSDGMessageEnvelop schema for this
class of document."

"Authentication Failure. The credentials submitted
with the document are invalid."

"The submitted document contained a SOAP
Header.Envelope. The Back Office Service
doesn’t process messages with SOAP headers."

"The submitted XML document failed to validate
against the NSDGMessageEnvelop schema for this
class of document. Missing, Empty or incorrectly
populatedQualifier field."

"The submitted XML document failed to validate
against the NSDGMessageEnvelop schema for this
class of document. Missing, Empty or incorrectly
populated Envelope field."

"The submitted XML document failed to validate
against the NSDGMessageEnvelop schema for this
class of document. Missing, Empty or incorrectly
populatedClass field."

"The submitted XML document failed to validate
against the NSDGMessageEnvelop schema for this
class of document. Missing, Empty or incorrectly
populated~unction field."

"The submitted XML document failed to validate
against the NSDGMessageEnvelop schema for this
class of document. Missing, Empty or incorrectly
populatedNSDGTest field."

"The submitted XML document failed to validate
against the NSDGMessageEnvelop schema for this
class of document. Missing, Empty or incorrectly
populatedTransformation field."

"The submitted XML document failed to validate
against the NSDGMessageEnvelop schema for this
class of document. Missing, Empty or incorrectly
populatedSender| D field."

"The submitted XML document failed to validate
against the NSDGMessageEnvelop schema for this
class of document. Missing,

Empty or incorrectly populatelfole.Value field."

The submitted XML document failed to validate
against the NSDGM essageEnvelop schema for

this class of document. Missing, Empty or
incorrectly populated EmailAddressfield."

"The submitted XML document failed to validate
against the NSDGMessageEnvelop schema for this
class of document. Missing, Empty or incorrectly

HISh
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6014

6015

6016

7000-7001
7000

7001

populatedOrganisation field."

"The submitted XML document failed to validate
against the NSDGMessageEnvelop schema for this
class of document. Missing, Empty or incorrectly
populatedCorrelationl D field."

"The submitted XML document failed to validate
against the NSDGMessageEnvelop schema for this
class of document. Missing, Empty or incorrectly
populatedviethod field."

"The submitted XML document failed to validate
against the NSDGMessageEnvelop schema for this
class of document. Missing, Empty or incorrectly
populatedBody field."

M essages that refer to Departmental services
"System Failure. The processing of this document
has failed. Please resubmit."

"The submission of this document has failed due to
departmental specific business logic in Bualy."

Appendix B: App.Config Filefor SAP Generic Connector

<?ml versiors"1.0' encoding"utf-8" ?>
<configuratiorr
<configSections
<sectionname="log4net

type="log4net.Config.Log4NetConfigurationSectionHandlegénet/>

</configSections
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<log4net
<oot>
develvalue="DEBUG" />
<appender-refef="LogFileAppendet />
<foot>
<appendename="LogFileAppender type=
"log4net.Appender.RollingFileAppendes
Jaramname="File" value="C:\LOG\log.txt' />
Jparamname="AppendToFil& value="true' />
<ollingStylevalue="Size" />
<maxSizeRollBackupsgalue="10" />
<maximumFileSizevalue="10MB" />
<staticLogFileNamealue="true' />
dayouttype="log4net.Layout.PatternLaydut
<paramname="ConversionPattefnvalue="%-5p%d{yyyy-MM-dd hh:mm:ss} — %mn/>
<layout>
</appendes
<log4net

<appSettings
<addkey="KeysTypé value="SAPNumbet />
<addkey="KeysValué¢ value="123456 />
<addkey="Rol€" value="role"/>
<addkey="EnvelopeVersioh value="1.0'/>
<addkey="EMail" value="xyz@cdacmumbai.li>
<addkey="Organisatioh value="CDAC Mumbalf/>
<addkey="Transformatioh value="XML"/>
<addkey="CertSubject value="E=mohsinsutar@gmail.com, CN=mohsin sutar, OU=Terfmnsse at
www.safescrypt.com/rpa (c) 02, OU=Class 1 Consundirvidual Subscriber, O= Safescryft
<lappSettings
</configuratior»

Following parameters need to be set by ApplicaBpecific.

* Log file-Where the logs needs to be stored.

» Certificate Path-If using XML signature verificatio

Appendix C: Web.Config Filefor SP Generic Connector

<?ml versior="1.0'?>

<I--
Note: As an alternative to hand editing thiis fiou can use the
web admin tool to configure settings for yoppkcation. Use
the Website->Asp.Net Configuration option irs\al Studio.
A full list of settings and comments can berfdun
machine.config.comments usually located in
\Windows\Microsoft.Net\Framework\v2.x\Config

-->

<configuratior»
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<configSections
<sectionname="log4net
type="log4net.Config.Log4NetConfigurationSectionHandlegénet/>
</configSections
<log4net
<root>
develvalue="DEBUG" />
<appender-refef="LogFileAppendet />
<foot>
<appendename="LogFileAppender type=
"log4net.Appender.RollingFileAppender
Jparamname="File" value="log.txt" />
Jparamname="AppendToFilg value="true" />
<ollingStylevalue="Size" />
<maxSizeRollBackupsgalue="10" />
<maximumFileSizesalue="10MB" />
<staticLogFileNamevalue="trug' />
dayouttype="log4net.Layout.PatternLaydut
<paramname="ConversionPattefnvalue="%-5p%d{yyyy-MM-dd hh:mm:ss} — %m%srn/>
<layout>
</appendes
<log4net
<appSettings
<addkey="KeysTypé€ value="SAPNumbet />
<addkey="KeysValué¢ value="123456 />
<addkey="Rol€" value="role"/>
<addkey="EnvelopeVersioh value="1.0'/>
<addkey="EMail" value="xyz@cdacmumbai.lti>
<addkey="Organisatioh value="CDAC Mumbalf/>
<addkey="Transformatioh value="XML"/>
<addkey="deployementURI
value="http://localhost:1571/SPApplicationTest/Service. &S /add>
<addkey="LogFoldet value="C:\\Logs' />

<addkey="FileName value="C:\\Logs\ExceptionLog.txt/>
<addkey="Typ€' value="Fatal'/>

<addkey="Locatior' value="SP'/>
<addkey="RaisedBY value="SP'/>

<addkey="GWText' value="The processing of your document submission
failed.Please re-subniit>
<addkey="GWNumbel value="6000'/>

<addkey="AuthText' value="AuthenticationFailure,Configure Certificate
Properly/>
<addkey="AuthNumbel value="6002'/>

<addkey="AuthFail' value="Failed to authenticate with provided
certificate,AuthenticationFailute
<addkey="AuthFail' value="6002'/>

<addkey="SchemaTexXtvalue="XSD for Validation Not found,configure path in
configuration File.Schema Validation Fallé&el
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<addkey="SchemaNumbé&ralue="6001'/>

<addkey="SyntaxText value="he Submitted docuement fialed to validate
against the NSDGMessageEnvelope schema for

this class of documett>

<addkey="SyntaxNumbervalue="6001'/>

<addkey="ExceptionText value="Unable to Call SPApplicatidir
<addkey="ExceptionNumbeérvalue="7000'/>

<addkey="EVText' value="The Submitted docuement fialed to validate against
the NSDGMessageEnvelope schema for

this class of document.Missing, Empty or ineotly populated Envelope

field'/>

<addkey="EVNumber' value="6005'/>

<addkey="CText' value="The Submitted docuement fialed to validate against
the NSDGMessageEnvelope schema for

this class of document.Missing, Empty or inectly populated Class

field'/>

<addkey="CNumbel value="6006'/>

<addkey="QText' value="The Submitted docuement fialed to validate against
the NSDGMessageEnvelope schema for

this class of document.Missing, Empty or ineotly populated Qualifier

field'/>

<addkey="QNumbetl value="6004'/>

<addkey="FText' value="The Submitted docuement fialed to validate against

the NSDGMessageEnvelope schema for

this class of document.Missing, Empty or ineotly populated function
field'/>

<addkey="FNumbef value="6007'/>

<addkey="CorText' value="The Submitted docuement fialed to validate agamstNSDGMessageEnvelope
schema for
this class of document.Missing, Empty or incorngptbpulated Correlation field>

<addkey="CorNumbet value="6014'/>

<add key="RText' value="The Submitted docuement fialed to validate againstNSDGMessageEnvelope
schema for

this class of document.Missing, Empty or incorngptbpulated response mode fidel

<addkey="RNumbel value="6017'/>

<add key="BText' value="The Submitted docuement fialed to validate agaimstNSDGMessageEnvelope
schema for

this class of document.Missing, Empty or incornggtbpulated Body fieltd>

<addkey="BNumbet' value="6016'/>

<addkey="ConfigText value="configuration File Errd¥/>
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<addkey="ConfigNumbet value="7001'/>

<addkey="CertSubject value="E=mohsinsutar@gmail.com, CN=mohsin sutar, OU=Tesfmase at
www.safescrypt.com/rpa (c) 02, OU=Class 1 Consumdirvidual Subscriber, O= Safescryft
</appSettings

<connectionStrings
<system.web
<l--
Set compilation debug="true" to insezbdgging
symbols into the compiled page. Becdhise
affects performance, set this valueue bnly
during development.
-—>
<traceenabled"true' localOnly="fals€" />
<compilationdebug"true'/>
<l--
The <authentication> section enabledigaration
of the security authentication modedusg
ASP.NET to identify an incoming user.
->
<authenticatiormode="Windows'/>
<l--
The <customErrors> section enablesigaretion
of what to do iffwhen an unhandled eoocurs

during the execution of a request. Sjpadly,
it enables developers to configure lembr pages
to be displayed in place of a erroclstaace.

<customErrors mode="RemoteOnly" defaultRedireGeriericErrorPage.htm">
<error statusCode="403" redirect="Nodss.htm" />
<error statusCode="404" redirect="FiteNound.htm" />

</customErrors>

-—>

</system.web
</configuratior»

Following parameters need to be set by ApplicaBpecific.

* Deployment URI is the path of application spectftminector which needs to set by
Application Specific.

* Log file-Where the logs needs to be stored.

» Certificate Path-If using XML signature verificatio
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Appendix D:  Error Schema

Schema files for retrieving results by SAP and SP for Business related problems, List
Response and List Request.

Business Error Response Schema

<?xml version="1.0" ?>

<xsd:schema

xmins:xsd="http://www.w3.0rg/2001/XMLSchema" xmlgs&:"http://
www.mit.gov.in/feGov/schema/NSDG/ "
xmins:err="http://www.mit.gov.infeGov/schema/NSD@Ggeresponse"
targetNamespace="http://www.mit.gov.in/eGov/schésidG/errorresponse”
elementFormDefault="qualified"

attributeFormDefault="unqualified"

id="Error_Response"

version="1.0">

<xsd:annotation>

<xsd:documentation>This schema is used for erretsrmed by business systems. In these
circumstances, the header contains a single Elearemt of type "business” and the Body contains
further information.</xsd:documentation>

</xsd:annotation>

<xsd:element name="ErrorResponse">

<xsd:.complexType>
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<xsd:element ref="err:Application"” minOccurs="0" r@ccurs="1" />
<xsd:element name="Error" maxOccurs="unbounded">

<xsd:.complexType>

<xsd:element name="RaisedBy" type="xsd:string" />

<xsd:element name="Number" minOccurs="0" maxOcctirstype="xsd:integer" />
<xsd:element name="Type" type="xsd:string" />

<xsd:element name="Text" minOccurs="0" maxOccursbunded" type="xsd:string" />
<xsd:element name="Location" minOccurs="0" maxOsslit" type="xsd:string" />
<xsd:element ref="err:Application” minOccurs="0" r@ccurs="1" />
</xsd:complexType>

</xsd:element>

</xsd:complexType>

</xsd:element>

<xsd:element name="Application">

<xsd:complexType>

<xsd:any namespace="##any" processContents="lax" />
<xsd:anyAttribute namespace="##any" />
</xsd:complexType>

</xsd:element>

</xsd:schema>

List Response Schema

<?xml version="1.0" encoding="UTF-8" ?>

<xsd:schema xmlns="http://www.mit.gov.in/feGov/sclaNSDG/BODY/ListResponse”
targetNamespace="http://www.mit.gov.in/eGov/schét&idG/BODY/ListResponse”
xmins:xsd="http://www.w3.0rg/2001/XMLSchema" elenleormDefault="qualified"
attributeFormDefault="unqualified" version="1.0'SINSDGBodySchemalListResponse">
<xsd:annotation>

<xsd:.documentation>This schema is used for the Baldynents for the List Response message
document</xsd:documentation>

</xsd:annotation>

<xsd:element name="StatusReport">

<xsd:.complexType>

<xsd:sequence>

<xsd:element name="SenderID" minOccurs="0" maxOsecll" type="xsd:string" />
<xsd:element name="StartTimeStamp" minOccurs="0X@wurs="1" type="xsd:dateTime" />
<xsd:element name="EndTimeStamp" minOccurs="0" nax@s="1" type="xsd:dateTime" />
<xsd:element name="StatusRecord" minOccurs="0" ntax@="unbounded">
<xsd:.complexType>

<xsd:sequence>

<xsd:.element name="TimeStamp" minOccurs="0" max@ell" type="xsd:dateTime" />
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<xsd:element name="Correlation|D" minOccurs="0" i@axurs="1">
<xsd:simpleType>

<xsd:restriction base="xsd:string">

<xsd:length value="32" />

<xsd:pattern value="[0-9A-F]{0,32}" />

</xsd:restriction>

</xsd:simpleType>

</xsd:element>

<xsd:element name="Status" minOccurs="0" maxOccurstype="xsd:string" />

</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:schema>

List Request Schema

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema xmlns="http://www.mit.gov.infeGov/scla@NSDG/BODY/ListRequest"
targetNamespace="http://www.mit.gov.in/feGov/sche\isi)G/BODY/ListRequest"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="qualified" attributeFormDefatilinqualified"

version="1.0" id="NSDGBodySchemalListRequest">

<xsd:annotation>

<xsd:documentation>

This schema is used for the Body elements for the L

Request message document

</xsd:documentation>

</xsd:annotation>

<xsd:element name="StatusQuery" >

<xsd:complexType>

<xsd:sequence>

<xsd:element name="StartTimeStamp" minOccurs="0X@wurs="1" type="xsd:.dateTime" />
<xsd:element name="EndTimeStamp" minOccurs="0" nax@s="1" type="xsd:dateTime" />
</xsd:sequence>

</xsd:complexType>

</xsd:element>
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</xsd:schema>
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