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Abbreviations

NeGP. National e-Governance Program.

SSDG State e-governance Service Delivery Gateway
SAP: Service Access Provider

SP. Service Provider

SLA : Service Level Agreement

SDC: State Data Centre

[IS: Interoperability Interface Specification

[IP: Interoperability Interface Protocol

IGIS: Inter Gateway Interconnect Specification
10 GCSS: Gateway Common Services Specification
11. NSD: National Service Directory
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1 Introduction

The operational manual is designed to be the stppoint for the manuals. This
also can be considered as an index for the otheuahg@rovided by SSDG.

1.1 Intended User

The manual is designed for the users such as cffateals as well as the people
who are going to deploy the SSDG, develop the aafiins that are to be
connected to the SSDG, maintain the SSDG at its &itd the develop the
connectors to establish the communication betweepaglication and the SSDG.

1.2 How to Use

As mentioned earlier this manual provides the mifation about what to find
where. In addition to the roadmap, it also provitdesinformation about the overall
SSDG project, its requirements, various procedutestake holders, the roles and
responsibilities of the stake holders and the suppmvided by C-DAC for the
product. Consider this manual as the basic orisggpoint for the SSDG project.

This manual provides an index to the other mant@sSSDG. The following
other manuals are provided along with SSDG software

1. SSDG user manual- This manual provides the information about t&6
software, how to get SSDG and latter the patchaseeto SSDG, installation
process of SSDG and working with SSDG. Instalfatpyocess of various
components of SSDG software is also covered inniaisual.

2. Connector development manual Two separate manuals for Java and .net
are provided for the connector development. Theneotor development
manual also provides information about the typesarfnectors, the generic
connector API, and the properties etc requiredtifi@er development of the
application specific connectors.

3. Cook-book for connector development— This manual provides some
scenarios and the templates of the applicationifspeonnector template for
the given scenarios.

CDAC 7
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1.3 Organization of the Manual

This manual is divided into four sections.

1. Introduction — This section provides the information aboutuke of various
manuals provided with this software. This sectiom®rmation about the
gateway, its architecture and concept of gatewdyeiGP.

2. Integration with SSDG - This section of the manual provides the infoliorat
about integration of Service Access Providers (SARJ Service Providers
(SP) to SSDG. It covers the topics related to titegration such as how to
register services, how to communicate with SSDGy tiee mapping between
SAP and SP service is established.

3. Monitoring — This sections covers the details about the SL#'sSSDG
software and all the information about the monrtgrsupport for SSDG.

4. Other- Remaining information such as configuring repodierts, and some
supporting documents.

1.4 Helpdesk

C-DAC provides the helpdesk for the SSDG softwacapct support.

CDAC ;
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2 Gateway Concepts

This chapter covers the information about the gateproject.

2.1 Overview

The National e-Governance Plan (NeGP) of the Goktindia aims to make all
Government services accessible to the common mhrs ilocality, through common
service delivery outlets and ensure efficiencynspmrency & reliability of such
services at affordable costs to realize the baseds of a common man. One of the
goals of the Government to meet this vision isrteed to cooperate, collaborate and
integrate information across different departmeantshe Centre, States and Local
Government. Government systems characterized agdsl of legacy systems using
heterogeneous platforms and technologies and sp@ewbs diverse geographical
locations, in varying state of automation, make tiask very challenging. The State
e-Governance Service Delivery Gateway (SSDG), a component in e-Governance
infrastructure under the NeGP, can simplify thiskthy acting as a standards-based
messaging switch and providing seamless interopgyaland exchange of data
across

Figurel: Communication between Departments without and with SSDG

Figure 1 shows the point to point communicatiorhaitt SSDG as is. This makes it
difficult to maintain and upgrade the departmermligptions in the case of version
change, change in government policies and busindss. SSDG is an attempt to
reduce such point to point connections between rtiepats and provide a
standardized interfacing, messaging and routingcewhrough which various players
such as departments, front-end service access dergviand back-end service
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providers can make their applications and dataoptrable. SSDG aims to achieve a
high order of interoperability among autonomous aeterogeneous entities of the
states based on a framework of e-Governance Stsdar

2.2 Services Offered by SSDG

SSDG offers the following services.

* Ensures the interoperability among the various depntal applications

* Help protect the legacy investments in software &addware by easily
integrating them with other technology platforms dansoftware
implementations.

* De-link the back-end departments/ Service Provi¢gR) from the front-end
Service Access Providers (SAP) thereby

o0 Ensuring separation of concerns of service accessn the service
implementation i.e. separates the Portal, CSC, KSiastc from the
government services which reside in the backendrti@ents.

o Encouraging competition at the front-end by allayvimdependent
service access providers to provide services wiétying levels of
complexity, cost and service quality levels.

* Reduce the cost of e-Governance Projects by dtmmg, distributing and
optimizing the services framework

» Use of PKI infrastructure for secure transactiofsovision exists for
encryption of department payload to ensure confidity of the department
data. SSDG provides digital signature and certifigato all stakeholders
interacting with the gateway for identification, tlentication and
authorization. Transaction and audit logs helpkigmvernment data.

* Enable transaction logging and time stamping facking of transactions and
centralized control

* Help the Departments backend workflow evolve grdguas the Gateway
acts as a middleware de-linking the backend froenftbnt end. This means
that even the Departments which do not have theptaim automation or
work flow at the back can still deliver e-Servieethe citizens in a limited
manner through the Gateway.

2.3 Benefits of SSDG

SSDG provides benefits to Government departmemy,ice access providers
and citizens.

CDAC o
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2.4 Government Departments

Multiple Delivery Channels: The position of the Gateway as the middleware
will facilitate easy provisioning of government wees through various
delivery channels seamlessly.

Better audit management & time stamping: Results in better tracking
(auditing) and security of each transaction

Web enabling of Legacy Applications:With the use of a Gateway, even
legacy applications can be Internet enabled aswagteserver can act as a
Web layer around them so government departmentstogaut least effort for
web enabled of their legacy applications.

Interoperability: The gateway positioning as the middleware will lftate
easy inter-departmental data exchange.

Seamless availability of information: The placement of constellation of
Gateway Servers at state level will facilitate ettong information and doing
transactions by citizens of one state with govemtnepartment of other
states seamlessly.

Centralized Management: The positioning of Gateway Server and building
portal of all the departments at a central locatiom, in State Data Centre
(SDC), will help in better centralized Administi@ti, Monitoring, over all
maintenance work and deployment of hardware of Biebat optimal level.
Shared Services:Gateway has the capability to add additional fuorlity
to support shared common services like Authenboatpayment gateway
interface, etc

2.4.1 Service Access Providers

Easy interface with departmental data & Business Igic: With the
middleware like SSDG in position, the departmenditia and business logic
reside at the back end and a SAP is in a positagasily integrate with the
departmental data and provide value added services.

Integrated and joined up servicesWith SSDG in position, a SAP could
easily provide integrated services to the citizebg fetching data
simultaneously from multiple departments or seral ghrvice request to one
department which could in turn fetch data from ottepartments and send
the same to SAP

Modification Flexibility: With SSDG as the middleware it gives SAP
flexibility in modifying the front-end applicatiowithout touching the back-
end applications

CDAC "
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2.4.2 Citizens

* A citizen can avail the services with providing thenimum data.

* A citizen will get an acknowledgement giving reasole guarantee that
his/her application has reached the destination.

» Citizens will be able to track the status of threguest.

» Citizen’s data privacy is maintained.

» Grievance can be redressed at one point.

» A citizen will get a single window service caterittgmultiple departments

2.5 Gateway Components

A gateway consists of two major components: (1) Awaly software product
— which consists of messaging engine, a directeryise and a management
component. The details about these can be foutltei®&DG user manual.

(2) A software stack: software stack consists perating system, PostgreSQL
database server and JBOSS application server.

SSDG gateway product is developed on the SSDG aodtstack. Both these
software components, a software gateway produstetisas the software stack
will be provided by C-DAC. The details about thestallation of these
components can be found$8DG user manual.

2.6 Overview of the Government Gateway Architecture

SSDG as a messaging middleware that @& an intelligent hub and routes
service requests from a Service Seeker (SAP) teraic® Provider (typically a
back end Government department that puts up itsceefor electronic delivery)
and in return sends the response back to the 8edd@eker through the Gateway.

The gateway achieves integration amongst diverseofsapplications built on
varying platforms through compliance with a seegbovernance Specifications-
Interoperability Interface Protocol and Interopdib Interface Specifications
(IIP/NS) that are based on open standards sucthe@dV3C XML and SOAP
specifications. The Gateway specifications develdpe the Gateway messaging
and support/common services are

- Interoperability Interface Specification (11S)

+ Interoperability Interface Protocol (lIP)

- Inter Gateway Interconnect Specification (IGIS)

« Gateway Common Services Specification (GCSS)

CDAC 2
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Figure 2 illustrates the SSDG struclurking up the Service Seekers (citizens and
businesses), Service Access Providers and the c8eRioviders (government

departments or third party service providers).
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Figure 2 : Architecture of SSDG

2.5.1 Constellation of Gateways

Figure3 shows the constellation of gateways proposedIly Dhe services offered
by SP are registered in National Service Direc(t8D). SAP is allowed to access
only the services to which it has permissions. Ven a requested service is not
present at the current gateway level say SSDGsdhace is located through NSD. If
the SAP has access permissions, SAP is then cathicthe appropriate SP offering
the desired service. Once the connection is esteddi between the SAP and the
desired SP, the information is maintained in thealodirectory. Constellation of
gateway works in this layered manner.

CDAC
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Rations Services Directory (R50}
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Figure 3 : Constellation of Gateways

2.5.2 National Services Directory (NSD)

The primary function of the National Services Diog (NSD) is to provide a registry,
which acts as a service resolution point for all services in the Gateway constellation.
The Gateways need to register with the NSD betoeg tan attempt to resolve a service
from the directory. The services offered by the kbawed government departments
(Service Providers) will need to be uniquely idBeti and registered under the
administrative domain of the concerned Gateway.ifgua service life cycle, services
may be closed or new services may be added. Thew@wtin reality becomes an

aggregator of service information within its juitton. Figure 4 shows the working of
NSD.

CDAC )



SSDG Operational Manual Draft version10.

Registerad|With

Registared|'With

Service 1 ‘ |5enrice 3|——|52rvice 6|

|Service 5|-LService 7|

Figure4 : National Services Directory

—

II:u/

TSh
CDANC

15



SSDG Operational Manual Draft version10.

2.7 Levels of Authentication

Every service is registered in SSDG by SP usingemtication criteria. The criteria of
access control would be decided by the SP as peetuirement of the service provided
by back end departments. There are three levaltbiatication process for availing the
services as described below:

2.7.1 Authentication with username and password

In this process user would be provided usernamepassiword for accessing the service
requested. When SAP sends message to SSDG, mesdadges authentication
credential i.e. username & password. Based onausdentials, SSDG will authorize for
the access of services.

2.7.2 Authentication using encryption technique

In this process user would be provided usernamepassgword for accessing the service
requested. When SAP sends message to Gatewayntabdee included in message
after encryption using SHA-1 algorithm. Based orerugredential, gateway will
decrypt the same and verify the credential forlax@service.

2.7.3 Authentication using W3Csignature

In this process user would provide digital ceréfie details i.e. subject-common-name at
the time of registration for availing he servic€AP sends message, after signing the
appropriate block and placing the signature inaghthentication block of message. The
signature block also contains certificate in X5@®nfat. Gateway would authenticate

using standards of XML Signature implementationcpss including authentication using

subject-common-name for availing the requesteds®zrv

2.8 Deployment of SSDG

Refer to SSDG User Manual where deployment of B&BG Product and
SSDG Stack is illustrated

CDAC 6
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Section 2: SP and SAP
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3 Integration of Departments (Service Provider- SP)

3.1 Who is a service provider?

The back-end government departments or any othex-plarty agencies offering e-
services to citizens and businesses, and to otheargment departments, are collectively
referred to as Service Providers (SP). Third-p&ig may offer specialized services such
as authentication, payment gateway services, negbup services.

3.2 Role of SP

SP provides the services to the end users. The&esras well as SP need to be registered
with the gateway.

3.3 What are services?

Functionality provided by the SP for the citizems aervices for example, issuing birth
certificate, issuing passport etc.

3.4 Synchronous and Asynchronous Services

SP may provide two types of services

3.4.1 Asynchronous Services

Services that do not require the connection with3® fall under the category of
Asynchronous service. In this type of a servicePSAquests a service and the
gateway sends the acknowledgement back to SAP thacaervice request is

forwarded to SAP. The connection between the SAP 3P need to be present.
E.g. putting the request for Birth Certificate.

3.4.2 Synchronous Services

The services that require the connection betwedpn &#d SP to be present from
the point of request to the service gets over. Gaiting Unique Id of Citizen.

CDAC 5
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3.5 Registering an SP

The SP should register itself with the gateway rdeo that its services are
accessed by the SAPs. To register, click on th&@BIment link. On clicking, a
SP enrolment form will appear as below;

SP Enroliment Forim

Crganization Hame * || |

Description *

Contact Person ™ | |

Address * | |

city = | |

State * | —STATE— v

Pin code = | |

Phone No = | |

Email Address = | |

 submit ¥ € Reset D € Home )

Figure5: SP Enrolment Form

All necessary information pertaining to the SP &thgred through this registration
process. Clicking on the ‘Submit’ button will caube SP details to be submitted to the
gateway. On successful registration, the SP wakkiree an SP Id through email.

3.5.1 Updating an SP

The SP can update or edit its details by clickinglee ‘SP Profile Update’ link. The link
opens a SP Update Profile form as shown below.
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SP Updation Forim

SPID*

TR GO TR

Figure 6 : SP Profile Update Form
The SP is required to submit its SP Id. Once corgt Id is submitted, a SP Updation

form appears. The SP can make desirable changée ieditable fields and submit the
form for updation by clicking the ‘Submit’ button.

SP Updation Form

SP I
O ganization Name ;n:D_r'_r'!ljj_nit},.-'SF’
Description - :ngn;l;ltiigtsignfor (;I
Enroll Drate =
Contact Person ™ -san_jeev
Addiress ™ ;cdan:
Ciiy ™ rmurmbaai
State * [ ARLMNACHAL PRADESH B3
Pin Code* |EEEEER
Phone No = 44444444444
Email Adlifress ~ |sanjeevcdacZ05E&E gm:

Figure 7 : SP Updation Form
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3.5.2 De-Registering an SP

The SP can de-register itself anytime by clickimgtiee SP Deletion link. The following
screen will appear.

SP De-Enrobliveeid FodEn

sP IR

€ submitd ot EHomed

i

i T —

—,

fclidﬂ: on the Reset i
button to clear the
fields.

s J

— —

Figure 8 : SP De-Registration Form

To de-register from the Gateway, the SP needster @ SP ID and click the ‘Submit’
button. This will de-register the SP from the GagwAlso, De-registering the SP will
automatically de-register all the services pertgjriio the SP. (For Service Registration,
de-registration, refer section 3.7).

3.6 Registering services of SP

The SP needs to register the services it wantgféo on the Gateway. Only by
registering these services, the SP can make wgesravailable to the SAP. The
services can be registered one at a time by clickimthe ‘Service Registration’
link. On doing so, the following form will appear;
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Service Enrolment Form
Sovice Hame ™
Sprvaca LIRL =
D bjtenin *
Il tland LIRL, =
Tgetliodl Hame ™
Darnaim =
Autherstication Type * =Authentication Type- j-'.

O Erpne b gy

Respotss Typa = PR,
Lo LT

Pl b arval

SPID*

Esuomitd) EReset) Eromed o ~

—— e
— —

— Click on the Reset
H" button to clear the }

fields,

o

Figure 9 : Service Enrolment Form

In the above form, the Authentication Type will el@hine the how the password will be
set by the SAP. The Authentication Type may be lsgisg Cleartext, SHAL
or Digital Signature.

Also, the Response Type needs to be set for eagitesevhich will determine how that
service will handle the request coming from a SAP.

On clicking the ‘Submit’ button, a Service Id wibke generated which is automatically
registered in the NSD.

3.6.1 Updating Services of SP.

The registered services of the SP cannot be updatedan be de-registered and re-
registered again with the desired changes. Thustdar to modify a particular service,
the SP needs to first de-register it and then tegisagain using the Service Registration
Form with the desired changes. Services that gistezed or de-registered are added and
removed both form the Gateway and NSD.
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3.6.2 De-Registering Services of SP

The services of an SP can be de-registered byirjdke Service De-Registration link. The
following form will appear. The SP is required tater the Service Id of the service it wishes taelgister.
Finally, clicking the ‘Submit’ button will de-redisr the corresponding service of the SP. It is inehile
noting here that the de-registered service shaleb®ved from the Gateway as well the NSD.

Lapvice Da-Emaliment Form

SERVICE ID *

Evsma%fﬂauar'! € rome)
\\::‘xx
o H,,\_

~ _""‘-\

" Enter Service ID to |
be De enrolled and
Click on the Submit
button,

M —

Figure 10 : Service De-registration Form

3.6.3 Connector Development for SP
Refer to theConnector Development manual in Java and .NET.

3.7 Prerequisites — prerequisites for connecting SP tlmugh
SSDG along with time lines

3.7.1 Domain Name Registration

Normally, a SP will be one of the state governnagartments. If
the SP already has a domain name registered osing @& sub-
domain then registration of a new domain name tgeguired. In
case there is no domain name registered or thetdega wants to
provide these services through another domain riherethe same
can be achieved by following the steps as listddviheAs SP is a
government department, domain name under GOV.IN aiom
shall be used.
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Sepi: Go toregistry.gov.in and check for the eligibility criteria. If
your department is eligible then proceed further.

Step ii: Click on sign-up link and fill in the details toeate a login
with the registry.gov.in. For each department only one login is
required to be created. Multiple domains can beaged through
single login. This is an online activity and you llwreceive
registrant-id on e-mail.

Step iii: Use the registrant-id as provided on e-mail andnlag
registry.gov.in.  Perform Check Availability for the proposed
domain name. If not available, check for alterrdenain name.

Step iv: Register the Domain Name request using Online
Registration service availableragistry.gov.in.

Step v: Submit an Authorization letter in physical format the
address provided on thegistry.gov.in at the earliest but not later
than 30 days of completing the online registratiOtherwise, the
request will stand cancelled and the domain narat lsé released
to others. Format of the letter is providedeistry.gov.in.

Step vi: The domain name is activated within a week of ixecg
the authorization letter.

Step vii:  You also need to provide the address of the Pyiraad
secondary name server onlineregistry.gov.in during registration
of domain name or after registration through updadtdity.

Step viii: The status of the registration can be verified ranli
throughregistry.gov.in.

The complete process from online registration tavaton of
domain name will take around 7-10 days. Dependmthe days it
takes to receive written authorization letter. A¢gent there is no
charge for registration with GOV.IN

3.7.2 SSL certificate procurement

Prerequisites:
This activity can be performed only after the SR laadomain

name or sub-domain name with itself.
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A SSL certificate can be procured from any authemtiCA. It
needs to be verified from the CA that the SSL fiedtie should be
under the trust chain of CCA of India.

The SSL certificate can be procured from NIC. Hbgavernment
agencies, NIC provides SSL certificate free of cost

The details of all CA can be found at the websiteCCA i.e.
cca.gov.in.

To procure certificate from NIC goto hhtps://nicga.in and
follow following steps:

Sep i: Download the Digital Certificate Request Form frdine
repository link at the home page

Sepii: Select SSL server certificate and appropriate CQlasich
is Class 1 in this case. Kindly verify before fillj the form. Fill in
other details and post it to NICCA office as men#d in the form.

Sep iii:  Once the completed form reaches NICCA and is
approved you will receive a login-id and passwolltere you are
required to upload the CSR (Certificate Signing l=t). Details
on how to generate the CSR can be found in PKlajiniels.

Sep iv: After you have generated the CSR login on theangite
and upload the CSR.

Sep v: You will receive the signed certificate from thececa
within 2-3 working days. Download the same and estor the
Keystore as specified in the PKI guidelines.

The complete process takes around 1-2 weeks deygendi time
taken for the request form to reach NICCA.

3.7.3 Connector

Refer to the Connector Development manual for Java and .NET and Connector
Cookbooks in Java and .Net for implementing connectors.
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4 Integration of Service Access Provider (SAP)

4.1 Who is a service access provider?

A Service Access Provider is an entity, which f#amis government service
access by Service Seekers, by providing a fronthefndstructure. Linked to the
Service Access Providers will be the Delivery Chdsnwhich would be the
access mechanism for the citizens and businessewaib the e-governance
services.

4.2 Role of SAP

SAP provides the access for the end user to dwvaservices of the SP. The SAP
needs to be registered with the gateway.

4.3 Connector development for SAP

Kindly refer the Connector Development Manual in Java and .NET for SAP
Connector Development.

4.4 Registering a SAP

The SAP needs to register itself on the Gatewayéoessing the services of the
SPs. For this, the SAP needs to fill up the necgssetails as shown below to
register on the Gateway.

All necessary information pertaining to the SAP gathered through this
registration process. Clicking on the ‘Submit’ louttwill cause the SAP details to
be submitted to the gateway and on successfultragys; SAP Id and passwords
shall be generated and sent to the SAP throughl.efilgs Login ID shall enable

the SAP to access services of the SP through tten@g. Here it is worth noting

that there will be 3 passwords generated each adhwshall serve a different
purpose;

» Aregular password for login purpose.
A Sh
i
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The other 3 passwords are authentication types hwkerve a different
purpose while accessing the services of the SRy a@te;

* Messaging cleartext which is the name of the SA&lfit
+ SHAl1
» Digital Signature.

SAP Reqistration Form

Orgamnzation Name =
Descripion®
Wasid Upto
Comact Parson
Aubdress -

City “

Stata * -STATE -

Pwm code *

Fhone No *

Email Address * [

€submit 3 € Resetd € Home )
Click an the Reset
button to clear the
fields.

Figure 11 : SAP Registration Form

4.4.1 Updating a SAP

After registering, the SAP can access the senotdélse SP. The SAP can update or edit
its details by clicking on the ‘SAP Profile Updaleik. The link opens a SAP Update
Profile form as shown below.
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SAP Profile Update Form

SARND

€swric) EReser) Erome?

Click an the Reset
button to clear the
fields.,

Figure 12 : SAP Profile Update Form

The SAP is required to submit its SAP Id. Once ectr'SAP Id is submitted, a SAP
Updation form appears. The SAP can make desirdtdages in the editable fields and
submit the form for updation by clicking the ‘Sulihtiutton.

SAP Updation Form

SAP 1D |=APDB0g2
Organization Name SRE DICLLah
Do ihon Digital Signature
wvaild Upto | | = = |
Contact Person * Ekapil kant kmaal |
A e Powai
City * |Mumbai |
State | RAJAS THAN ~ |
Pin Code* |5555E5 |
Phone Mo * \F7777TTTTTT
Email Address * isanjeevcda::ZD 05E gm:

Figure 13 : SAP Updation Form
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4.4.2 De-Registering a SAP

The SAP can de-register itself anytime by clickargthe SAP De-registration link. The
following screen will appear.

SAP De-reqistration Form

SAPID * |

fSubmit 3 f Reset’ f Hnma’

Figure 14 : SAP De-registration Form

To de-register from the Gateway, the SAP needsnterdts SAP ID and click the
‘Submit’ button. This will de-register the SAP fraime Gateway.

4.5 Mapping of SAP with services

The SAP can access the services of the SP byedgisto those services. To register to
services provided by the SP, click the ‘SAP RegiStervice’ link. The following form
will appear. Enter the SAP Id and the Service Idhaf service that the SAP wishes to
register to. Also, enter the date up to which ti#® Svants to utilize the respective
service. Click the ‘Submit’ button to confirm thegistration.

CDAC o



SSDG Operational Manual Draft version10.

SAP BRegisier Service Form

Sorves D hitp: 202 141.157.140/37
Sap D * SAPDB0Z20081 104
Vakd Upto 103172008 m

T CRET D

Click on the Reset
button to clear the
]\ fields.

)

Figure 15 : SAP Register Service

45.1 De-Register SAP Registered Service

If the SAP wishes to discontinue use of any paldiciservice, it can do so by de-
registering the respective service. To de-registservice, click on the De-Register SAP

Registered Service link. The following form will agar;

De-Reqister SAP Registered Service Form

SARID | SAPOS0S20081104
Survca) ip /202 141,151 140731]

Click on the Reset
button to clear the

fields.

Figure 16 : De-Register SAP Registered Service

Enter the SAP Id and the Service Id to de-regititerservice. Click on the ‘Submit’

button to confirm the de-registration.

Aish
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Section 3: Monitoring
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5 Monitoring and Management

5.1 Monitoring the SSDG

Hyperic HQ monitors every resource of the SSDGastfiucture. It can monitor the
health and well-being of operating systems, apptioaservers, web servers, databases,
messaging servers and other components of SSDG.

Following are few screen shots showing the momtpfeatures of Hyperic HQ.

Sign in to Hyperic HQ
Plaase entar your usethame and password to sign in

User Hame || |

Password | |

Figure 17 : Login Screen
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{There have been no alerts inthe last 2 hours.)

 Resources Administration

Resource Hame Status Changes

Fesource Mame Platforms ﬂ @
w edac_nsd_meg2.nsdg.gov.in - Red Hat Enterprize Linux & modified  server eet cf

¥ Tomcat6.0 Muzrinzdmessaging.. Jhoss-weh deployer nesy i

Mo charts to display [¥ JBosz43defaut  fusrinsdmessaging!.. Jhoss-asizarver/default nesy i,

Mo resources to display

Resource R
Resource Hame Type Availability

Availability

Resource Type =
Mo rezources to display, please click the "!‘3} icon ahove to add resources to portlet.

) . S
Mo resources to display, please click the k} icon ahove to add resources to portlet. Updatedt: 1

Add content to this column:

Select Portlet ElE

Acl

[~ Date/Time v Alert Hame Resource Hame Fixed
O ﬁ;‘mmn ke MEMORY _USAGE_GT_80% cdac_nsd_web2nsd... Mo

FIZED | ACKNOWLEDGE Updated: 1

Recent Control Actions

Mo resources to display
Quick Control Frequency

Mo resources to display

Add content to this column:

|Selec1 Portlet |

Figure 18 : Dashboard

2
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Dashhoard | Adninistration

Platforms > Linux » cdac_nsd_msg1.nsdg.gov.in

Deseription: Red Hat Enterprise Linux 5 Owner: H2 Administrator (hgadmin) - Change...
Architecture: x36_f4 IP Address. 1024 220 11 CPU Speed: § @ 2000 MHz (2x4)
Yendor Yersion: Erterprize Linux 5 05 Yersion: 2.6.15-53 gl5 Vendor: Fed Hat
Default Gateway: 10.24 2201 RAM: 8354 MB
MapE| Tools Menu®
Inventory = Alert | Views
i I
Metric Display Range: 4 Last |8 ¥ IHours ¥ @ Bduanced Settings
|/ RESQURCES N INDICATORS: > @13
[ Platform Services Health Mail  ndicator Charts | Show Last 8 Hours Vi IUpdate Defal
" Ccry 9 Y T T 100.0% — Availability
" [IFileServer Mount /. 4478 CE
[” O HetworkServer Interface O 9 e Memory (- buffersicache) e
cdac_nsd_megl.nsdg.gowin Linug {Linus) LOW:67GE  AUGG7GE  PEAK 67GB
r
sshd Process
s - - - \:I3 CE
[ Deployed Servers Health Avail L i et T e c LS i P LS i i
cdac_nsd_msgi.nsdg.govin HE &0 5, 6 REE CR
r Agent 44,2 @5 6.665 GB
2 6681 CE
r cdac_nsd_megl.nsdg.gov.in R S
Sendmail §.x 6.677 CB
Select Resources above & - |
B4
click button to wiew metrics Lol Aerane 5 iite s % ﬁ & x
{Linu) LOwW: 0.0 AYG 00 PEAK. 01
All Metrics
o 108
Free bemary = > " ! I :
Free Memary (+ buffersizachie) 2@ -« 5 Ei E- - |:| 4
- - L - i ] <y 0.
Load &verage 5 Minutes g » | E, 1 E, i a& E E 2 E TR TR qm
| BTk o " L} LR I s
Swiap Lsed o - | R : - 000
Bualekilty S0 Giswaplised i L®

Figure 19 : Availability of Services and Average Load Graph
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An escalation scheme allows you to order alert notifications and actions. it can be applied to one or more alert definitions.

Default Escalation DELETE _
Step 1 Create New Escalation Scheme:
Monitoring DELETE
*Hame:

ifthe alert is acknowledged:
7 Allaw user o pause escalation for |Until Fixed =

£ Continue escalation without pausing

If the alert state has changed:

* Matify previousty notified users of the change

" Nofify entire escalation chain of the change

If alertis not fixed when escal

o Stop escalation execition

™ Repest escalation actions

=< Return to Administration

Figure 20 :Escalation

b 'ﬁ? L HQ Wigw Platform Inventory - _cdac_.nsd_msgz\nsdg,g...__I % @ = i @ i .ﬁ’_.ﬁag\?' -
Description: Red Hat Enterprize Linux 5 Owner: HQ Administrator (hgadmin) - Change...
Architecture ; x36_54 IP Address ;102422014 CPU Speed : 5 (@ 2000 MHz [ 2x4)
Vendor Yersion : Erterprize Linux 5 0% Version : 26.158-53.e5 Vendor | Red Hat
Default Gateway 1024 2201 RARM : 5554 MB

MapE| Tools Menu &

MAC Address: 00:00:00:00:00:00

MAC Address: 00:23:7D:30:67.24

EDIT...

Total Servers: 4
Total By Type: JBoss 4.3(1) HG Agent (13 Sendmail 8. (1)

Tomc:_a_t_ B._D 4B}

i IAII Server Types

[T Server a Server Type Ingtall Path Description

= cilat =il msnZ.nsdg.goum Ho HG Agerit Jusrinsdmonitoringfagent fagent-4.2.0 Hyperic HE maonitor Agent
Agent 4.1.2

i cdac_nsd_msg2.nsdg.gov.in JBoss JBoss 43 Jusrinsdmessagingfboss-eap-4 3jboss-
4.3 production ) asifzerveriroduction

| Gac s Manznsoguuen Sendmail . Juzrizhinizendmai

Sendmail 8.5

Figure21: Inventory of Servers

Description: Red Hat Enterprize Linux 5 Date Created: 05/22/2009 10:56 P
Location: Date Modified: 05/22/2009 10:36 PM
Resource Type: Linux Modified By: HG Administrator (hgadmin)

IP Address: 127.0.01 Hetmask: 255.00.0

IP Address: 10.24 22014 Hetmagk: 255255255152

COAC .
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Agent Connection: 10.24.220.14:2144
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Dashboard Besources Administration

Platforms > Linux > cdac_nsd_msgl.nsdg.gov.in

Description: Red Hat Enterprize Linux 5 Owner: HG Administrator (hgadmin) - Change...
Architecture: x36_64 IP Address: 1024 22011 CPU Speed: 5 @ 2000 MHz (2:4)
Wendor Yersion: Enterprise Linux & 05 Version: 26.158-53.l5 Vendor: Red Hat
Default Gateway: 10.24.220.1 RAM: 3934 MB
MapE| Tools Menu=
- MonT .| Inventory | Alert | Views

Advanced Seftings

Metric Display Range: Lastiﬁ v”Hours vr;—i

[ RESOURCES |

[~ Platform Services Health Auvail s !Update Default
[T Ccru 9 % s 100.0% — Availability
[T O FileServer Mount J > ®iFree Memory s
[T 5 HetworkServer Interface S wineg LOW 45GH  AVG 45GB  PEAK 45GB
r cdac_nsd_msgl.nsdg.gov.in Linux <]
sshd Process :
[~ Deployed Servers Health Avail
r cdac_nsd_m=gi.nsdg.gov.in HQ & o Pleaze wait while your graphs are being gEeruEer:atEu:i...'q &
Agent 4.4.2 +

r cdac_n=d_ms=gl.nsdg.gov.in & =
Sendmail §.x v

B4 Free Memory (+ buffersicache)
(Linus) LOW: 6.7 GB AVG: 6.7 GB PEAK: 6.7 GB

Select Resources above &
click button to wiew metrics

All Metrics = E il
Free Memory =y - | a-aﬁ*"ﬂ' = '-°§-~_-h&--“,_-"-"’°’-‘--*-";§-”°'*’- i
Free Memory (+ buffersicache) SR > | y
Load &verage 5 Minutes S > | #-
=wiantiang i i |_oad Average § Minutes i &
Availabilty B g LOW: 0.0 AVG 00 PEAK: 0.1

Figure 22 : Memory Charts

5.2 Report Generation

The Reporting component of SSDG will facilitate ieas reports for MIS
including reports on SLA compliance. SLA Reportghwmmonitoring statistics will be
provided on monthly basis.

Following is the list of initial MIS reports for $¥5

5.2.1 SLA reports

e Gateway Service Utilization
e Gateway Transaction Performance
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5.2.2 SAP reports

* SAP De-registration

* SAP Registration

* SAP Service De-registration
* SAP Service Registration

* SAP Service Utilization

5.2.3 SP reports

e SP De-enrollment

e SP Enrollment

e SP Service De-enroliment
e SP Service Enrollment

* SP Service Utilization

5.2.4 SSDG reports
» List of Gateway Services
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Section 4: Other
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6 Configuration

6.1 SSDG

Refer to SSDG User Manual Section 3.3.4 InstaliatibMonitoring Component

6.2 Alerts

Following is the list of initial email alerts forSHG —
* Memory Usage
* CPU Usage
 CPU Throughput
* Hard Disc Usage
» Application Server Availability
* JVM Free Memory
e JVM Total Memory
» Database Availability
* SSDG Transaction Response Time

6.3 Reporting Tools/Dashboard

Following table describes the tools used in for &SBporting subsystem.

Tool

Description

Jasper Server

Open source report server, highspeafce reporting manageme
solution

Jasper Reports|

Open source reporting engine/AP]

Jasper iReport

IDE for designing reports

CDAC
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Adding a new report

1. Select the folder where you want to create a repad select JasperServer
Reports option from ‘Add Resource’ menu.

|@ Jasperserver - Mozilla Firefox LEE

Sle Eot View Hstory Bookmarks Tooks Help

P T AN e I e T o € BT y2

Jaspert

MANAGE

V=4

ltents of: root > NSDG Reports

@ oisplay Name Description Type Creation Date
o e i R e et Report 08-21-2005 11:22
Report
Report
Report
[ Report
O Report 08-21-2008 11107
] Rep
[} Report 08-21-2008 11:17
O Report 08-21-2008 11:25
[} Report 08-21-2008 10:43
O Report 08-21-2008 10:57
[} onthly SP Service De-enroliment Repo Report 08-21-2008 11:02
= Monthly SP Se eport Report 08-21-2008 11:05
O Monthly SP Service Utilization Report Report

JavascrptirepositoryExplorer. createReport(); S=[#]

B seeoerserver rozi... [T [me [me e T e T L

Figure 23 : Add New report

2. The ‘Create Report wizard’ appears. Enter NameglLabd Description of the
report.

CDAC m



SSDG Operational Manual Draft version10.

“ JasperServer - Mozilla Firefox =)
Eile  Edit History Bookmarks Tools Help
pil @ - ([ hopif/192.166.0.13 fow o esource=/NSDG_Reports/Gatenay 77 & ) 2

LS IASPERSOFT  Welcome, jasperadmin! JasperfForge.org

HomE

Naming Report Wizard - Naming

e = Hame [eEmys
ot | e

Description [Monthly Gatevay Sarvics
Utilization Repart

Controls & Resources
Data Source

Query

Customization

Copyright 9 JasperSoft Carporation

G=[#

R BT & o s | B cvanowseas.. | @ cownoowsits.. | 8] vocnscnos._| T rsaner Uera .. [OEI] VIO, oz

Done

Figure 24 : Report wizard

And click next.

—
II=J/)
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3. Under ‘Locate main JRXML File’ select the ‘From€filSystem’ radio button.
Click browse button and select the JRXML to be adkd.

Jasperi
Naming Report Wizard - Main JRXML
IRXML Locate the main JRXML file
Controls & Resources
Data Source
Query
Customization
'File Upload =
Losicin: [ 9 2009 08.04 JXMLS o @«
*E |Iﬂsai
My Recert. | |m]List_OF Gateway_s -
Documents | |/ nsdglogo.jpg
e
=
Desktop
My Documerts.
My Computsr
g Fie name [Gateway_Transaction_Pedormance _Monthly |~ ] [ oeen ]
My Netwarke | Files.of type [ A Fies [>] [ Ganeel ]
Danz < =[#]
m ) JasperServer - Mozil... [@] Java EE - ShowC: | e | e

|| B nsDG Reporting Depl... | ) JasperServer Users ... BN VIR @, 12:32PM

Figure25: Locatejrxml file

And click next.

4. Under ‘Controls and Resources’, you need to addctmgrols and specify your
jsp in ‘Optional JSP location’.

CDAC
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[@ Jasperserver - Mozilla Firefox. EEE

Ble Edt Vew Hstory Bookmarks Tools Help

EBIB - © O O &L P (Lo — = e 5

LA IASPERSOFT  wale: JasperForge.org

HOME [view I wanace ___liocou ]

Naming Report Wizard - Resources List
IRXML s - .
1 Tvpe State/Action
Controls & Resvurces
Added Controls

pata Source HonTH Tiput Cuntrol u

veAR Input Contral »
Query
Customization Controls layout: [Ssssrate pag= (%] Always prompt

Optional 157 location: [Men

[cmmesi) [=ase) [Adanescuee ) ([Cadacennel) [hee=>) ([Cnmnd)

Done S+
D ——— ava EE | = | e | #1506 Reporting Depi... || T Jasperserver Users .. [ BN | VEER @, 12i3semM

Figure 26 : Report Wizard

And click next.

T Sh
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5. Under ‘Locate Data Source’ screen, click on ‘Frdra Repository’ radio button
and select appropriate data source form combo box.

|@ Jasperserver - Mozilla Firefox
Hle Bt vew b =

JasperForge.org

IRXML
Controls & Resources
Data Source

Query

© W
Customization

Figure 27 : Locate Data Source
6. Click the finish button.

T Sh
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Japer Server Login Screen

User can login using relevant credentials on JaSpever login screen. This is the first
screen that appears when you access SSDG reporting.

N =t

@ |
Byews - 3 o
LA iaseersort Jaspert

Welcome to JasperServer!

For & quick leok at the functionality, check cut our online demos.

’ Login
Orlogin as - jasperadmin to manage a single organization 9
ser to see an end user's view Cmatnames
Password:

Leoking for documentation? Meed seme help getting started?
Show locale & timezone
The product documentation has been installed on your server; in the

<js-install=/docs directory. Or you can -

» Get help from the community at Jasperforge.org

Visit our Service and Support Portal (login required)

® Browse our online Resource Center

Training and Definitive Guides are also svailable
» Online and Onsite Training
+ JasperReports and iReport Documentation Pack

+ JasperServer and JasperAnalysis Documentation Pack

Want more? JlasperServer Professional
offers commercial licensing, breader platform support, and more.

Contact cur Sales Team or visit the JasperSoft store.

Figure 28 : Login Jasper Server
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Jasper Server Report Inventory (Dashboard)

On clicking on “Report” folder user can access Repwentory with a list of all reports.
User can click on a particular report to access it.

L) IASPERSOFT  Welcome, jesperadmint

HOME [view ___________Jwmavace ]
@ e o8
Folders Contents of: root > NSDG Reports
B root 1 @ pisplay Name Description Type Creation Date
[ Data Source - -
B @ Gateway Service Utilization Monthly Gateway Service Utilization Report Report 08-21-2009 11:22
mages
£ NSD Reports a Gateway Transaction Performance  Daily Gateway Transaction Performance Report Report 08-21-2009 11:32

- NEDG Reports O Gateway Transaction Performarnice Menthly Gateway Transaction Performance Report Report 08-21-2009 11:2¢
O List of Gateway Services List of Gateway Services Report Report 08-21-2008 11:17
[l SAP De-registration Monthly SAP De-registration Report Report 08-21-2009 11:03
i} SAP Registration Monthly SAP Registration Report Report 08-21-200% 1
[l SAP Service Deregistration Manthly SAP Service Deregistration Report Report 08-21-200%
[} SAP Service Registration Manthly SAP Service Registration Report Repoft 08-21-2009 11:17
|:| SAP Service Utilization Monthly SAF Service Utilization Report Report 08-21-2009 11:25
(] SP De-enrollment Manthly 5P Ge-enrollment Report Report 08-21-2009 10:49
[l SP Enrollment Manthly SP Enrellment Report Report 08-21-2009 10:57
[} 8P Service De-enrcllment Menthly SP Service De-enrollment Repert Report 08-21-2009 11:02
[iad 8P Service Enrollment Monthly 5P Service Enrollment Report Report 08-21-2009 11:05
O SP Service Utilization Menthly 5P Service Utilization Report Report 08-21-2009 11:11

@) Moxila Firefox ﬂ B Document Ma... " O ﬂ T MOLA sMigrat. ﬂ B8 C\WINDOwS.., | ERE CAWINDOWS. ..

VER D, us2em

Figure 29 :Jasper Server Inventory
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Input Parameter Screen

Input Parameter Screen appears when a user cliclesparticular screen and the report
requires some parameter from the user like periodUser can input the all fields and
click on the “Run Report” button to access the repo

\

http://localhost: 80

=}JA5PER$OF1 Welcome, jasperadmin! Jasper:

[Home ———Jview —Jwanace __________Jiocour ]

SP Enrollment

Capyright © 2000-2009 JasperSaft Carparation

m‘\ @) Ginail - Inbox - vikash.., ﬁmc:\w‘woowswsm” ﬂﬂc\thDow‘s\sysnem | %2 JasperServer -Googh.i: . “‘ WO VE sia7PM

Figure 30 :Input Parameter Screen

Once user clicks on “Run Report” button after pdovg input parameters if any, relevant
report will be displayed.
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[ customize L
(]
e
JJASPERSOFT Welcome, jasperadmin! Jasper
HOME MANAGE LOG OUT
ISP Enrollment Report
[From - 01112008 Ta: 30-11.2009 Date of Ceneration: 11022010
fr¥. [sp1D [5P Name [Enroll. bate  [beenroll. Datefcity [tate [gervice Class [Fervice Name Service Description [Fesponse Aode
1 [pisesdiags = | - | ]
2 |emiasseasonians | | | JuTTAR PRADESH |raipsi102.155.0.140 138 etifists |
Tatal No. of Active SP before 0111200 53
Total No. of SP: Enrolled from 61-11-2009 to 30-11-201 ]
Total No. of 5P Deenrlled from 11-11-2009 to 3&-11-1008
“Tofal No. of Active 585 af the end of 3011200 83
|Ganeratea by NSDE Svitem
JasperServer -Googh.: ([R5 RTTE R I | WG VD sssem

M @Gmaﬁ-lnbnx-nkﬂsh‘.‘ || B G wINDOwS syste . . B c:wincovisisyste... i 3
Figure 31: Accessed Report
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7 Additional Resources

There’s more information about operating, deployangd testing SSDG product and
SSDG stack. The following list describes wheredbrgore information about other
entities like SAP, SP and Connectors related toGSaftware

To know about Refer

Installation of SSDG Product SSDG Installation Mainu
Installation of SSDG Stack SSDG Installation Mdnua
Installation of Operating System CentOS Installatlanual
Connector Development in Java Java Connector Dernedat Manual
Connector Development in .NET .Net Connector Depelent Manual
PKI features in SSDG SSDG_PKI Manual

How to register SAP and SP with SSDG SSDG_Websitnudl

Case study for developing Connectors idava Connector Cookbook
Java

Case study for developing Connectors itNET Connector Cookbook
NET

Troubleshooting and Testing whileTroubleshooting and Testing section  of
installing and operating SSDG SSDG Installation Manual
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