
SSDG Uses PKI as a security mechanism. This document provides information 
about setting up PKI with SSDG. 

 
1. Steps for configuring PKI with SSDG 

 
The following steps are involved in configuring PKI with SSDG 

 
i. Creating private key and Certificate Signing Request (CSR) – The following procedure 

is involved in creating a CSR. 
 

a. Creating a certificate keystore and private key - This is done using the keytool utility 

of JDK using the following command. 

JAVA_HOME\bin>keytool -genkey -alias your_alias_name -keyalg RSA -

keystore your_keystore_filename  

 Figure 1 shows the snapshot of the above command execution. 

 

Figure 1 : CSR Generation Snapshot 1 
 

On execution of this command following steps need to be taken. 

� The system will prompt for a password. Provide a password that is at least 

6 characters long.   

� Next, the details regarding the domain or IP address for which the SSL 

certificate is to be used have to be provided. These details include the first 

and last name which can be the web portal name serving the requests. 

Also, details like organisation unit, organisation name, city or locality, 

state or province etc are to be filled in 



Next, the key password is to be provided. If the key password is the same as 

keystore password, Enter key is to be pressed. Else, the key password  should be  

provided. 

 

b. Next step involves the generation of the CSR. The following command is used to 

generate the CSR using the keystore. 

 

JAVA_HOME\bin>keytool -certreq -keyalg RSA -alias your_alias_name -file 

certreq.csr -keystore your_keystore_filename  

 

Figure 2 gives the CSR snapshot. 

  
Figure 2 : CSR Generation Snapshot 2 

 
On execution, the system prompts for the keystore password. On providing the same the 

CSR is generated. 

 

c. The CSR generated through the above steps is found in file certreq.csr. Figure 3 gives 

screenshot of  CSR. 

 



 
Figure 3 : View of CSR 

 

ii.  Getting Certificate from the Certifying Authority ( CA) – The CSR generated 
employing the above procedure needs to be sent to the CA for signature. The CSR file 
may be either uploaded on the CA website or submitted to CA by alternate means like 
email etc.  

 
Some CA websites allow the generation of CSR online by filling up online forms.  

 
iii.  Configure keystore in SSDG - The CA will return the signed .cer file which contains 

the signed certificate. This certificate is to be installed in the local keystore. The 
following command serves the above purpose.  

 
keytool -import -alias <your_alias_name> -file <.cer file signed from CA>  -keystore 
<your_keystore_name> -trustcacerts. 
 
If you get error which states that  
‘keytool error: java.lang.Exception: Failed to establish chain from reply’. 
Include the certificates of your CA in cacerts file present in java. For eg: In this 
document it is assumed that NIC is CA from whom you have acquired certificate. 



 
iv. Go to Link of your CA from where you have acquired certificate .For e.g.: NIC is your 

CA.Go to Web site http://nicca.nic.in/index.jsp.Click on Repository. Click on Certificate 
Chain(CCA,NICCA & NIC sub-CA certs).Click on Certificate Chain Download zip file 
Download Certificate Chain (.zip format)  
 
Now include all the certs which are present in .zip in your machine where 
cacerts is present jre/lib/security folder. 
                 
 
a)  Command for importing CCA India 2011.cer in cacerts is 
keytool –importcert –alias <aliasname> –file “CCA India 2011.cer” –keystore 
../jre/lib/security/cacerts –storepass changeit 
 
b)  Command for importing NIC sub-CA for NIC 2011.cer in cacerts is 
keytool –importcert –alias <alaisname> –file “NIC sub-CA for NIC 2011.cer” –
keystore ../jre/lib/security/cacerts –storepass changeit 
 
c)  Command for importing NIC CA 2011.cer in cacerts is 
keytool –importcert –alias <aliasname> –file “NIC CA 2011.cer” –keystore 
../jre/lib/security/cacerts –storepass changeit 
 
 
Then execute the command 
keytool -importcert -alias <aliasname> -file <name of certificate file acquired from 
CA>  -trustcacerts  -keystore <name of your keystore> 
Your certificate will get imported into keystore. 
 

v. Copy the keystore in locations specified in the table named config_para  and change the 
parameters accordingly listed below : 

a. Alias_name 
b. javax.net.ssl.keyStore 
c. javax.net.ssl.keyStorePassword 
d. KeystorePassword 
e. KeystorePath 
f. KeystorePath_Web 

 
 
 
 

 


