SSDG Uses PKI as a security mechanism. This docunteprovides information
about setting up PKI with SSDG.

1. Steps for configuring PKI with SSDG

The following steps are involved in configuring Pith SSDG

I. Creating private key and Certificate Signing ReqU€SR) — The following procedure
is involved in creating a CSR.

a. Creating a certificate keystore and private keyisTis done using the keytool utility
of JDK using the following command.
JAVA HOME\bin>keytool -genkey -alias your alias name -keyalg RSA -
keystoreyour_keystore filename
Figure 1 shows the snapshot of the above commesiigon.

:wProgram FilessJavasjdkl.5.8_14%bin*keytool —genkey —alias nsdgalias —keyalg

EA —keystore H:wpkidocwnsdg.keystore

nter keuystore password: senglcdac

Jhat is your first and last name?
[Unknownl: www.cdacmumbai.in

Jhat is the name of your organizational wunit?
[Unknownl: SEHG

Jhat iz the name of your organization?
[Unknownl: C-DAC

Jhat is the name of your City or Locality?
[Unknownl: MUMBAIL

Jhat iz the name of vour State or Province?
[Unknownl: MAHARASHIRA

Jhat is the two—letter country code for thiz wunit?
[Unknownl: 1IN

5 CN=wnmr.cdacmumbai.in,. OU=SENG. 0=C-DAC. L=MUMBAI. ST=MAHARASHTRA. C=IM corre
‘[nol: ¥

nter key password for <nsdgalias>
CRETURH if same as keystore password): senglcdac

sw“Program FilessJavasjdkl.S.B_14~bin>_

Figure1: CSR Generation Snapshot 1

On execution of this command following steps neelbd taken.
= The system will prompt for a password. Provide sspard that is at least
6 characters long.
= Next, the details regarding the domain or IP addifes which the SSL
certificate is to be used have to be provided. &legails include the first
and last name which can be the web portal namanggetiie requests.
Also, details like organisation unit, organisatiname, city or locality,

state or province etc are to be filled in



Next, the key password is to be provided. If thg kassword is the same as
keystore password, Enter key is to be pressed, Hisekey password should be

provided.

b. Next step involves the generation of the CSR. Tdilwing command is used to

generate the CSR using the keystore

JAVA _HOME\bin>keytool -certreq -keyalg RSA -alias your_alias name -file

certreg.csr -keystoreyour_keystore filename

Figure 2 gives the CSR snapshot.

C:\Program FilessJavasjdki.5.8_145\bin>keytool —certreq -keyalgy RSA -alias nzdgal
ias -file H:“wpkidoc\certreq.cesr -keystore H:\pkidoc\nzdg.keystore
Enter keystore password: sengl@cdac

C:\Program FilessJavasjdki.5.8_145hin>_

Figure 2 : CSR Generation Snapshot 2

On execution, the system prompts for the keystassyword. On providing the same the
CSR is generated.

c. The CSR generated through the above steps is fiouid certreq.csr. Figure 3 gives
screenshot of CSR.
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yzELMAKGATUEBhMCW My F zAVBgMNYBACTOIZ el TaWduLCBIbmMuM T AwLg Y DY QGL
EydGb3lgy G zdCBEQd wbaMlcyBPbmxSLiAgTmBg M zd JhbmMlcyd x QBAB g
BAsTOWRlecm1zIGYmINYzZ5BhdCBodHRwe zovlL3d3dye2 2l pcinbibjb20vy 38z

LIRIC3RY SA0Y ykwOTEIMC s GAT UEAxMEN Yy avMNpZ24 gvHIp  Whag U2 deUIIF NI
cnilciBDASALEcyMBAXDTASMD oy MDA D AwebAF 0 DTASMDgwhdzIZMNTE 1 O owgasx
CzAJBgNYBAYTAKIOMRECwEgY DV QIEwWtNCOURBUKFTSFRSOTEFMADGATUEB xQGTWN
GkFJMQdwDAY DY ROKFAYDLURBQZzENMASGATUECx DEUDVORZEBMDgGAT UEC x5y
bMgh2Y gd=MNIGFOIHA3dy52 24 pelinbis|b20vyY 3BzL3RIC3IR Y SA0Y ykwMNTES

]

FIGJA0GEAIGIzThu+HP guphtblFJ/oF M+gwary kO zhEh G222 RZDFAHGx30Mrmifh

JmBIPpitk Xa Otk ds9+C k) Gy COIUNACORPbAtnpegmIZPE| B z 2 +dw+kEIS
HOT+HinMjSEnGMwEd zwgnGS2kBEfe/HudtyMANo DO ZIBE y iMIEAGMBAAG gaHT
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dHRwOiE U Z5WHIp Y Wt Rzt Y 3dsLnlemlz aWdulmMyb 59TV UemihbEcyLm Py
bDEKBgNYHSAEQzBEMDBGCmCGSAGGHEUBB v TAB gyrBgEFBQCCARY jJaHROcHME
Ly93d3cudmyaxMp 24 0 29 L2 Moy 30 ZMOY L EwHOY DVROIBE Y wk AY KwY BBOUH
AwEGCCsGALDUFBwhCMBIGAT Udhwl Y MBaAF CgrEdg2 1 ghl13AY st alZhBmY G7 IMHCIG
CCsGAQLUFBWEBBGgwAkBggrBgEFBQowAY Y Y aHROcDovl 29 c3Audmy yaxMpi24u
Y29tMDAGCCsGAQUFBEzAChj odHRwOISYU ZSWHIp Wit Rz I WIhLnZlcrlzaVdu

Lrnbhb SS9 T UermlhbEcyLmblcBuBggrBygEFBLOcBDARIMGChEgBebMF owAWYDBEWF glp

bYW F nZ=89naW i wl TAMACGES s OAwlaBERLaY kolgYMuIBS0JsprEsHiyEF GDAmMFIRD
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B+s1xBe+ W +HF xisbBneummhFa+5ent xPdiTOEEpzaR2RUN g7 sTRx Cwligzx P50
ScEHDINY x2c0 X LF ApEGhraEbz/ 4=

gEATUEAXQRAIdILmMNEY WL T Wk uabWdwy Z8wD Y ko Zlhwe NADEBBE QAD g YA

EMD CERTIFICATE-----

Figure 3: View of CSR

Getting Certificate from the Certifying Authority ( CA) — The CSR generated
employing the above procedure needs to be sehet€A for signature. The CSR file
may be either uploaded on the CA website or subthitb CA by alternate means like
email etc.

Some CA websites allow the generation of CSR oridynélling up online forms.

Configure keystore in SSDG- The CA will return the signeder file which contains
the signed certificate. This certificate is to bestalled in the local keystore. The
following command serves the above purpose.

keytool -import -alias <your_alias name> -file <.cer file signed from CA> -keystore
<your_keystore_name> -trustcacerts.

If you get error which states that

‘keytool error: java.lang.Exception: Failed to establish chain from reply’.

Include the certificates of your CA in cacerts fpjeesent in java. For eg: In this
document it is assumed that NIC is CA from whom faue acquired certificate.



iv.

V.

Go to Link of your CA from where you have acquisttificate .For e.g.: NIC is your
CA.Go to Web site http://nicca.nic.inf/index.jspgklion Repository. Click on Certificate
Chain(CCA,NICCA & NIC sub-CA certs).Click on Certate Chain Download zip file
Download Certificate Chain (.zip format)

Now include all the certs which are present in imigour machine where
cacerts is present jre/lib/security folder.

a) Command for importing CCA India 2011.cer inexds is
keytool —importcert —alias <aliasname> —file “CCA India 2011.cér—keystore
.Jjrellib/security/cacerts —storepass changeit

b) Command for importing NIC sub-CA for NIC 201dr.¢n cacerts is
keytool —importcert —alias <alaisname> —file “NIC sub-CA for NIC 2011.cer’ —
keystore ../jre/lib/security/cacerts —storepass clmageit

¢) Command for importing NIC CA 2011.cer in casast
keytool —importcert —alias<aliasname> —file “NIC CA 2011.cer” —keystore
.Jjrellib/security/cacerts —storepass changeit

Then execute the command

keytool -importcert -alias <aliasname> -file <name of certificate file acquired from
CA> -trustcacerts -keystore <name of your keysta>

Your certificate will get imported into keystore.

Copy the keystore in locations specified in thddatamedconfig_para and change the
parameters accordingly listed below :

Alias_name
javax.net.ssl.keyStore
javax.net.ssl.keyStorePassword
KeystorePassword
KeystorePath
KeystorePath_Web
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