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Acronyms and Abbreviations 
 
Abbreviation Expansion Explanation 
SAP Service Access Providers A SAP provides easy access to services 

provided by the government to service 
seekers. Examples of SAP are front-end 
infrastructure (web-portal), a kiosk in rural 
area or a Citizen Service Centre (CSC).  

 
SP Service Provider SP is a back-end government department 

or any other third-party agency offering e-
services to citizens, businesses and to 
other government departments. 

SSDG State e-governance Service 
Delivery Gateway 

SSDG is a service exchange that routes 
the services desired by the end user to the 
appropriate service provider (state 
department). It thus acts as a hub for e-
governance services to be functional at 
state level. 

GSD Gateway Service Directory GSD is a central registry in SSDG. 
 

NSD National Services 
Directory 

National Services Directory (NSD) is 
central registry of all Gateways and their 
services in the Gateway Constellation. If 
any service is not 
available in the local Gateway then 
gateway can resolve the service 
with the help of NSD but for this Gateway 
should already be registered 
with NSD.   
 

IIP Interoperability Interface 
Protocol 

The protocol used to communicate with 
the Gateway by the client application such 
as SAP and SP. 
 

IIS Interoperability Interface 
Specifications 

The protocol used to communicate with 
the Gateway by the client application. 
 

JOSSO Java Open Single Sign On  JOSSO is a Java single sign-on solution 
for web applications. It is an open 
source J2EE based software for user 
authentication and authorization. 
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GCC GNU Compiler Collection  GNU Compiler Collection. GNU is a 
computer Operating System composed 
entirely of free software. 
 

JMX Java Management 
Extensions 

The JMX technology provides the tools 
for building distributed, Web-based, 
modular and dynamic solutions for 
managing and monitoring devices, 
applications, and service-driven networks. 
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Chapter 1  General Information 
 

1.1 Who Should Use This Manual? 
 

This guide is intended for State Officials/ Implementation Agencies who will be 
responsible for deploying the SSDG at State Data Centers (SDC). This guide will also 
prove useful for developers who will be building application specific connector 
integrating the SAP and SP applications on SSDG as it provides basic information about 
SSDG. 
 

1.2   Authorized Use Permission 
 

SSDG is wholly owned by Department of Information Technology (DIT), Government of 
India, and may not be used or referenced without their express consent. The Gateway 
(SSDG) Software Product has been developed by Centre for Development of Advanced 
Computing (C-DAC), Mumbai. Before implementing the SSDG, user agreement needs to 
be signed with C-DAC, Mumbai 
  

1.3   Points of Contact 
 

For additional information or queries regarding SSDG, the SSDG Project Implementation 
Office can be contacted at the following address or one may also mail relevant issues on 
the email id mentioned below. 

 
SSDG Project Implementation Office 
Center for Development of Advanced Computing (C-DAC), 
Gulmohar Cross Road No. 9, 
Juhu, Mumbai – 400 049 

 
Tel No.: +91 22 2620 1606 / 2620 1574 (Ext. 311/312),022-6204923 
Fax No. +91 22 26210139/ 2623 2195 
URL: http://nsdg.cdacmumbai.in 
Mail: ssdg-cdacmumbai@cdac.in 
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Chapter 2  SSDG Software Solution 
 
The SSDG software solution consists of SSDG Stack and SSDG Software Product. The SSDG 
stack comprises of operating system BOSS-64, application server JBoss and PostgreSQL as 
database. SSDG Software Product comprises of SSDG components like Messaging Engine, 
Directory Component and Management Component. Along with the SSDG Software Product and 
SSDG stack, C-DAC also provides generic connectors for SAP and SP applications for 
interacting with SSDG. Details about the connectors can be found in the connector development 
manual. 
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Figure 1: SSDG Stack 
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2.1   The SSDG Stack 
 

The SSDG stack consists of operating system , application server JBoss, and PostgreSQL 
as database. The SSDG stack shall be provided by C-DAC along with the SSDG software 
product gateway. 

 

2.2   SSDG Software Product 
 

The SSDG Software Product incorporates the various components that are critical to the 
proper functioning of the gateway. The SSDG Software Product includes the Messaging 
Engine, Directory Component and Management Component. A brief description of each 
of the components is given in the following sections. 

 

2.2.1 Messaging Engine 
 

The Messaging Component is the core component of SSDG. It carries out the following 
tasks. 

 
i)   It validates and processes a message based on Interoperability Interface Protocol           
          (IIP).   
ii)    Routes the message based on its type (service identifier/class id).  
iii)    Keeps a record of all the messages sent to back-end departments till they are   
          acknowledged to end user.  
iv)   In case SP is not available, the messaging component of SSDG resends the request    
          of SAP to SP at regular intervals until it is accepted by SP. This is done for at the   
          most 24 hours. In case of failure of delivering the request to SP within 24 hours,   
          the request is returned back to SAP along with an error message. 
v)   Time stamping 

 
 

2.2.2 Directory Component 
 
The Directory Component keeps the repository of all services hosted at the gateway. This 
directory is also known as Gateway Services Directory (GSD).  
 

i) Listing of services that are registered on the gateway. 
ii)  Resolving services when requested by SAP 
iii)  Authentication of Service Access Provider (SAP) for the requested service  
iv) Directory component uses a database to maintain the repository of services, 

SAPs and SPs 
v) It provides web interface for registering SAP, SP and services 
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2.2.3 Monitoring Component 
 

 
The Monitoring Component of will be responsible for proper monitoring of SSDG 
software and hardware infrastructure at SSDG Data Centre. Hyperic HQ, an open source 
monitoring system will be used for as the monitoring tool. Hyperic HQ has Server and 
Client components. There will be a dedicated machine for monitoring the other servers 
and will have Hyperic HQ Server installed on it, while rest of the servers will have HQ 
Agent installed. This monitoring setup will provide following main features - 

  
i)                     Customizable Dashboards 
ii)                   Auto discovery of Servers/Services 
iii)                 Availability of Operating System (Servers), Application Servers, Database 

Servers etc. 
iv)                 CPU Utilization 
v)                  Memory Usage 
vi)                 Disk Usage 
vii)               File system Usage 
viii)             Transaction monitoring through monitoring of JBoss application server, 

PostgreSQL database server etc. 
ix)                 JBoss heap size and usage, EJB monitoring 
x)                  Database transactions response time, run time resource utilization, usage logs 
xi)                 Capability to set thresholds, and forwarding alerts via SMS/email 
xii)               Escalation of events/actions 
xiii)             Configuration of Service Levels 
xiv)              Graphical display of various matrices 
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Chapter 3  Getting Started 
 
This section provides information regarding how SSDG can be obtained, installed and used for 
various applications. 
 

4.1   Getting SSDG 
 

SSDG software solution can be obtained from CDAC once the End User License is 
signed between CDAC and State Government. The SSDG software solution contains the 
SSDG Software Product and SSDG stack which includes operating system, PostgreSQL 
and JBOSS along with the generic connectors required for communicating with SSDG. 
The following sections describe how to install SSDG once the desired hardware is 
obtained. The bill of material of the hardware required for deployment of SSDG is given 
in SSDG Operational Manual 
 

4.2  Installing SSDG Stack 
           

The SSDG stack needs to be deployed as shown in the deployment diagram before 
starting the installation. 

  

4.2.1 Centos Installation  
 
For detailed installation instructions please refer to the CentOS Installation manual. 
Installation of PostgreSQL 8.3.x and Java Development Kit (JDK version 6 update 23) is 
required.  
Once CentOS Installation is complete, carry out the following steps as a root user to 
configure the PostgreSQL Database and JDK.  

4.2.2 Preinstalling Software for SSDG Software product 
Following software must be installed after Operating system is installed as per the 
instructions given in OS installation manual: 
 

·  Java development Kit (JDK) v 1.6 update 23 
·  PostgreSQL 8.3.x 

 

4.2.2.1 Steps to install Java development Kit (JDK) v 1.6 update 23 
 
Go to Folder SSDG Manuals DVD 4\PostgreSQL and JDK\JDK 
 

a. Type  ./ jdk_install.sh 
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b. For uninstalling – Type jdk_uninstall.sh 
 

OR 

u) To check whether JAVA_HOME environment variable is set or not type echo 
$JAVA_HOME. 

4.2.2.2 Steps to install PostgreSQL 8.3.7 
 

a. Mount the CD in which database setup is given. 
b. Traverse to directory cd/media.  
c. Type rpm –qa | grep postgresql –server –This command checks whether 

postgreSQL is installed on OS or not or any other version is present or not. 
d. Move to folder where postgresQL setup is stored i.e. cd/media/cd-

rom/rpm_RHEL5_X86_64/8.3.7 
e. Type rpm –ivh *.rpm – this installs the package of database provided. 
f. Type cd 
g. Type pwd –which will show the path of current directory  

a) Type alternatives - -config java: This command checks whether java is installed or not. It 
lists the various version of jdk installed on system if any. If it displays the list, it prompts the 
message “enter the selection number” .the number should be provided so as to make the installed 
java as default. 
b) rpm –qa | grep java also lists the various version of java installed if any on system. 
c) Move to the folder where the JDK setup is stored. 
d) Execute chmod +x nameofjdkinstallation.rpm.bin  : this grants everyone (user, group and 
other) execute permission, and the command 
e) Execute ./jdk-6u23-linux-x64-rpm.bin  
f) Accept the End user License agreement terms and enter yes 
g) Press enter to continue. 
h) Java gets installed in default folder : /usr/java/jdk1.6.0_23/bin 
i) Execute alternatives - - install  /usr/bin/java java  /usr/java/jdk1.6.0_23/bin/java 1 
j) The above command can be interpreted as Execute alternatives - -install <link> <name> 
<path> <priority> 
k) <link> is /usr/bin/java: where java needs to be installed. 
l) <name> is java 
m) <path> is /usr/java/jdk1.6.0_23/bin/java : this is the path from which it installs java 
n) <priority> is 1  
o) To install java compiler Execute alternatives - - install /usr/bin/javac javac 
/usr/java/jdk1.6.0_23/bin/javac 1 
p) Type java –to check if java is installed 
q) Type javac- to check if java is installed 
r) To check which version of java is installed Type java –version. 
s) Edit file named profile by typing vim etc/profile and add following text 

a. export JAVA_HOME=/usr/java/jdk1.6.0_23 
b. export PATH=/usr/java/jdk1.6.0_23/bin:$PATH 
c. export CLASSPATH=.:/usr/java/jdk1.6.0_23 

t) Switch user by typing su –l so as to update the changes made to system profile file. 
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h. Type su postgres –login as user “postgres” 
i. Create a directory named data –type mkdir data. 
j. To initialize database : type ./etc/init.d/postgresql initdb 
k. Login as super user postgres : type su –postgres 
l. Type psql to enter the interactive terminal of postgres database where one can 

perform all the necessary action related to database such as creating table ,list 
tables creating database etc. 

m. Type \l to list the databases present. 
n. To activate the PostgreSQL database service whenever system starts so as to avoid 

manually running the database service– type chkconfig - -level 2345 postgresql 
on 

o. To check whether the postgresql service is activated, type chkconfig  - -list | grep 
postgresql 

��  To manually set certain parameters which are important for PostgreSQL to give 
better performance Refer to Section PostgreSQL recommended Configurations 
For this one needs to edit the postgresql.conf file which can be done after 
installing PostgreSQL database where the steps are included in section Installing 
Database Component.�

�
 

4.2.3 Jboss Installation 
 
The Jboss installation is integral to the SSDG Software Product Installation. When the 
user installs the SSDG Software Product through the installer provided by CDAC, the 
Jboss server is installed with the same. Refer section 3.3 for Installation of various 
components of SSDG Software Product. 
 

4.3   Installing SSDG Software Product 
 

SSDG Software Product comprises of 3 different components viz. messaging engine, 
directory component and the management component.  CDAC provides installation 
software for installing all the above components to all IAs under licensing agreement.  
The installer allows the easy and guided installation of the SSDG components. 
Screenshots of installing the various SSDG components are provided in the following 
sections. Though, there is a common installer for installing all three components, each 
component needs to be installed separately.  

 

4.3.1 Installing Messaging Component 
 

This section provides guidelines for installing SSDG Messaging Component. Here 
snapshots of the installer while installing the SSDG Messaging Component are included. 
Explanation for each screenshot is also provided. 
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1) Welcome Screen of SSDG Installer 

 
 

 
 

Figure 2 : Welcome Screen of SSDG Installer 
 
 
 
 
 
 
 

 
 
 
 
 
2) The Read Me enlists the various softwares that should be installed on the system before 

installing SSDG Software Product.   
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Figure 3 : Read Me 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
3) Next, there is a license file that needs to be read by the user and only after accepting the 

licensing agreement; the user can proceed with the installation. 
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Figure 4 : EULA 

 
 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 

4) Next, screen shows Token number. To get the product key, Call the number displayed on 
screenshot or one can mail the token along with state information at displayed email address  
as shown in Figure 5. Only when the valid product key is entered, the installation can 
continue.  
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Figure 5 : License Key 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
5) When the correct product key is entered, the ‘Next’ button becomes active and the 

installation proceeds as shown in Figure 6. 
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Figure 6 : Product Key 

 
 
 
 
 

 
Figure 7 : Prompt for Postgres password 

 
 
 
 
6) After the correct product key is entered, the following screen shown in Figure 7 appears 

prompting for postgres Database password. The next Screen appears which displays the 
components that can be installed using the installer. Select the radio button next to SSDG 
Messaging for installing the Messaging Component as shown in Figure 8. Only one 
component can be installed at a time. Please note that all the four components should be 
deployed on different servers. 



SSSSDDGG  UUsseerr  MMaannuuaall                                                     

 Page 20 of 84                                                 

 
 

  

 
Figure 8 : Component Selection 

 
 

 
 

Figure 9 : Database IP Server Address 
7) The screen prompts for the IP address where the Database Server is installed. Please make 

sure that First SSDG Database Component needs to be installed and the IP address of that 
server should be known as shown in screen below. The IP address of Database Server should 
be the virtual IP which you will get after Database clustering is done .One can refer manual 
named “Cluster Configuration for Database”. 
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Figure 10 : Warning about SSDG Database 
 
8) If the IP entered is incorrect, below screen depicts the warning. 

 

 
 

Figure 11 :  Incorrect IP of Database Server 
9) If the IP address of Server on which the SSDG Database Component is installed is correct, it 

prompts the user for the confirmation of the details entered by him as shown in screen given 
below. 

 
 

Figure 12 : Confirmation of IP Address of SSDG Database Server 
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Figure 13 : Enter PostgreSQL bin data Directory 

 
 
10) The screen prompts the user for entering the path of pg_ctl file of PostgreSQL located in bin 

directory of PostgreSQL. This utility is used for starting, stopping, restarting and displaying 
the status of the PostgreSQL. 

11) The second entry prompts the user to specify the directory to for data storage. This parameter 
can only be set at server start. 

12) Figure 13 shows the path of both bin and data directory of PostgreSQL. 
13) Figure 14 warns the user about closing all terminals of PostgreSQL to be closed as it might 

effect the installation. 



SSSSDDGG  UUsseerr  MMaannuuaall                                                     

 Page 23 of 84                                                 

 
 

Figure 14 : Warning about PostgreSQL terminals to be closed 
14) There are 2 things that get installed with the Messaging Component. 

 
i) Jboss Application Server – The Jboss Application Server is marked by 

default for installation. 
ii)  SSDG Solution – It is divided in two parts, Part 1 and Part 2. Both parts 

need to be installed separately as shown in Figure 15.  
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Figure 15 : Part 1 Installation 

 
 

If nothing is selected in SSDG Solution part, the installation will not proceed and the user 
will be prompted to select one of the two parts for SSDG Solution .When one of the parts is 
selected, the installation proceeds as shown in Figure 15.     

 
 

 
15) The following screen as shown in Figure 16 prompts the user to give paths for the different 

files. The user needs to set path for Application Server (Jboss), for Log Files and for 
Configuration files. The paths for these files are set by default for the user in the installer. 
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Figure 16 :Path for Log Files 
 
 
 

16) Once the file paths are set and the ‘Next’ button is clicked, the installation process begins as 
shown in Figure 17. The JBoss zip files are copied to relevant locations and are extracted to 
install the Jboss Application Server. 
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Figure 17 : SSDG Messaging Solution Installation 
 
 
Once required files are extracted, the SSDG Solution is installed  as shown in Figure 18. 
 

     
 



SSSSDDGG  UUsseerr  MMaannuuaall                                                     

 Page 27 of 84                                                 

 
 
Figure 18 : SSDG Solution Installation 
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Figure 19 : Server Initialization 
 
 

 
17) Finally, the all the data sources files related to Postgres get configured as shown in Figure 19. 

 
18) Deploy NSD.truststore and nsdg.keystore provided by us as shown in Figure 20. 
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Figure 20 : Deploying truststore and keystore 
 
 
 
 
19) The SSDG Solution now initializes. Various permissions are set before the solution is 

completely installed as shown in Figure 21, Figure 22, and Figure 23. 
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Figure 21 : Initialization of SSDG Solution 
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Figure 22 : Initialization of SSDG Solution 
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Figure 23 :Permissions for JBoss 
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20) Before the installations completes, a dialog box appears prompting the user to edit the user 
name and password, if he so desires, for the JmX console. The user then clicks on the ‘Save’ 
button to confirm above the changes as shown in Figure 24. 

 
 
 

 
 

Figure 24 : JMX Console 
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21) Once the above, step is executed, the Figure 25 shows the installation of the SSDG 

Messaging solution (Part 1 or 2 whichever is chosen) to be complete. The screen also 
prompts the user if he wishes to save the installation details. If the user wishes to save the 
details, he clicks on ‘Yes’ button. 

 
  
 

 
 

Figure 25 : SSDG Messaging Installation 
 
 
22) The above step opens a window where the user can browse the files and select a file where 

the installation log will be saved. Once the user chooses a file for logging the installation 
details and clicks on the ‘Save’ button, all installation details regarding the SSDG Solution 
are logged in the selected file as shown in Figure 26. 
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Figure 26 : SSDG Messaging Installation Log File 
 

 
23) The above steps are repeated for the installation of SSDG Messaging Solution –Part2.Both 

Part1 and Part2 should not be deployed in same server. One can see the deployment of Part2 
SSDG Messaging solution where SSDG Messaging solution gets initialized as shown in 
Figure 27.In this figure it shows that Part2 of Messaging solution named 
GatewayResendingMessaging.ear gets deployed where as if you Install Part1 of Messaging 
solution named GatewayMessaging.ear gets deployed. 
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While installing Part 2 of Messaging Solution you will be prompted to enter the IP address of 
Server in which SSDG Messaging solution Part 2 is to be deployed. After entering IP address, 
the Figure Given below appears 
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Click Ok.The SSDG Messaging Solution Part 2 gets initialized as shown in Figure 27. 
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Figure 27 : Deploying of GatewayResendingMessaging.ear (Part 2) 
 

If one wants to remove the component, simply check the component and Click on Remove 
Button as shown in Figure 28 and Figure 29. 
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Figure 28 : Remove SSDG Messaging Component 
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Figure 29 :  Remove SSDG Messaging Component 

 

 
Figure 30 : Remove SSDG Messaging Component 
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After Clicking on ‘Next’ Button, the user is prompted to save the log file of uninstalling the 
component as shown in screen below. 
 
 

 
Figure 31 : SSDG Uninstaller Log file 

 

4.3.2 Installing Database Component 
 
This section provides guidelines for installing SSDG Directory/Database Component. Here 
snapshots of the installer while installing the SSDG Database Component are included. 
Explanation for each screenshot is also provided. 
 

For Database Clustering one can Refer Manual named “Cluster Configuration on Database 
Servers”. 

Assume that two Database Servers are there DB! And DB2,as Database servers DB1 and DB2 
are in cluster environment there is no need to install Database Component in DB2 .In this server 
just make sure that the postgresql server is installed and postgresql data directory i.e. 
/var/lib/pgsql/data  is mounted on SAN space provided. 
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1) To install the Database Component, select the radio button for SSDG Database and click 
‘Next’ as shown in Figure below. 

 
 
 

 
 

Figure 32 : SSDG Database Installation 
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Figure 33 : Enter PostgreSQL bin data Directory 
 

 
 

2) The screen prompts the user for entering the path of pg_ctl file of PostgreSQL located in 
bin directory of PostgreSQL. This utility is used for starting, stopping, restarting and 
displaying the status of the PostgreSQL as shown in Figure 33. 

3) The second entry prompts the user to specify the directory to for data storage. This 
parameter can only be set at server start as shown in Figure 33.  

4) The screen given below prompts user to enter the number of SSDG Messaging and SSDG 
Web servers. 
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Figure 34 : Input for Number of  SSDG Messaging & Web Servers 
 

 
 

Figure 35 : Confirmation of Input 
 
5) The above screen prompts the user to confirm details about number of SSDG Messaging and 

Web Server it has entered. 
6) The screen given below prompts the user to enter the IP addresses of the SSDG Messaging 

and Web Server. No two servers can have same IP address; the Figure 37 displays the 
warning to the user. 

 
 

Figure 36 : Enter the IP address of Messaging and Web Server 
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Figure 37 : IP address Error 
 
7) The above step completes the installation and the user is whether he wishes to save the 

installation log or not as shown in Figure 38. 
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Figure 38 : SSDG Database Installation Log 

 
 
12) If the user clicks ‘Yes’ in the above step, then the user is prompted to browse the path 

and select the file where the installation log will be saved. The user selects the file and 
clicks on the ‘Save’ button as shown in Figure 39.  This completes the installation of the 
Database Component. 
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Figure 39 : SSDG Database Installation Log 

 
 
 

7.1.1 Installing Directory Component 
 
Gateway Services Directory (GSD) is central registry. It contains information about SAP, SP and 
services that are availed and provided by SAP and SP respectively and are available through the 
Gateway at any particular point of time. Listing services, searching for services, service 
resolution and authentication of SAP is done by the GSD.  

This section provides guidelines for installing SSDG Website Component. Here snapshots of the 
installer while installing the SSDG Website Component are included. Explanation for each 
screenshot is also provided. 
 

1) Select the radio button next to SSDG Website for installing the Website Component 
as shown in Figure 40.  
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Figure 40 : SSDG Website Installation 
 
2) Figure 41 prompts the user to give paths for the different files. The user needs to set 

path for Website Component and for Log Files. The paths for these files are set by 
default for the user in the installer. 
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Figure 41 : Path for SSDG Website Log Files 
 
 
 

1) The installation process of SSDG Website begins. Figure 42 shows the server installation 
in progress. 

2) If the prompt for Database IP address pops up, one should enter which you will get after 
Database clustering is done .One can refer manual named “Cluster Configuration for 
Database”. 
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Figure 42: SSDG Website Installation 
 
3) Once the above, step is executed, Figure 43 (a) prompts the user to enter the IP address of 

the Server where the SSDG Website component is installed. This is a must for an 
optional header field -Referrer that contains the URL of the referring document.  

4) The field Referrer was designed for link backtracking and verification.request.getHeader 
("referrer") will give you the source URL. 

 
 

 
Figure 43 (a): Server’s IP Address  

5) In order to configure SMTP mail server, One needs to enter details as shown in Figure 43 
(b) Given below the IP address of the server where SSDG website component is being 
installed, the mail.smtp.host For eg : cdac.mumbai.in and the mail address from which 
mail can be sent mail.from (eg :cdac@cdacmumbai.in).After entering the details, Click 
on “Submit” button. 
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Figure 43 (b): SMTP Mail Configuration   

 
 

6) Figure 44 shows the installation of the SSDG Website to be complete. The screen also 
prompts the user if he wishes to save the installation details. If the user wishes to save the 
details, he clicks on ‘Yes’ button. 

 
Figure 44: SSDG Website Installation 
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7) Figure 45 opens a window where the user can browse the files and select a file where the 
installation log will be saved. Once the user chooses a file for logging the installation 
details and clicks on the ‘Save’ button, all installation details regarding the SSDG 
Solution are logged in the selected file. 

 
 

Figure 45 : SSDG Website Installation Log File 
 
 
 

7.1.2 Installing Monitoring Component 
This section provides guidelines for installing SSDG Monitoring Component. Here 
snapshots of the installer while installing the SSDG Monitoring Component are included. 
Explanation for each screenshot is also provided. 
 
3) Select the radio button next to SSDG Monitoring for installing the Monitoring 

Component as shown in Figure 46. Only one component can be installed at a time. If 
you look carefully at the screen, the components which are already installed on the 
machine, the radio button for those components is disabled. Hence only one 
component can be installed on single server. 
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Figure 46: SSDG Monitoring 
 
4) Figure 47 prompts the user to select the option for installation of Hyperic HQ Server 

and Hyperic Agent. Click on ‘Install Hyperic HQ Server. 
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Figure 47:  Option for Installing Hyperic Server and Agent  

 
5) Figure 48 prompts the user to give paths for the different files. The user needs to set 

path for Monitoring Component and for Log Files. The paths for these files are set by 
default for the user in the installer. 
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Figure 48: Path for SSDG Monitoring Log Files 
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Figure 49: Hyperic Server Installation in Progress 
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Figure 50: PostgreSQL bin and conf directory 
 
 
 
 

6) The installation process of Hyperic HQ Server begins. Figure 49 shows the server 
installation in progress. 

7) The screen prompts the user for entering the path of pg_ctl file of PostgreSQL located 
in bin directory of PostgreSQL. This utility is used for starting, stopping, 
restarting and displaying the status of the PostgreSQL. 

8) The second entry prompts the user to specify the directory to for data storage. This 
parameter can only be set at server start. 

9) Figure 50 shows the path of both bin and data directory of PostgreSQL. 
10) Figure 51 warns the user to close all the terminals of PostgreSQL i.e. psql pgAdmin 

terminal. This is to make sure that installation of database required by Hyperic Server 
is not interrupted. 
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Figure 51: Close PostgreSQL terminals 
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Figure 52: Confirm the details 

 
11)  Figure 52 prompts user to confirm the details. On clicking “Confirm”; click the 

“Next Button”. 
12)  Various permissions and users and tables are created for functioning of Hyperic 

Server as shown in Figure 53 and Figure 54. 
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Figure 53: Jboss User and Group Permission 
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Figure 54: Creation of admin User and Tables for Hyperic Server 

 
 

 
 

13) Once the above, step is executed, Figure 55 shows the installation of the Hyperic HQ 
Server to be complete. The screen also prompts the user if he wishes to save the 
installation details. If the user wishes to save the details, he clicks on ‘Yes’ button. 
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Figure 55: Hyperic HQ Server Installation Log File 

 
14) The above step opens a window where the user can browse the files and select a file 

where the installation log will be saved. Once the user chooses a file for logging the 
installation details and clicks on the ‘Save’ button, all installation details regarding 
the SSDG Solution are logged in the selected file as shown in Figure 56. 
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Figure 56: SSDG Hyperic Server Installer Log 
 
15) For installing Hyperic HQ Agent, Select the radio button next to SSDG Monitoring 

for installing the Monitoring Component as shown in Figure 57.  
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Figure 57: SSDG Monitoring Component 

 
16) The screen in Figure 58 shows the user what components are already deployed on the 

server. It is mentioned before that only on component should be installed on single 
server.Hyperic Agent can be installed on all servers. 
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Figure 58: List of components installed on server 
 

17) On clicking the ‘Skip’ button, prompt screen appears as shown in Figure 59 stating 
that Hyperic Server is already installed on this machine. Click on “OK” and proceed 
further. Click on “Yes” to install Hyperic Agent as shown in Figure 60. 
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Figure 59: SSDG Hyperic Server installed on server 
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Figure 60: Install Hyperic Agent 
 

 



SSSSDDGG  UUsseerr  MMaannuuaall                                                     

 Page 68 of 84                                                 

 
Figure 61: Path for Hyperic Agent 

 
 
18) Figure 61 shows the path for Hyperic Agent 
 
19) The installation process of Hyperic HQ Agent begins. The screen in Figure 62 shows 

the installation in progress. Various permissions are set before the setup is completely 
installed 
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Figure 62: Permissions for Hyperic HQ Agent 
 

20) Once the above, step is executed, click on the ‘Next’ button .The screen in Figure 63 
shows the installation of the Hyperic HQ Agent to be complete. The screen also 
prompts the user if he wishes to save the installation details. If the user wishes to save 
the details, he clicks on ‘Yes’ button. 
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Figure 63: Hyperic HQ Agent Installed 

 
21) The above step opens a window where the user can browse the files and select a file 

where the installation log will be saved. Once the user chooses a file for logging the 
installation details and clicks on the ‘Save’ button, all installation details regarding 
the SSDG Solution are logged in the selected file as shown in Figure 64. 
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Figure 64: Hyperic HQ Agent Installation Log file 
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7.2   SAP and SP Connectors 
 
The major function performed by the connector is to interface the Service Access Provider (SAP) 
and Service Provider (SP) to State e-governance Service Delivery Gateway (SSDG).  
The core functionality of the SSDG is to provide messaging communication between the SAP 
and the SP and vice versa for a citizen to avail the various services offered by SP. Connector is a 
component that channels the data between SAP and SP through SSDG by manipulating the data 
as per standards and specifications of SSDG and later of SP. Connectors may also be looked 
upon as an integration mechanism between SAP and SP through SSDG. 
 
There are 2 types of connectors operational on the SP and SAP side. 

i. Generic Connector. 
ii.  Application Specific Connector. 

 
 
Generic connector provides functionalities for some common tasks associated with Gateway 
communication whereas the application specific connector is responsible for the functionalities 
related to application needs.  
 
Elaborating a more on the above, there are some common or general requirements that are to be 
fulfilled for Gateway communication. These requirements are taken care of by generic 
connector. Whereas, the application level requirements vary depending upon a lot of factors like 
application vendors, the application development platform, etc, there is a need for  
application specific connector to fulfil the requirements at application level. Hence, there is a 
need for 2 separate connectors, generic and specific both at SAP and SP side. 
 
The generic connectors will be provided by C-DAC.  
 
Detailed information about the connectors is provided in the Connector Development Manual. 

 

7.3   Digital Certificates  
 
This section is intended to provide developers and users with information about the purpose and 
usage of the Public Key Infrastructure in the State E-Governance Service Delivery Gateway. 
 
In the constellation of Gateway in majority of the scenarios the communication channel between 
different entities (SAP, Gateway, NSD, and SP) will be the public networks like Internet. To 
ensure authentication, confidentiality, integrity and non-repudiation over the public networks, bi-
directional public key infrastructure (PKI) is used. 

Detailed information about public key infrastructure (PKI), obtaining a certificate and 
installation is given in PKI document. 
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7.4   Starting Application on SSDG 
 
This section describes how to register SAP, SP and services to SSDG. For further details, one 
can refer to SSDG Website User Manual. 
 
 
 
 
 
 
 
 
 
 
 
  
 
 
 
 
 
 

Part: 4 Testing and Troubleshooting 
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4.1 Testing 
 

1) After the successful installations of all the components listed in section 3.3 
INSTALLING SSDG SOFTWARE PRODUCT, EXECUTE the jar file for testing 
whether the gateway installed is running properly or not. Enter the ‘Gateway IP’, Click 
on ‘Test’ button. The success message appears on the text box present near ‘Status’ label 
as shown in figure below. 
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2) The above step opens a window where the user can browse the files and select a file 
where the Test log will be saved. Once the user chooses a file for logging the testing 
details and clicks on the ‘Save’ button, all testing details are logged in the selected file. 

 
3) In order to validate IP address like the numerals should not exceed 255, not more than 3 

dots allowed overall, no consecutive dots allowed etc if incorrect IP is entered and ‘Test’ 
button is clicked, message prompt box saying ‘Invalid IP’ is displayed. 

 
 
 
 

 



SSSSDDGG  UUsseerr  MMaannuuaall                                                     

 Page 76 of 84                                                 

 
 

4) If incorrect IP is entered, message saying ‘Connection Refused is displayed in  the text 
box present near ‘Status ’ label as shown in figure below. 
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4.2 Troubleshooting 

Error Codes 
 
The section enlists the errors that are likely to arise during the installation procedure. The table 
contains the description about the error code and its meaning. 
 

Table 1 : Error codes and their description 
 
Error Code Description of Error 
1000 The processing of your document submission failed. Please RE-SUBMIT 
1001 The submitted XML document failed to validate against the NSDGMessageEnvelop 

schema for this class of document. The necessary element for submission are missing, 
please refer schema for element presence for valid submission. 

1002 Authentication Failure. The credentials submitted with the document are invalid. 
1003 The submitted document contained a SOAP Header. Envelope. Gateway does not 

process messages with SOAP headers. 
1004 The submitted XML document failed to validate against the NSDGMessageEnvelope 

schema for this class of document. Missing ResponseMode field. 
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Error Code Description of Error 
1005 The submitted XML document failed to validate against the NSDGMessageEnvelope 

schema for this class of document. Missing X509Certificate field. 
1006 The submitted XML document failed to validate against the NSDGMessageEnvelop 

schema for this class of document. Missing Key field. 
1007 The submitted XML document failed to validate against the NSDGMessageEnvelop 

schema for this class of document. Missing NSDGErrors field. 
1008 The submitted XML document failed to validate against the NSDGMessageEnvelop 

schema for this class of document. Missing NSDGTest field. 
1009 The submitted XML document failed to validate against the NSDGMessageEnvelop 

schema for this class of document. Missing Transformation field. 
1010 The submitted XML document failed to validate against the NSDGMessageEnvelop 

schema for this class of document.  Missing Keys field 
1011 The submitted XML document failed to validate against the NSDGMessageEnvelop 

schema for this class of document.  Missing Role field. 
1012 The submitted XML document failed to validate against the NSDGMessageEnvelop 

schema for this class of document.  Missing EmailAddress field. 
1013 The submitted XML document failed to validate against the NSDGMessageEnvelop 

schema for this class of document.  Missing Organization field. 
1014 The submitted XML document failed to validate against the NSDGMessageEnvelop 

schema for this class of document. Missing CorrelationID field. 
1015 The submitted XML document failed to validate against the NSDGMessageEnvelop 

schema for this class of document. Missing IDAuthentication field. 
1016 The submitted XML document failed to validate against the NSDGMessageEnvelop 

schema for this class of document.  Missing Body field. 
1017 The submitted XML document failed to validate against the NSDGMessageEnvelop 

schema for this class of document. Missing  NSDGTimestamp Field 
1019 The submitted XML document failed to validate against the NSDGMessageEnvelope 

schema for this class of document. Missing Location field 
1020 The submitted XML document failed to validate against the NSDGMessageEnvelope 

schema for this class of document. Missing Target Details field. 
1021 The submitted XML document failed to validate against the NSDGMessageEnvelope 

schema for this class of document. Missing Text field 
1031 The submitted XML document failed to validate against the NSDGMessageEnvelop 

schema for this class of document.  Empty or Incorrectly populated SenderID Field. 
1032 The submitted XML document failed to validate against the NSDGMessageEnvelop 

schema for this class of document. Body Field Should not be left Blank for this kind of 
Submission. 

1033 The submitted document contains an entry for CorrelationID, which is a reserved system 
field. This field should be left blank. 

1034 The submitted XML document failed to validate against the NSDGMessageEnvelop 
schema for this class of document. Incorrectly populated NSDGTimestamp field for this 
kind of Submission. 

1035 The submitted document contains an entry for ResponseEndPoint, which is a reserved 
system field. This field should be left blank. 

1036 The submitted document contains an invalid entry for TransactionID. 
1037 The submitted document contains an invalid entry for AuditID. 
1038 The submitted document should not contain NSDGErrors Field 
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Error Code Description of Error 
1039 When submitting a document to Gateway the only valid values for the Qualifier field are 

request poll, response or error 
1040 The submitted document contains an invalid entry for EnvelopeVersion. 
1041 The submitted XML document failed to validate against the NSDGMessageEnvelop 

schema for this class of document. Empty or Incorrectly populated Class Field. 
1042 The submitted document contains an invalid entry for Function. The only valid values for 

the Function field are submit, delete or list. 
1043 The submitted XML document failed to validate against the NSDGMessageEnvelop 

schema for this class of document. Empty or Incorrectly populated Transformation Field. 
1044 The submitted document contains an invalid entry for EmailAddress. If the field 

Qualifier contains the value poll then the field EmailAddress must not be populated. 
1045 The submitted document contains an invalid entry for Organization. If the field Qualifier 

contains the value poll then the field Organization must not be populated. 
1046 The submitted XML document failed to validate against the NSDGMessageEnvelop 

schema for this class of document. Empty or Incorrectly populated Key Field. 
1047 Unable to retrieve data for the supplied CorrelationID. Please ensure the CorrelationID is 

correct, and that you have the required authentication credentials to poll this 
CorrelationID. 

1048 The submitted document contains an invalid entry for CorrelationID. If the field Function 
contains the value delete, then the field CorrelationID must be populated. 

1049 Unable to retrieve data for the supplied CorrelationID.  Please ensure the CorrelationID 
is correct, and that you have the required authentication credentials to delete this 
CorrelationID. 

1050 The submitted document contains an invalid entry for Function. If the field Qualifier 
contains the value poll, then the only valid value for the Function field is submit. 

1051 The submitted document contains an invalid entry for StartDateTime and EndDateTime. 
You cannot have a greater StartDateTime than EndDateTime. 

1052 The submitted document contains an invalid entry for any one of the following fields 
StartDateTime, EndDateTime. 

1053 The submitted document contains an invalid entry for Method, or an inconsistent Value 
entry. This field must contain the value 'MD5', 'clear' or 'W3Csigned'. If W3Csigned is 
specified the Value tag must be omitted and a Signature block must be present 

1054 The submitted XML document failed to validate against the NSDGMessageEnvelop 
schema for this class of document. Empty or Incorrectly populated Role Field. 

1055 The submitted document contains an entry in the Body field. This field must be left blank 
for this transaction type. 

1056 The submitted XML document failed to validate against the NSDGMessageEnvelope 
schema for this class of document. Incorrectly populated NSDGTest Field. 

1057 The submitted XML document failed to validate against the NSDGMessageEnvelop 
schema for this class of document. The Target Details Should not be present for this kind 
of submission 

1058 The supplied user credentials failed validation for the requested service. 
1059 The submitted XML document failed to validate against the NSDGMessageEnvelope 

schema for this class of document. Empty or Incorrectly populated  ResponseMode field. 
1060 The submitted XML document failed to validate against the NSDGMessageEnvelope 

schema for this class of document. Empty or Incorrectly X509Certificate field. 
1061 When communicating with Gateway via HTML you MUST specify a valid 

ResponseEndPoint. 
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Error Code Description of Error 
1062 The submitted XML document failed to validate against the NSDGMessageEnvelop 

schema for this class of document. Empty or Incorrectly populated IDAuthentication 
field. 

1063 The submitted XML document failed to validate against the NSDGMessageEnvelop 
schema for this class of document. Empty or Incorrectly Populated AuthTimestamp field 
in Authentication Block. 

1064 The submitted document contains an entry for SenderDetails, which is a reserved system 
field . This field should be left blank for this kind of submission. 

1065 The submitted XML document failed to validate against the NSDGMessageEnvelop 
schema for this class of document. Missing or Incorrectly populated Signature field. 

1066 The submitted document contains an entry for NSDGDetails, which is a reserved system 
field . This field should be left blank for this kind of submission. 

1067 The submitted XML document failed to validate against the NSDGMessageEnvelope 
schema for this class of document. Incorrectly populated Location field 

1068 The submitted XML document failed to validate against the NSDGMessageEnvelope 
schema for this class of document. Missing or Incorrectly Populated Text field 

1069 The submitted XML document failed to validate against the NSDGMessageEnvelope 
schema for this class of document. Incorrectly populated Error field 

1070 The submitted XML document failed to validate against the NSDGMessageEnvelope 
schema for this class of document. Incorrectly populated RaisedBy field 

1071 The submitted XML document failed to validate against the NSDGMessageEnvelope 
schema for this class of document. Incorrectly populated Type field 

1072 The submitted XML document failed to validate against the NSDGMessageEnvelope 
schema for this class of document. Incorrectly populated Number field 

1073 The submitted XML document failed to validate against the NSDGMessageEnvelope 
schema for this class of document. Incorrectly populated Authentication field 

1100 The document you have submitted has not been processed yet. The system is currently 
experiencing high volumes. To view this submission later use the URL provided. 

1101 You have exceeded your allowable number of poll attempts. To view this submission 
later use the URL provided. 

1102 The time allowed for the poll attempts has elapsed. To view this submission later use the 
URL provided. 

1103 The record you have attempted to poll has been marked for deletion and therefore cannot 
be retrieved. 

1501 The total number of bytes in a document submitted to the Test Service in Gateway must 
not exceed 1 megabyte. 

1504 The authentication details in the NSDGMessageEnvelop Header do not match the 
credentials provided in the authentication to the Test Service. 

2000 Gateway could not locate a record for the supplied Correlation ID - the submission may 
have been deleted or the Correlation ID may be invalid; If you have not received a 
response you should resubmit the document 

2001 The document was an invalid size 
2002 The document was an invalid size - not enough data was supplied 
2003 The service associated with the submitted document type is currently unavailable 
2005 Gateway has not received an acknowledgement of your submission from the Department 

within the permitted timescale. Please either resubmit or contact the Department directly 
to determine if your submission has been accepted 

3000 System Failure. The processing of this document has failed. Please resubmit. 
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Error Code Description of Error 
3001 The submission of this document has failed due to departmental specific business logic in 

the Body. 
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PostgreSQL recommended configurations 
 
/* 

·  This file contains only parameters which are recommended for modification in postgresql.conf file.  
·  Parameters prefixed with ‘#’ shows default value for parameter. In next line recommended value is 

shown.  
·  These recommendations are only valid for PostgreSQL version 8.3.3 for RHEL 5.x or CentOS 5.x (All 64 

bit). 
·  It is also assumed that database server is having at minimum 16 GB of Memory. 
·  It is assumed that postgres data directory is initialized with ‘initdb’ utility with default arguments  only. 

*/ 
 
# ----------------------------- 
# PostgreSQL configuration file 
# ----------------------------- 
 
#listen_addresses = 'localhost'   # what IP address(es) to listen on 
listen_addresses = '*' 
 
#max_connections = 100 
max_connections = 2000 
 
#unix_socket_permissions = 0777   # begin with 0 to use octal notation 
unix_socket_permissions = 0770 
 
#ssl = off 
ssl = on 
 
#shared_buffers = 32MB    # min 128kB or max_connections*16kB 
shared_buffers = 640MB 
 
#temp_buffers = 8MB    # min 800kB 
temp_buffers = 16MB 
 
#max_prepared_transactions = 5   # can be 0 or more 
max_prepared_transactions = 10 
 
#work_mem = 1MB    # min 64kB 
work_mem = 32MB 
 
#maintenance_work_mem = 16MB   # min 1MB 
maintenance_work_mem = 512MB 
 
#vacuum_cost_delay = 0    # 0-1000 milliseconds 
vacuum_cost_delay = 200 
 
#vacuum_cost_limit = 200    # 1-10000 credits 
vacuum_cost_limit = 50 
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#wal_buffers = 64kB    # min 32kB 
wal_buffers = 512kB 
 
#commit_delay = 0    # range 0-100000, in microseconds 
commit_delay = 1000 
 
#commit_siblings = 5    # range 1-1000 
commit_siblings = 20 
 
# - Checkpoints - 
 
#checkpoint_segments = 3   # in logfile segments, min 1, 16MB each 
#checkpoint_segments = 16 
 
#checkpoint_timeout = 5min   # range 30s-1h 
#checkpoint_timeout = 10min 
 
#------------------------------------------------------------------------------ 
# QUERY TUNING 
#------------------------------------------------------------------------------ 
 
#random_page_cost = 1.0 
random_page_cost = 2.0 
 
#effective_cache_size = 128MB 
effective_cache_size = 512MB 
 
#------------------------------------------------------------------------------ 
# ERROR REPORTING AND LOGGING 
#------------------------------------------------------------------------------ 
 
#log_filename = 'postgresql-%Y-%m-%d_%H%M%S.log' # log file name pattern, 
log_filename = 'postgresql-%a.log' 
 
log_rotation_age = 1440min 
#log_rotation_age = 60min 
 
log_connections = off 
#log_connections = on 
 
log_disconnections = off 
#log_disconnections = on 
 
#log_line_prefix = '<%t>' 
log_line_prefix = '<%d %u %m %i %c >' 
 
#log_statement = 'none'    # none, ddl, mod, all 
log_statement = 'ddl' 
 
# - Statistics Monitoring - 
 
log_parser_stats = off 
#log_parser_stats = on 
 
log_planner_stats = off 
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#log_planner_stats = on 
 
log_executor_stats = off 
#log_executor_stats = on 
 
#autovacuum_naptime = 1min   # time between autovacuum runs 
autovacuum_naptime = 2min    
 
#------------------------------------------------------------------------------ 
# CLIENT CONNECTION DEFAULTS 
#------------------------------------------------------------------------------ 
 
#client_encoding = sql_ascii   # actually, defaults to database encoding 
client_encoding = utf8 
 
#------------------------------------------------------------------------------ 
# LOCK MANAGEMENT 
#------------------------------------------------------------------------------ 
 
#max_locks_per_transaction = 64   # min 10 
max_locks_per_transaction = 256 
 


