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Acronyms and Abbreviations

SAP

Service Access Providers

A SAP provides easgsscto service
provided by the government to serv

infrastructure (web-portal), a kiosk in ruf
area or a Citizen Service Centre (CSC).

seekers. Examples of SAP are front-¢

ce
ond
al

SP

Service Provider

SP is a back-end governmerdrueent
or any other third-party agency offering
services to citizens, businesses and
other government departments.

e-
to

SSDG

State e-governance Servic&SDG is a service exchange that rou

Delivery Gateway

the services desired by the end user to
appropriate  service  provider (std
department). It thus acts as a hub for
governance services to be functional
state level.

tes
the
ite

at

GSD

Gateway Service Director]

y GSD is a centralstegin SSDG.

NSD

National Service

Directory

sNational Services Directory (NSD)
central registry of all Gateways and th
services in the Gateway Constellation,
any service is not

available in the local Gateway thi
gateway can resolve the service
with the help of NSD but for this Gatews:
should already be registered
with NSD.

S
eir
If

[P

Interoperability  Interfacg

Protocol

» The protocol used to communicate w
the Gateway by the client application su
as SAP and SP.

th
ch

1N

Interoperability  Interfacg

Specifications

» The protocol used to communicate w,
the Gateway by the client application.

JOSSO

Java Open Single Sign G

n JOSSO is a Jagke sign-on solutior
for web applications. It
source J2EE based software

authentication and authorization.

for u

is an ope
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GCC

GNU Compiler Collection

GNU Compiler Colleatio GNU is &

entirely of free software.

computer Operating System composed
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JMX Java ManagementThe JMX technology provides the tools
Extensions for building distributed, Web-basef,

modular and dynamic solutions fpr

managing and monitoring devices,

applications, and service-driven networks.
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Chapter 1 General Information

1.1  Who Should Use This Manual?

This guide is intended for State Officials/ Implartegion Agencies who will be
responsible for deploying the SSDG at State DatateZe (SDC). This guide will also
prove useful for developers who will be building papation specific connector
integrating the SAP and SP applications on SSD® @®vides basic information about
SSDG.

1.2 Authorized Use Permission

SSDG is wholly owned by Department of Informatioechinology (DIT), Government of
India, and may not be used or referenced withoeir thxpress consent. The Gateway
(SSDG) Software Product has been developed by €émtrDevelopment of Advanced
Computing (C-DAC), Mumbai. Before implementing tB8DG, user agreement needs to
be signed with C-DAC, Mumbai

1.3 Points of Contact

For additional information or queries regarding &Ehe SSDG Project Implementation
Office can be contacted at the following addresera may also mail relevant issues on
the email id mentioned below.

SSDG Project Implementation Office

Center for Development of Advanced Computing (C-DAC
Gulmohar Cross Road No. 9,

Juhu, Mumbai — 400 049

Tel No.: +91 22 2620 1606 / 2620 1574 (Ext. 311)322-6204923
Fax No. +91 22 26210139/ 2623 2195

URL: http://nsdg.cdacmumbai.in

Mail: ssdg-cdacmumbai@cdac.in
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Chapter 2 SSDG Software Solution

The SSDG software solution consistsS$DG Stacland SSDG Software Producthe SSDG
stack comprises of operating system BOSS-64, afit server JBoss and PostgreSQL as
database. SSDG Software Product comprises of SSidpanents likeMessaging Engine,
Directory ComponermindManagement Componewtlong with the SSDG Software Product and
SSDG stack, C-DAC also provides generic connectorsSAP and SP applications for
interacting with SSDG. Details about the connectans be found in the connector development
manual.

Figure 1: SSDG Stack
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2.1 The SSDG Stack

The SSDG stack consists of operating system , @i server JBoss, and PostgreSQL
as database. The SSDG stack shall be providedbsaC-along with the SSDG software
product gateway.

2.2 SSDG Software Product

The SSDG Software Product incorporates the varousponents that are critical to the
proper functioning of the gateway. The SSDG SoféemMaroduct includethe Messaging
Engine, Directory Componemind Management Componem&. brief description of each
of the components is given in the following secsion

2.2.1 Messaging Engine

The Messaging Componerg the core component of SSDG. It carries outfttiewing
tasks.

i) It validates and processes a message baskdesaperability Interface Protocol
(IP).

i)  Routes the message based on its type (serviotfideclass id).

i)  Keeps a record of all the messages sent to batklepartments till they are
acknowledged to end user.

iv) In case SP is not available, the messaging coemiarif SSDG resends the request
of SAP to SP at regular intervals untisiaccepted by SP. This is done for at the
most 24 hours. In case of failure of daiing the request to SP within 24 hours,
the request is returned back to SAP aleitly an error message.

v)  Time stamping

2.2.2 Directory Component

The Directory Componenkeeps the repository of all services hosted ag#teway. This
directory is also knowas Gateway Services Directof@SD).

)] Listing of services that are registered on thewate

i) Resolving services when requested by SAP

i) Authentication of Service Access Provider (SAP)tfar requested service

iv) Directory component uses a database to maintairrgpesitory of services,
SAPs and SPs

V) It provides web interface for registering SAP, $H aervices
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2.2.3 Monitoring Component

TheMonitoring Componendf will be responsible for proper monitoring of SSD
software and hardware infrastructure at SSDG Datatr€. Hyperic HQ, an open source
monitoring system will be used for as the monitgrtool. Hyperic HQ has Server and
Client components. There will be a dedicated maeHanm monitoring the other servers
and will have Hyperic HQ Server installed on it,iletrest of the servers will have HQ
Agent installed. This monitoring setup will provitt@lowing main features -

i)
i)
ii)

W Sh
CDAC

Customizable Dashboards

Auto discovery of Servers/Services

Availability of Operating System (Servers), Applicaa Servers, Database
Servers etc.

CPU Utilization

Memory Usage

Disk Usage

File system Usage

Transaction monitoring through monitoring of JBoapplication server,
PostgreSQL database server etc.

JBoss heap size and usage, EJB monitoring

Database transactions response time, run timenasatilization, usage logs

Capability to set thresholds, and forwarding aleidssSMS/email

Escalation of events/actions

Configuration of Service Levels

Graphical display of various matrices

Page 10 of 84



SSDG User Manual

Part 3: Installing SSDG

WSh
CDnC Page 11 of 84



SSDG User Manual

Chapter 3 Getting Started

This section provides information regarding how &5€an be obtained, installed and used for
various applications.

4.1 Getting SSDG

SSDG software solution can be obtained from CDACeothe End User License is
signed between CDAC and State Government. The SS&ii&are solution contains the
SSDG Software Product and SSDG stack which inclegesating system, PostgreSQL
and JBOSS along with the generic connectors redjdore communicating with SSDG.

The following sections describe how to install SSDGce the desired hardware is
obtained. The bill of material of the hardware riegg for deployment of SSDG is given
in SSDG Operational Manual

4.2 Installing SSDG Stack

The SSDG stack needs to be deployed as shown imlgpkwyment diagram before
starting the installation.

4.2.1 Centos Installation

For detailed installation instructions please re@rthe CentOS Installation manual.
Installation of PostgreSQL 8.3.x and Java Develapriat (JDK version 6 update 23) is
required.

Once CentOS Installation is complete, carry out fililowing steps as a root user to
configure the PostgreSQL Database and JDK.

4.2.2 Preinstalling Software for SSDG Software product

Following software must be installed after Opemtisystem is installed as per the
instructions given in OS installation manual:

- Java development Kit (JDK) v 1.6 update 23
- PostgreSQL 8.3.x

4.2.2.1 Steps to install Java development Kit (JDK) v 1.6 pdate 23

Go to FoldelSSDG Manuals DVD 4\PostgreSQL and JDK\JDK

a. Type ./ jdk _install.sh
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b. For uninstalling — Typ@k_uninstall.sh

OR

a) Typealternatives - -config java: This command checks whether java is installedodr It
lists the various version of jdk installed on systé any. If it displays the list, it prompts the
message “enter the selection number” .the numbmridhbe provided so as to make the installed
java as default.
b) rpm —qa | grep javaalso lists the various version of java installiedny on system.
¢) Move to the folder where the JDK setup is stored
d) Executechmod +x nameofjdkinstallation.rpm.bin : this grants everyone (user, group and
other) execute permission, and the command
e) Execute/jdk-6u23-linux-x64-rpm.bin
f) Accept the End user License agreement termsatet yes
g) Press enter to continue.
h) Java gets installed in default foldéusr/java/jdk1.6.0_23/bin
i) Executealternatives - - install /usr/bin/java java /usrjava/jdk1.6.0_23/bin/java 1
]) The above command can be interpreted as Exett@imatives - -install <link> <name>
<path> <priority>
k) <link> is /usr/bin/java: where java needs toitsalled.
[) <name> is java
m) <path> is /usr/java/jdk1.6.0_23/bin/java : tisishe path from which it installs java
n) <priority> is 1
0) To install java compilelExecute alternatives - - install /usr/bin/javac jaac
lusr/javal/jdk1.6.0_23/bin/javac 1
p) Typejava —to check if java is installed
g) Typejavac- to check if java is installed
r) To check which version of java is installed Typea —version
s) Edit file named profile by typingm etc/profile and add following text
a.export JAVA_HOME-=/usr/java/jdk1.6.0_23
b. export PATH=/usr/java/jdk1.6.0_23/bin:$PATH
c. export CLASSPATH-=.:/usr/java/jdk1.6.0_23
t) Switch user by typingu —Iso as to update the changes made to system (iiefile
u) To check whether JAVA_HOME environment variaislset or not typecho
$JAVA _HOME.

4.2.2.2 Steps to install PostgreSQL 8.3.7

a.Mount the CD in which database setup is given.

b.Traverse to directorgd/media.

c.Type rpm —qga | grep postgresgl —serverThis command checks whether
postgreSQL is installed on OS or not or any otlegsion is present or not.

d.Move to folder where postgresQL setup is stored. ial/media/cd-
rom/rpom_RHEL5 X86 64/8.3.7

e. Typerpm —ivh *.rpm - this installs the package of database provided.

f. Typecd

g. Type pwd—which will show the path of current directory
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h.Typesu postgres legin as user “postgres”

i. Create a directory named data —typledir data

J. To initialize database : typéetc/init.d/postgresql initdb

k.Login as super user postgres : tgoe-postgres

I. Type psql to enter the interactive terminal of postgres lase where one can
perform all the necessary action related to datalsash as creating table ,list
tables creating database etc.

m. Type\l to list the databases present.

n.To activate the PostgreSQL database service whesgsem starts so as to avoid
manually running the database service— tgpkconfig - -level 2345 postgresql
on

0.To check whether the postgresql service is activaigechkconfig - -list | grep
postgresql

To manually set certain parameters which are inaporfor PostgreSQL to give

better performance Refer to SectiBostgreSQL recommended Configurations
For this one needs to edit thmostgresgl.conffile which can be done after
installing PostgreSQL database where the stepseieded in sectionnstalling
Database Component.

4.2.3 Jboss Installation

4.3

The Jboss installation is integral to the SSDG & Product Installation. When the
user installs the SSDG Software Product throughiribtaller provided by CDAC, the
Jboss server is installed with the same. Referige@.3 for Installation of various
components of SSDG Software Product.

Installing SSDG Software Product

SSDG Software Product comprises of 3 different comepmts viz. messaging engine,
directory component and the management compondliRAC provides installation
software for installing all the above componentsaliolAs under licensing agreement.
The installer allows the easy and guided installatiof the SSDG components.
Screenshots of installing the various SSDG compisnare provided in the following
sections. Though, there is a common installer fatalling all three components, each
component needs to be installed separately.

4.3.1 Installing Messaging Component

This section provides guidelines for installing SSDMessaging Component. Here
snapshots of the installer while installing the &Messaging Component are included.
Explanation for each screenshot is also provided.

Camc Page 14 of 84



SSDG User Manual

1) Welcome Screen of SSDG Installer

Department of Tnformation Technology, e-Gov 4+ .I*'

B
Ministry of Communications and Information Technology Ex SEIVICE 4 #7 2

) 2 ; change #+ CDnc
ey OVEmment of India S o "

Welcome

To

SSDG Installation

Designed managed anud mamtamed by C-DAC Manhai

w Install b@ Uninstall

Figure 2 : Welcome Screen of SSDG Installer

2) The Read Me enlists the various softwares that Idhbe installed on the system before
installing SSDG Software Product.
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S5DG Installation

Department of Information Technology, c-Gov et
Ministry of Cemmunications and Information Technology Excﬁilnwcce ;;»'*
Government of India R

Read Me

Flease make sure Fostgres server 8.3 is installed and running before SDOG Installation.

Designed managed amd manttamed by C-DAC Munbai

Figure 3 : Read Me

3) Next, there is a license file that needs to be f@adhe user and only after accepting the

licensing agreement; the user can proceed witingtallation.
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55DG Installation

Department of Information Technology, e-Gov 4+
Ministry of Communications and Information Technology SETVICE

2 Exchange #
Government of India ERERANGE

PR

Licence

The 550G SOFTWARE PRODUCT must be licensed as follows:

(IS

Installation and Use.

COAC will grant the rights 1o install and use copies of the 550G SOFTWARE FEQDUCT on

computers running a valid licensed copy of the operating system for which the 5500 SOFTWARE
FRODUCT was designead

¥ | do not accept the terms of this lience aggrernent.

Designed managed and mamtamed by C-DAC Maonbai

Figure 4 : EULA

4) Next, screen shows Token number. To get the prokiext Call the number displayed on
screenshot or one can mail the token along witte stdormation at displayed email address
as shown in Figure 5. Only when the valid produey ks entered, the installation can
continue.

WSh
Camc Page 17 of 84




SSDG User Manual

4 SSDG Installation [=I[x]

Department of Information Technology, e-Ciov ¢+

Ministry of Communications and Information Technology SErvice ¢
¥ Gov : Exchange #=
ey OVernment of India

=MKOm- MRS nneo
Information

o Your Token is 340
To get the product key Call C-DAC at 022-26204923
or

Mail the token along with your state information to ssdg@cdacmumbalin
during office hours (9:30 AM to 5:00 PM)

Designed managed arul maitaimned by C-DAC Mumbai

Figure 5 : License Key

5) When the correct product key is entered, the ‘Nexitton becomes active and the
installation proceeds as shown in Figure 6.
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4 S5DG Installation

Department of Information Technology, c-Giov 4t
Ministry of Communications and Information Technology Ex Service i

e . change # 2 ’
it Government of India PR

/7GOX S 181U BBKW5 )I‘»/IYBFl

Designed managed and maintained by C-DAC Mimibai Show Token

Product Key

Figure 6 : Product Key

Password

postores user's Password Confirm Passward

Figure 7 : Prompt for Postgres password

6) After the correct product key is entered, the folltg screen shown in Figure 7 appears
prompting for postgres Database password. The Sewten appears which displays the
components that can be installed using the insteflelect the radio button next to SSDG
Messaging for installing the Messaging Componentshewn in Figure 8. Only one
component can be installed at a time. Please mateatl the four components should be
deployed on different servers.

WSH
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55D G Installation

Department of Information Technology, c-GOoV 1
Ministry of Communications and Information Technology Ex Service 4«

2 change s«
A S
Government of India 2 P A

Select Choice

@ SSDG Website

# 55DG Database & S5DG Monitoring

Designed managed anid manamed by C-DAC Mumbal

Database IP Address

§$5D G Database Server IP Address

Figure 9 : Database IP Server Address
7) The screen prompts for the IP address where thabse Server is installed. Please make
sure that First SSDG Database Component needsitstadled and the IP address of that
server should be known as shown in screen belo IFfaddress of Database Server should

be the virtual IP which you will get after Datababeastering is done .One can refer manual
named “Cluster Configuration for Database”.

Camc Page 20 of 84



SSDG User Manual

Database |IP Address ! !!!
Error

A
Fad

55DG Database must be installed before installing Messaging components

Figure 10 : Warning about SSDG Database

8) If the IP entered is incorrect, below screen depice warning.

Error x

The server does not support 55L
The server does not support 550
The server does not support 550

Figure 11 : Incorrect IP of Database Server
9) If the IP address of Server on which the SSDG Cet@lComponent is installed is correct, it
prompts the user for the confirmation of the detaititered by him as shown in screen given
below.

e

[ Database IP Address [;]IET

Warning

£5D G Datah .
A Please confirm IP address

192.168.0.39

Figure 12 : Confirmation of IP Address of SSDG Dathase Server
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55D G Installation

Department of Information Technology, c-Gov v
Ministry of Communications and Information Technology EKC“}::?HE lgc 77
Government of India e

Select the path of Postgre50L bin Directory

Jopt /PostgreSQL/ 8.3 /bin

Select the path of Postgre5SQL data Directory

Jopt /PostgreS 0L/ 8.3 /data

Designed managed and mamdained by cdaconmbai

Figure 13 : Enter PostgreSQL bin data Directory

10)The screen prompts the user for entering the piaply_actl file of PostgreSQL located in bin
directory of PostgreSQL. This utility is used faarsing, stopping, restarting and displaying
the status of the PostgreSQL.

11)The second entry prompts the user to specify trextdiry to for data storage. This parameter
can only be set at server start.

12)Figure 13 shows the path of both bin and data tirgof PostgreSQL.

13)Figure 14 warns the user about closing all termsirdlPostgreSQL to be closed as it might
effect the installation.
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i

55DG Installation |:Jl£|
='a'-' -
B Department of Information Technology, c-GQov 4+ z
k. Ministry of Communications and Information Technelogy E }5‘31 vice . ; #/
=i Government of India xC ‘I“Il‘lgc 7

~MECE= MKG -+ BROO

| Inforamtion

Please close all Pgadmin and SOL Shell/psql Teminal .
Select the path o

Jjopt /PostgreS Q)

Desipned manageil anid maimtaimed by cdaonumbai

Co

Figure 14 : Warning about PostgreSQL terminals to le closed
14)There are 2 things that get installed with the Mgssy Component.

) Jboss Application Server — The Jboss Applicatiorv&eis marked by
default for installation.

i) SSDG Solution — It is divided in two parts, Parrid Part 2. Both parts
need to be installed separately as shown in Figjoire

WSH
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550G Installation

[ .
Department of Information Technology, c-Gov 4+ Q§| g
Ministry of Communications and Information Technolagy Service L u;

! . ; ang -
* - Government of India Ef,c'::mmc_f = @ ;mc

Select Component

[ | Select the pack wou want to install
|boss Application Server
9 [ 550G Solution
® Partl

Description Part 1 and Part 2 should not be on same Server.

Total Space Required 210 MB Avaliable Space
Desipned managel and maimtamed by C-DAC Mumbai

Figure 15 : Part 1 Installation

If nothing is selected in SSDG Solution part, thstallation will not proceed and the user
will be prompted to select one of the two partsS&DG Solution .When one of the parts is
selected, the installation proceeds as shown iar€ig)5.

15)The following screen as shown in Figure 16 prontpé&suser to give paths for the different
files. The user needs to set path for Applicatierv8r (Jboss), for Log Files and for
Configuration files. The paths for these files se¢ by default for the user in the installer.
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55DG Installation

Department of Information Technology, c-Gov ot
Ministry of Communications and Information Technology Exc% ﬁh‘:gc I
" Government of India SRR 2

Fath
Select the path of Application Server (jboss)

JSusr/nsdgmessaging

Select the path for Logging Files

Svar fapplog /ns dgmessaging

Select the path for Configuration Files

[var fappcont /nsdgmessaging

Designied manageid arul mantamed by C-DAC Mambai

Figure 16 :Path for Log Files

16)Once the file paths are set and the ‘Next’ but®alicked, the installation process begins as
shown in Figure 17. The JBoss zip files are copeerklevant locations and are extracted to
install the Jboss Application Server.

%
&
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S5DG Installation

Department of Information Technology, 5(} Gov r “
Crvice 44

Ministry of Communications and Information Technology Evehande 2
Government of India T

Installation Proaress
Copying Application Server |boss

Total Installation PFrogress

Dresigned managed and maimtained by C-DAC Mambai

Figure 17 : SSDG Messaging Solution Installation

Once required files are extracted, the SSDG Salusionstalled as shown in Figure 18.
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[

( SSDG Installation [=)[x]]

Department of Information Technology, c-GoV o+
Ministry of Communications and Information Technology SEIVICE 4o
Government of India

= Exchange #~

sric@-neo- weco

Installation Proaress
Jboss Server Installation done.

—| Inforamtion

Total Installation Frogre;

Installing 55DG Solution .

Figure 18 : SSDG Solution Installation

Camc Page 27 of 84



SSDG User Manual

= SSDG Installation

Department of Information Technology, c-GioV -1
Ministry of Communications and Information Technology Excii]nwgt 3;{_
Government of India e § .

=KD - = HH

Installation Proaress
Configuring Postgres for |boss Server

Total Installation Progress

A [server /messaging /deploy /postgres-jboss-ds.xml
(A /server /messaging /deploy /postgresPKI-ds.xml

kA /server /messaging /deploy /nsdgOuene-service.xml
tA [server /messaging /deploy /postgres—xa-ds.xml

A /server /messaging /deploy /postgres_GSD-ds.xml
1 ]

Desipned manageid arul maimtaimed by C-DAC Munmbai

Figure 19 : Server Initialization

17)Finally, the all the data sources files relate@tstgres get configured as shown in Figure 19.

18)Deploy NSD.truststore and nsdg.keystore providedsgs shown in Figure 20.

%
&
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55DG Installation

Department of Information Technology, c-Gov 4 -

Ministry of Communications and Information Technology Excﬁiwlgc}’-;r
Government of India e

=MRESME- MKg - RN -

Select the path of truststore file

Asr fnetbean /Projects /Installer /550G /conf/NSD.truststore

Select the path of Keystore file

usr /netbean fFrojects /Installer /550G /conf /nsdg.keystore

Designed manageil anul maintamed by edammumbai

Figure 20 : Deploying truststore and keystore

19)The SSDG Solution now initializes. Various pernoss are set before the solution is
completely installed as shown in Figure 21, Figg@eand Figure 23.
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4 SSDG Installation [=)ix]

Department of Information Technology, c-Gov 4 ‘

Ministry of Communications and Information Technology Exr:ii]r-wwge ;’
Government of India oS

SMmoms MRS RHOD

LRILEETSR

Installtion Progress

Initilizing 55DG Solution

Designed managed and mamtamed hy C-DAC Mambai

Figure 21 : Initialization of SSDG Solution
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£ SSDG Installation

. -
Department of [nformation Technology, e-Gov o+t q:] z
Ministry of Communications and Information Technology EKC“}::?HNEC -;; 2
Government of India S D s

-~ RS- PR~ HH

Installtion Progress
Initilizing 55DG Solution

11:24:03,941 INFO [ProfileServiceBootstrap] Loading profile: ProfileKey @49c8~
11:24:07,492 INFO [WebService] Using RMI server codebase: http:/ /cmj-seng-
11:24:19,143 INFO [NativeServerConfig] JBoss Web Services - Stack Native Co
11:24:19,158 INFO [NativeServerConfig] 3.1.2.GA

11:24:20,041 INFO [AtwibuteCallbackItem] Owner callback not implemented.

11:24:22,401 INFO [LogNotificationListener] Adding notification listener for 1o

[ i

1 Il k

Designeid managedd amd mamtained by C-DAC Mumibai

Figure 22 : Initialization of SSDG Solution
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S5DG Installation

Department of Information Technology, c-0oV ot

Ministry of Communications and Information Technology Exc":}_ﬁir-awge -;
Government of India arge %

SMESE- MG HADG

Installtion Progress

Setting premiss ions

Setting premission for jhoss gruop and jboss user ...
Setting Jboss User ...

Setting Jboss group ...

1 I

Designed managed sl maintamed by C-DAC Mumbai

Figure 23 :Permissions for JBoss
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20)Before the installations completes, a dialog bogeaps prompting the user to edit the user
name and password, if he so desires, for the Jrm¥ate. The user then clicks on the ‘Save’
button to confirm above the changes as shown iargig4.

Department of Information Technology, e-Gov 4 *

Ak Ministry of Communications and Information Technology SETvice o
e : Exchange =

Governmaent of India

i: DS File Detaiis

Change JmX Console ...

Desipneil manageil and mantamed by cdaonumbai

Figure 24 : JMX Console
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21)Once the above, step is executed, the Figure 2%sshbe installation of the SSDG
Messaging solution (Part 1 or 2 whichever is chpgenbe complete. The screen also
prompts the user if he wishes to save the insiafiadetails. If the user wishes to save the

details, he clicks on ‘Yes’ button.

Department of Information Technology, e-GoV o4

Ministry of Communications and Information Technology Excﬁﬁlnwgt :: o,
Government of India aNge %

il 1
mm

SSDG ( Messaging - Part 1 ) installed successfully.

Do you wish to save installation log ?

Designed managed anud maintained by C-DAC Mambai

Yes

Figure 25 : SSDG Messaging Installation

22)The above step opens a window where the user cavsbrthe files and select a file where
the installation log will be saved. Once the useoases a file for logging the installation
details and clicks on the ‘Save’ button, all insti@bn details regarding the SSDG Solution

are logged in the selected file as shown in FiQére

WSh
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Save Log

[ Desktop |j| buguri_homepage.jp
] postgresql-8.3.8 |j| 00o0_3.1.1_Linuxintel
] untitled folder D pgadmin.log

|j| anaconda- ks.cfg |j‘| postgresql- 8.3.8.1ar.

S50DG_Installer_Messaginglog. txt
All Files ﬂ

Save selected file

Figure 26 : SSDG Messaging Installation Log File

23)The above steps are repeated for the installatid®dS®G Messaging Solution —Part2.Both
Partl and Part2 should not be deployed in samersédne can see the deployment of Part2
SSDG Messaging solution where SSDG Messaging saluwets initialized as shown in
Figure 27.In this figure it shows that Part2 of M&ging solution named
GatewayResendingMessaging.ear gets deployed whkefeyau Install Partl of Messaging
solution named GatewayMessaging.ear gets deployed.

WSH
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| . hitp://192.168 .0.70:8080/Resendinitize/admin jsp ] ¢

g Department of Information Technology, e-Gov + ) @m
Service

. Ministry of Communications and Information Technology (i c 3
Government of India g ”/ CDnc

“RRGE- DKD - HHES

Please Enter 1P Address of this Server : |192.168.0.}'U

Submit I

While installing Part 2 of Messaging Solution youlwe prompted to enter the IP address of
Server in which SSDG Messaging solution Part 2ibd deployed. After entering IP address,
the Figure Given below appears

WSH
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Mozilla Firefox

irks  Tools Help

‘. http://192 168 .0.70:8080/Resendinitize/admin jsp

& [
Department of Information Technology, c-Gov ot

HISh
i b . il i
Ministry of Communications and Information Technology Service ¢
o £ Indi Exchange »#~ . c
oy G0VCmIment of India RS D | 1

Please Enter 1P Address of this Server : (192 168.0.70

Click Ok.The SSDG Messaging Solution Part 2 gat@lized as shown in Figure 27.

%
&
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S5DG Installations

Department of Information Technology, e-Gov o+
Ministry of Communications and Information Technology Exc:i}:;ﬁjawge :; _"
Government of India ang f

Installation Proaress
Configuring Postgres for |boss Server

Total Installation Progress

messaging /deploy /postgres_GSD-ds.xml

messaging /deploy /GatewayResendMessaging.ear
messaging /lib /postgresql-8.1-412.jdbc3.jar
essaglngfdeplu}rfmessaglngfhsqldh pe151stence service. xml successfully

Designed managed and mamtained by C-DAC Mumbai

Figure 27 : Deploying of GatewayResendingMessagiregr (Part 2)

If one wants to remove the component, simply chiéxek component and Click on Remove
Button as shown in Figure 28 and Figure 29.

%,
&

()
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55D G Installation

Department of Information Technology, c-Gov 4t
Ministry of Communications and Information Technology EXC%?I]”V'EQ L »
Government of India anse z

PRS- MR- HEDD

Exisiting 55DG Componemts :—

Desipned manageil amd maiitaimed by C-DAC FMumbai

Figure 28 : Remove SSDG Messaging Component

Camc Page 39 of 84




SSDG User Manual

£ SSDG Installation (=]
)

Department of [nformation Technology, c-GOoV e+

Ministry of Communications and Information Technology Excﬁglr;gge ;’
>

Government of India IR

confirmation =i

Are You sure ,you want to delete S5DG Messaging component ?

Designed managed amd mandamed by C-DAC Mumbai

Figure 29 : Remove SSDG Messaging Component

S5DG Installation

Department of Information Technology, c-Gov .. +
Ministry of Communications and Information Technology Exc?ﬁj""ge ;
Government of India anec Lz

Removing removed directory: ~ /var/applog /nsdgmessaging’
Removing null
Removing removed /var/appconf /nsdgmessaging /log4j.xml’
Femoving removed directory: ~ /var/appconf’
DR.OP DATABASE
DEOP ROLE

1]

Designed managed anid mandaimed by C-DAC Mumba

Figure 30 : Remove SSDG Messaging Component
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After Clicking on ‘Next’ Button, the user is prongat to save the log file of uninstalling the
component as shown in screen below.

Save Log

ET E

B S5DG_Installer_Databaselog.txt
3 S5DG Installer Screen shots |j| S5DG_Installer_Hyperic Agentlog.
] untitled folder 2 |__°“| SSDG_Installer_Hyperic Serverlog.
[y new file~ [} sSDG_Installer_SSDG Websitelog.

S50G_Installer_Uninstalllog. txt
All Files ﬂ

Figure 31 : SSDG Uninstaller Log file

4.3.2 Installing Database Component

This section provides guidelines for installing SSDirectory/Database Component. Here
snapshots of the installer while installing the &SDatabase Component are included.
Explanation for each screenshot is also provided.

For Database Clustering one can Refer Manual naft@égster Configuration on Database
Servers”.

Assume that two Database Servers are there DB! 22 ,as Database servers DB1 and DB2
are in cluster environment there is no need t@aihBlatabase Component in DB2 .In this server
just make sure that the postgresgl server is iestahnd postgresql data directory i.e.
Ivar/lib/pgsgl/data is mounted on SAN space predid
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1) To install the Database Component, select the raditon for SSDG Database and click
‘Next’ as shown in Figure below.

55DG Installations

Department of Information Technology, e-Gov 4 *

Ministry of Communications and Information Technology SErvice o
: Exchange #+
E FrealE o

Select Choice

@ SSDG Messaging & SSDGC Website

& S5DG Monitoring

Designed manageil and mamtamed by cdaonumbai

Figure 32 : SSDG Database Installation
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55DG Installation

Department of Information Technology, C- GOV o .'*;'
s, Ministry of Communications and Information Technology Service 4 »
~, Government of India

i han gc f/"'

Select the path of PostgreSQL bin Directory

Jopt [Postgre5S0L/8.3/bin

Select the path of PostgreSQOL data Directory

Jom /PostgreSOL/ 8.3 /data

Designed manageil anul manxamed by cildacmumbai

Figure 33 : Enter PostgreSQL bin data Directory

2) The screen prompts the user for entering the plagly octl file of PostgreSQL located in
bin directory of PostgreSQL. This utility is usedr fstarting, stopping, restarting and
displaying the status of the PostgreSQL as shoviaigare 33.

3) The second entry prompts the user to specify thecdiry to for data storage. This
parameter can only be set at server start as shokigure 33.

4) The screen given below prompts user to enter thabeu of SSDG Messaging and SSDG
Web servers.

Servers

No. of $5DG Messaging Servers

No. of 55DG Web Servers

b4 Submit

WSH
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Figure 34 : Input for Number of SSDG Messaging & V¢b Servers

Servers

- E]ﬁ

Please confirm
S5DG Messaging Servers 2

Warning

55DG Web Servers 2

Figure 35 : Confirmation of Input

5) The above screen prompts the user to confirm detbibut number of SSDG Messaging and
Web Server it has entered.

6) The screen given below prompts the user to enéelRtaddresses of the SSDG Messaging
and Web Server. No two servers can have same iiessjdhe Figure 37 displays the
warning to the user.

Department of Information Technology, e-GioV et
Ministry of Communications and Information Technology Ex Service 44
Government of India

Messaging server (msgl) :-

Messaging server (msg2) :-

Web server (web1) :-

Web server {web?2) :-

Designed managed and mandamed by C-DAC Mumbal

Figure 36 : Enter the IP address of Messaging and &b Server
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[

( SSDG Installation [=I]]
Departiment of Information Technology, e-GoV s *

Ministry of Communications and Information Technology Excﬁﬁ;ﬂge ;"
. Government of India ange it

SLTEE T TR

__Messaqing server {msql) ;- §E
i r Error

ﬁ IP address can not be same.

Web server (web2) :- 192.168.0.3

Designed managed amil maitaimed by C-DAC Mumbai

Figure 37 : IP address Error

7) The above step completes the installation and He s whether he wishes to save the
installation log or not as shown in Figure 38.
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c-Cov 4 ;-

Department of Information Technology,
Ministry of Communications and Information Technology SErvice ¢
Exchan Gc ;,f'

. Government of India

SSDG Database installed successfully.

Do you wish to save installation log ?

Designed manageid and mantamed by cdaommumbai

Yes

Figure 38 : SSDG Database Installation Log

If the user clicks ‘Yes’ in the above step,ritithe user is prompted to browse the path

12) [
and select the file where the installation log vod saved. The user selects the file and
clicks on the ‘Save’ button as shown in Figure 3his completes the installation of the

Database Component.

WP
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Save Log

|j| buguri_homepage.jp
—J postgresql-8.3.8 D 00o0_3.1.1_Linuxintel
] untitled folder |j‘| pogadmindog
|__°“| anaconda- ks.cfg |j| postgresql- 8.3.8.1ar.

550G _Installer_Databaselog. txt
All Files =

Figure 39 : SSDG Database Installation Log

7.1.1 Installing Directory Component

Gateway Services Directory (GSD) is central regidtrcontains information about SAP, SP and
services that are availed and provided by SAP d&hdeSpectively and are available through the
Gateway at any particular point of time. Listingrwsees, searching for services, service
resolution and authentication of SAP is done byGISD.

This section provides guidelines for installing SSWebsite Component. Here snapshots of the
installer while installing the SSDG Website Compuanare included. Explanation for each
screenshot is also provided.

1) Select the radio button next to SSDG Website fetaifing the Website Component
as shown in Figure 40.

WSh
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55DG Installation

Department of Information Technolegy, e GOV . -L_'

Ministry of Communications and Information Technology Exciiﬁr-wﬂge J;,"
Govemment of India s Y

s DOvemmentoflase = o

Select Choice
@& SSDG Messaging L3 SSDG Website

@ SSDG Database & SSDG Monitoring

Designed managed and maimtained hy C-DAC Muambai

Figure 40 : SSDG Website Installation

2) Figure 41 prompts the user to give paths for tfiemint files. The user needs to set
path for Website Component and for Log Files. Théhg for these files are set by
default for the user in the installer.
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S5DG Installation

Department of Information Technology, e-Gov ,;-
. Ministey of Communications and Information Technology Service o
: Exchangc 2
Government of India

Path
Select the path

Jusr /nsdgweb
Select the path for Logging Files

Designed managed anud maintained by C-DAC Maonbai

Figure 41 : Path for SSDG Website Log Files

1) The installation process of SSDG Website begirgure 42 shows the server installation
in progress.

2) If the prompt for Database IP address pops up,sboeld enter which you will get after
Database clustering is done .One can refer maraaled “Cluster Configuration for
Database”.

WSH
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S5DG Installation

Department of Information Technology, @va;f
k. Ministry of Communications and Information Technology Ex SErvice . »
- Government of India

change #=

SMECfE- MRS - NRDE W

Installation Proaress
Jboss Server Installation done.

Total Installation Progress

tracting : jboss-4.2.3.GA /server /default/lib /jbossjta-integration.jar
tracting : jboss-4.2.3.GA /server/default/lib /properties—plugin.jarExtracti
Copying : /etc/init.d/jboss
Copying : /var/applog msdgweb /jboss_server_console.txt

Designed managed and mandamed by C-DAC Mumbai

Figure 42: SSDG Website Installation

3) Once the above, step is executed, Figure 43 (aypothe user to enter the IP address of
the Server where the SSDG Website component ialiedt This is a must for an
optional header field -Referrer that contains thLlf the referring document.

4) The field Referrer was designed for link backtragkand verification.request.getHeader
("referrer") will give you the source URL.

Database I[P Address

This Server's IP Address |
b4 Submit

Figure 43 (a): Server’s IP Address
5) In order to configure SMTP mail server, One needsrter details as shown in Figure 43
(b) Given below théP address of the servevhere SSDG website component is being
installed, themail.smtp.hosFor eg : cdac.mumbai.in and the mail address frdmehwv
mail can be senmail.from (eg :cdac@cdacmumbai.in).After entering the detalick
on “Submit” button.

Camc Page 50 of 84



SSDG User Manual

E Machine IP Address

This Server's IP Address 192.168.0.70

mail.sitp.host

mail.from

Figure 43 (b): SMTP Mail Configuration

6) Figure 44 shows the installation of the SSDG Webtitbe complete. The screen also
prompts the user if he wishes to save the insiafiatetails. If the user wishes to save the
details, he clicks on ‘Yes’ button.

Department of Information Technology, c-Gov ; #

Ministry of Communications and Infarmation Technology Service 4 s

. : = Ex::hﬂngr: f,f‘
oo Ciovernment of India

55DG Website installed successfully.

Do you wish to save installation log ?

Desipned managed amd mamtaimed by C-DAC Munbai

Yes

Figure 44: SSDG Website Installation
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7) Figure 45 opens a window where the user can bréheséles and select a file where the
installation log will be saved. Once the user clesoa file for logging the installation
details and clicks on the ‘Save’ button, all instiébn details regarding the SSDG
Solution are logged in the selected file.

Save Log

|j| anaconda- ks.cfg

|j| buguri_homepage
] postgresql-8.3.8 D Elkcie_s_child_liLjp
I S5DG Installer Screen Shots |j‘| hq

S50GC_Installer 550G WEbsitelug.t}{ﬂ
All Files =

Save selected file

Figure 45 : SSDG Website Installation Log File

7.1.2 Installing Monitoring Component

This section provides guidelines for installing SSDMonitoring Component. Here
snapshots of the installer while installing the &Monitoring Component are included.
Explanation for each screenshot is also provided.

3) Select the radio button next to SSDG Monitoring fostalling the Monitoring
Component as shown in Figure 46. Only one compocemtoe installed at a time. If
you look carefully at the screen, the componentghvare already installed on the
machine, the radio button for those components isabied. Hence only one
component can be installed on single server.

Camc Page 52 of 84



SSDG User Manual

55DG Installation

Department of Information Technology, c-Giov v T
Ministry of Communications and Information Technelogy Service 4

; Exchange #~
Government of India oo

-

Selact Choice

# 55DG Messaging L J

Crs )G Database ) SSDG Monitoring

Desipned manageil aaul manxamed by C-DAC Mumbail

Figure 46: SSDG Monitoring

4) Figure 47 prompts the user to select the optionrfstallation of Hyperic HQ Server
and Hyperic Agent. Click on ‘Install Hyperic HQ Ser.
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(4 SSDG Installation =i}

Department of Information Technology,

Ministry of Communications and Information Technology Excﬁﬁwlgt ; r
Government of India ange 7

Information

Select Option :-

Install Hyperic HQ Server Install Hyperic I:Iq_Ag_en__'t

Designed managed anud mamtained hy C-DAC Mionhai

Figure 47: Option for Installing Hyperic Server and Agent

5) Figure 48 prompts the user to give paths for tiiemint files. The user needs to set
path for Monitoring Component and for Log Files eTpaths for these files are set by
default for the user in the installer.

WSh
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S5DG Installation

Department of Information Technology, - GOV ot
Ministry of Communications and Information Technology Exci}i?r':b:ge _;;,_"'
Government of India et g

SR - PR AN

Select the path

JSusr ‘'nsdgmonitoring

Select the path for Logging Files

Jusr /nsdgmonitor ing /hyperic /server /logs

Desipned managed and maitamed by C-DAC Muonbai

Figure 48: Path for SSDG Monitoring Log Files
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S5DG Installation

Department of Information Technology, c-Gov . *

Ministry of Communications and Information Technology Exc%?l]r-ugge}; 7

Government of India

Installation Proaress
Extracting

Total Installation Progress

rine /server/default/conf /props /jbossws-roles.properties

rine /server/default/conf /xmdesc /AttributePersistenceService—xmbean.xml
rine /server/default/deploy /ejb3.deployer/jboss—annotations-ejb3.jar

rine /server/default/deploy /hq.ear/alertTempl ates /subject.gsp

kine /server/default/deploy /hq.ear/hq-plugins /netdevice-plugin.jar]

Designed managed and mandtamed by C-DAC Mumba

Figure 49: Hyperic Server Installation in Progress
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55D G Installation

Department of Information Technology, e-Gov 4+

Ministry of Communications and Information Technology txcﬁiiwﬂgefﬁ

- Government of India

Select the path of PostgreSQL bin Directory

Jopt /PostgreS 0L/ 8.3 /bin

Select the path of Postgre5S0L data Directory

1t/ PostgreSQL /8.3 /dat - -
P NECAS S

Designed managed and maimtained by cdaconbai

Figure 50: PostgreSQL bin and conf directory

6) The installation process of Hyperic HQ Server begifigure 49 shows the server
installation in progress.

7) The screen prompts the user for entering the pigbly cctl file of PostgreSQL located
in bin directory of PostgreSQL. This utility is wkefor starting, stopping,
restarting and displaying the status of the PoSiQte

8) The second entry prompts the user to specify thecuiry to for data storage. This
parameter can only be set at server start.

9) Figure 50 shows the path of both bin and data tirgof PostgreSQL.

10)Figure 51 warns the user to close all the termin&lBostgreSQL i.e. psql pgAdmin
terminal. This is to make sure that installatiordatabase required by Hyperic Server
is not interrupted.

WSh
CDMC Page 57 of 84



SSDG User Manual
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Select the path of PostgreS0L bin Directory
Jopt /Postares Q| Inforamtion

Please close all Pgadmin and 50L Shell/ psql Teminal .

Select the path o

Jopt /PostgresQ

Designed managed anil mantamed by cdacomumbai

A
& Department of Information Technology, Cc-GioV 41 5
Ministry of Communications and Information Technology Excﬁﬁwlgt “;"
Government of India _"m_m:_,é L Dm

LB

Figure 51: Close PostgreSQL terminals
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SSDG Installation (x|

(5 } N

Department of Information Technology, c-GoV 41 = ]
Ministry of Communications and Information Technology SErvice 4

Exc hangc po |

Government of India

“P{HEE- KD - HRES

Select the path of Postgre50L bin Directory

Jopt /PostgreSQL/8.3 /bin i- Warning

Please confirm paths
Select the path of Postgre5Ql

Dresigned managed and mamtained by cdaconimbai

Figure 52: Confirm the details

11) Figure 52 prompts user to confirm the details.cicking “Confirm”; click the
“Next Button”.

12) Various permissions and users and tables areecréat functioning of Hyperic
Server as shown in Figure 53 and Figure 54.
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55DG Installation
Department of Information Technology, c-QioV o+

Ministry of Communications and Information Technology Excﬁiir-jﬂgc *a;"
Government of India G-

sMESE-nmos auoo W

Installation Proaress
Setting premissions

Total Installation Progress

betting premission for jboss gruop and jboss user ...
Setting Jboss User ... Ownership have been set to Jboss User.

Designed managed and maimtained by C-DAC Minhai

Figure 53: Jboss User and Group Permission
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Department of Information Technology, e-GioV 4+
Ministry of Communications and Information Technology Exc%glnwwg( j‘ o
Government of India Riirag P

Installation Proaress
Setting premissions

Total Installation Frogress

Creating admin user and Database HO for Hyperic Server .... done

Creating Tables in Database HQ for Hyperic Server .... done

Designed manageid anul maimdaimed by C-DAC Muonbai

Figure 54: Creation of admin User and Tables for Hperic Server

13)Once the above, step is executed, Figure 55 shHmvmstallation of the Hyperic HQ
Server to be complete. The screen also promptsigke if he wishes to save the
installation details. If the user wishes to sawedhtails, he clicks on ‘Yes’ button.
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State e-Governance
Service Delivery Gateway

& Messaging Middiewara for Integraticn & Interoparability

Hyperic Server installed successfully.

Do you wish to save installation log ?

Desipned managed amil maitained by cdacomumbai

Yes

Figure 55: Hyperic HQ Server Installation Log File

14)The above step opens a window where the user cavsbrthe files and select a file
where the installation log will be saved. Once tiser chooses a file for logging the
installation details and clicks on the ‘Save’ baftall installation details regarding
the SSDG Solution are logged in the selected &lslown in Figure 56.
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Save Log

|j| anaconda-ks.cfg

D buguri_homepage
] postgresql-8.3.8 D Elkie_s_child_litjp
[ SSDG Installer Screen Shots |j| hq

S5DG_Installer_Hyperic Serverlog. iyt
All Files =

Save selected file

Figure 56: SSDG Hyperic Server Installer Log

15)For installing Hyperic HQ Agent, Select the radigttbn next to SSDG Monitoring
for installing the Monitoring Component as showrfigure 57.
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55DG Installation

Department of [nformation Technology, e-Gov ¢+
~ Ministry of Communications and Infarmation Technology Service 4+
;‘L Government of India

Exchsmgc P

Select Choice
@ S5DG Messaging @ 550

# SSDG Database O SSDG Monitoring

Desipnied manageid anul mantaimed by C-DAC Mumbal

Figure 57: SSDG Monitoring Component

16)The screen in Figure 58 shows the user what cormpeaee already deployed on the
server. It is mentioned before that only on comporshould be installed on single
server.Hyperic Agent can be installed on all sexver
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S5DG Installation

Department of Information Technology, c-GoV ot
Ministry of Communications and Information Technolagy Exc%?n\ﬂge 1%
", Government of India L [

~MRDE- RS- RHEG

Exisiting 55DG Components :-

Designed managed anul maidained by €-DAC Mionbai

Figure 58: List of components installed on server

17)On clicking the ‘Skip’ button, prompt screen appeas shown in Figure 59 stating
that Hyperic Server is already installed on thichmae. Click on “OK” and proceed
further. Click on “Yes” to install Hyperic Agent atown in Figure 60.

Camc Page 65 of 84



SSDG User Manual

A SSDG Installation D.E‘]_

Department of [nformation Technology, c-GoV ot
Ministry of Communications and Information Technolagy Exc%ﬁr;ﬂge ;f
i ey i e b= /.-’-’

el Government of India e 4

Select Choice

Error

e 55DG Monitoring Server already installed.

@ SSDG Databas

Designed managed and mamtamed by C-DAC Mumbai

Figure 59: SSDG Hyperic Server installed on server
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-

A SSDG Installation (=)[x]

Department of Information Technology, e-Gov 4+

Minisiry of Communications and Information Technology SETVICE 4 #7
Exchange ##
- P oo W

i i
o Government of India

Selact Choice

Warning

Do you want to install $5DG Monitoring Agent?

Figure 60: Install Hyperic Agent
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55DG Installation
Department of [nformation Technology, e-Gov +

Ministry of Communications and Information Technology Exc‘aiwlg{f ; s
Government of India &€ 7

Select the path

Susr ‘'nsdgmonitoring

Designied managed and mantaimed by C-DAC Mumibai

Figure 61: Path for Hyperic Agent

18)Figure 61 shows the path for Hyperic Agent
19)The installation process of Hyperic HQ Agent begifise screen in Figure 62 shows

the installation in progress. Various permissiomesset before the setup is completely
installed
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550G Installation

Department of [nformation Technology, c-CioV 4t
Ministry of Communications and Information Technology Service 4 ¢
. Government of India

Exr:hangc 5‘?'

=MRIHL = IEKCE: HHEDE W

Installation Proaress
S5etting premissions

Total Installation Frogress

: agent-4.2.0 /bundles /agent-4.2.0-1260 /pdk /lib /mx4j /mx4j-tog*
: agent-4.2.0 /bundles /agent-4.2.0-1260 /pdk /lib /ws-commuons-

: agent-4.2.0 /bundles /agent-4.2.0-1260 /pdk /plugins /scripting /

: agent-4.2.0 /bundles /agent-4.2.0-1260 /product_connectors /ser

: agent-4.2.0 /bundles /agent-4.2.0-1260 /product_connectors /ser|»

Designed manageid and mamdamed by C-DAC Mimnbai

Figure 62: Permissions for Hyperic HQ Agent

20)Once the above, step is executed, click on the tNmK)ton .The screen in Figure 63
shows the installation of the Hyperic HQ Agent t® @omplete. The screen also
prompts the user if he wishes to save the insiafiatetails. If the user wishes to save
the details, he clicks on ‘Yes’ button.

%
&

()
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Department of Information Technology, c-Gov
Ministry of Communications and Information Technology Service 4o

Government of India - Excha ngcr 1 Canc

Hyperic Agent installed successfully.

Do you wish to sawve installation log ?

Designed managed and mantaimed by C-DAC Mumbai

Yes

Figure 63: Hyperic HQ Agent Installed

21)The above step opens a window where the user cavsbrthe files and select a file
where the installation log will be saved. Once diser chooses a file for logging the
installation details and clicks on the ‘Save’ baftall installation details regarding
the SSDG Solution are logged in the selected §ilsreown in Figure 64.

WSH
CDMC Page 70 of 84



SSDG User Manual

Save Log

] Desktop |j| anaconda- ks.cfg
] Openoffice |j| buguri_homepage
] postgresql-8.3.8 D Elkie_s_child_liLjp
[ SSDG Installer Screen Shots |j| hq

S50C_Installer_Hyperic Agentlog.txt
All Files =

Save selected file

Figure 64: Hyperic HQ Agent Installation Log file
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7.2 SAP and SP Connectors

The major function performed by the connector igterface the Service Access Provider (SAP)
and Service Provider (SP) to State e-governanogcgddelivery Gateway (SSDG).

The core functionality of the SSDG is to providesseging communication between the SAP
and the SP and vice versa for a citizen to availMirious services offered by SP. Connector is a
component that channels the data between SAP anldr&@i®yh SSDG by manipulating the data
as per standards and specifications of SSDG aed ¢itSP. Connectors may also be looked
upon as an integration mechanism between SAP andr8ikgh SSDG.

There are 2 types of connectors operational oisthand SAP side.
i. Generic Connector.
ii. Application Specific Connector.

Generic connector provides functionalities for soooenmon tasks associated with Gateway
communication whereas the application specific ector is responsible for the functionalities
related to application needs.

Elaborating a more on the above, there are somenconor general requirements that are to be
fulfilled for Gateway communication. These requisgits are taken care of by generic
connector. Whereas, the application level requirdmeary depending upon a lot of factors like
application vendors, the application developmeatfpim, etc, there is a need for

application specific connector to fulfil the reqgnments at application level. Hence, there is a
need for 2 separate connectors, generic and spéoifihn at SAP and SP side.

The generic connectors will be provided by C-DAC.

Detailed information about the connectors is predith the Connector Development Manual.

7.3 Digital Certificates

This section is intended to provide developers asets with information about the purpose and
usage of the Public Key Infrastructure in the SEe8overnance Service Delivery Gateway.

In the constellation of Gateway in majority of theenarios the communication channel between
different entities (SAP, Gateway, NSD, and SP) Wwél the public networks like Internet. To
ensure authentication, confidentiality, integritydanon-repudiation over the public networks, bi-
directional public key infrastructure (PKI) is used

Detailed information about public key infrastruagur(PKI), obtaining a certificate and
installation is given in PKI document.
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7.4  Starting Application on SSDG

This section describes how to register SAP, SPsandices to SSDG. For further details, one
can refer to SSDG Website User Manual.

Part: 4 Testing and Troubleshooting
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4.1 Testing

1) After the successful installations of all the comeots listed insection 3.3
INSTALLING SSDG SOFTWARE PRODUCTEXECUTE the jar file for testing
whether the gateway installed is running properhynaot. Enter the ‘Gateway IP’, Click

on ‘Test’ button. The success message appearsdexhbox present near ‘Status’ label
as shown in figure below.
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2) The above step opens a window where the user aamsbrthe files and select a file
where the Test log will be saved. Once the usepst® a file for logging the testing
details and clicks on the ‘Save’ button, all tegttletails are logged in the selected file.

3) In order to validate IP address like the numerhatsukl not exceed 255, not more than 3

dots allowed overall, no consecutive dots allowtdifancorrect IP is entered and ‘Test’
button is clicked, message prompt box saying ‘liivi?’ is displayed.
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4) If incorrect IP is entered, message saying ‘ConoedRefused is displayed in the text
box present near ‘Status ’ label as shown in fidelew.

Page 76 of 84



SSDG User Manual

4.2 Troubleshooting

Error Codes

The section enlists the errors that are likelyriseaduring the installation procedure. The table
contains the description about the error code enchéaning.

Table 1 : Error codes and their description

Error Code Description of Error

g,

ot

1000 The processing of your document submissidadaPlease RE-SUBMIT

1001 The submitted XML document failed to validatgainst the NSDGMessageEnvel
schema for this class of document. The necessargegit for submission are missir
please refer schema for element presence for sabcission.

1002 Authentication Failure. The credentials sutaditvith the document are invalid.

1003 The submitted document contained a SOAP Hedflerelope. Gateway does N
process messages with SOAP headers.

1004 The submitted XML document failed to validaigainst the NSDGMessageEnvelq
schema for this class of document. Missing Respdade field.

pe
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Error Code Description of Error

pe

pe

pe

pe

1005 The submitted XML document failed to validaigainst the NSDGMessageEnvelq
schema for this class of document. Missing X509@sate field.

1006 The submitted XML document failed to validagainst the NSDGMessageEnvel
schema for this class of document. Missing Keydfiel

1007 The submitted XML document failed to validatgainst the NSDGMessageEnvel
schema for this class of document. Missing NSDGErfield.

1008 The submitted XML document failed to validagainst the NSDGMessageEnvel
schema for this class of document. Missing NSDGTielst.

1009 The submitted XML document failed to validatgainst the NSDGMessageEnvel
schema for this class of document. Missing Trams&tion field.

1010 The submitted XML document failed to validatgainst the NSDGMessageEnvel
schema for this class of document. Missing Keghalfi

1011 The submitted XML document failed to validagainst the NSDGMessageEnvel
schema for this class of document. Missing Ralfi

1012 The submitted XML document failed to validatgainst the NSDGMessageEnvel
schema for this class of document. Missing Emaii&ds field.

1013 The submitted XML document failed to validagainst the NSDGMessageEnvel
schema for this class of document. Missing Orgatiun field.

1014 The submitted XML document failed to validagainst the NSDGMessageEnvel
schema for this class of document. Missing CoricaéD field.

1015 The submitted XML document failed to validatgainst the NSDGMessageEnvel
schema for this class of document. Missing IDAutleattion field.

1016 The submitted XML document failed to validagainst the NSDGMessageEnvel
schema for this class of document. Missing Bodidfi

1017 The submitted XML document failed to validatgainst the NSDGMessageEnvel
schema for this class of document. Missing NSDGEramp Field

1019 The submitted XML document failed to validaigainst the NSDGMessageEnvelg
schema for this class of document. Missing Locatfield

1020 The submitted XML document failed to validaigainst the NSDGMessageEnvelq
schema for this class of document. Missing Targshils field.

1021 The submitted XML document failed to validaigainst the NSDGMessageEnvelg
schema for this class of document. Missing TeXdfie

1031 The submitted XML document failed to validagainst the NSDGMessageEnvel
schema for this class of document. Empty or Irexily populated SenderID Field.

1032 The submitted XML document failed to validagainst the NSDGMessageEnvel
schema for this class of document. Body Field Showalt be left Blank for this kind g
Submission.

1033 The submitted document contains an entry @relationID, which is a reserved systé
field. This field should be left blank.

1034 The submitted XML document failed to validagainst the NSDGMessageEnvel
schema for this class of document. Incorrectly peted NSDGTimestamp field for th
kind of Submission.

1035 The submitted document contains an entry EspBnseEndPoint, which is a reser
system field. This field should be left blank.

1036 The submitted document contains an invalidydot TransactionID.

1037 The submitted document contains an invalidydot AuditID.

1038 The submitted document should not contain NSibéss Field
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Error Code Description of Error
1039 When submitting a document to Gateway the waligl values for the Qualifier field are

request poll, response or error

1040 The submitted document contains an invalidydot EnvelopeVersion.

1041 The submitted XML document failed to validatgainst the NSDGMessageEnvelop
schema for this class of document. Empty or Inatiygopulated Class Field.

1042 The submitted document contains an invalidydot Function. The only valid values for
the Function field are submit, delete or list.

1043 The submitted XML document failed to validagainst the NSDGMessageEnvelop
schema for this class of document. Empty or Inatlygopulated Transformation Field.

1044 The submitted document contains an invalidyefdr EmailAddress. If the field
Qualifier contains the value poll then the field &kAddress must not be populated.

1045 The submitted document contains an invalidydot Organization. If the field Qualifief
contains the value poll then the field Organizatiamst not be populated.

1046 The submitted XML document failed to validatgainst the NSDGMessageEnvelop
schema for this class of document. Empty or Inatlygopulated Key Field.

1047 Unable to retrieve data for the supplied CatienID. Please ensure the CorrelationlD is
correct, and that you have the required autheititacredentials to poll thig
CorrelationID.

1048 The submitted document contains an invalidydot CorrelationID. If the field Function
contains the value delete, then the field Corretdd must be populated.

1049 Unable to retrieve data for the supplied Qati@nID. Please ensure the CorrelationlD
is correct, and that you have the required autbatntin credentials to delete this
CorrelationID.

1050 The submitted document contains an invalidyefar Function. If the field Qualifie
contains the value poll, then the only valid vaioiethe Function field is submit.

1051 The submitted document contains an invalidyeot StartDateTime and EndDateTime.
You cannot have a greater StartDateTime than Erdliat.

1052 The submitted document contains an invalidyefar any one of the following fields
StartDateTime, EndDateTime.

1053 The submitted document contains an invalidydior Method, or an inconsistent Vallie
entry. This field must contain the value 'MD5'eatl’ or 'W3Csigned'. If W3Csigned |is
specified the Value tag must be omitted and a Sigadlock must be present

1054 The submitted XML document failed to validagainst the NSDGMessageEnvelop
schema for this class of document. Empty or Inatlygopulated Role Field.

1055 The submitted document contains an entryarBibdy field. This field must be left blank
for this transaction type.

1056 The submitted XML document failed to validaigainst the NSDGMessageEnvelgpe
schema for this class of document. Incorrectly pated NSDGTest Field.

1057 The submitted XML document failed to validatgainst the NSDGMessageEnvelop
schema for this class of document. The Target Be®nould not be present for this kipd
of submission

1058 The supplied user credentials failed validatar the requested service.

1059 The submitted XML document failed to validaigainst the NSDGMessageEnvelgpe
schema for this class of document. Empty or Inablygopulated ResponseMode field.

1060 The submitted XML document failed to validaigainst the NSDGMessageEnvelgpe
schema for this class of document. Empty or InablyeX509Certificate field.

1061 When communicating with Gateway via HTML youUSBIT specify a valig
ResponseEndPaoint.
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Error Code Description of Error

1062 The submitted XML document failed to validagainst the NSDGMessageEnvelop
schema for this class of document. Empty or Inabhyrepopulated IDAuthentication
field.

1063 The submitted XML document failed to validagainst the NSDGMessageEnvelop
schema for this class of document. Empty or Inatilyd?opulated AuthTimestamp field
in Authentication Block.

1064 The submitted document contains an entry émd&rDetails, which is a reserved sysiem
field . This field should be left blank for thisrkd of submission.

1065 The submitted XML document failed to validatgainst the NSDGMessageEnvelop
schema for this class of document. Missing or Irexily populated Signature field.

1066 The submitted document contains an entry fD@Details, which is a reserved system
field . This field should be left blank for thisrkd of submission.

1067 The submitted XML document failed to validaigainst the NSDGMessageEnvelgpe
schema for this class of document. Incorrectly pated Location field

1068 The submitted XML document failed to validaigainst the NSDGMessageEnvelqgpe
schema for this class of document. Missing or Irexily Populated Text field

1069 The submitted XML document failed to validaigainst the NSDGMessageEnvelgpe
schema for this class of document. Incorrectly fated Error field

1070 The submitted XML document failed to validaigainst the NSDGMessageEnvelgpe
schema for this class of document. Incorrectly fpated RaisedBy field

1071 The submitted XML document failed to validaigainst the NSDGMessageEnvelgpe
schema for this class of document. Incorrectly fpated Type field

1072 The submitted XML document failed to validaigainst the NSDGMessageEnvelgpe
schema for this class of document. Incorrectly pated Number field

1073 The submitted XML document failed to validaigainst the NSDGMessageEnvelgpe
schema for this class of document. Incorrectly pated Authentication field

1100 The document you have submitted has not bemegsed yet. The system is currently
experiencing high volumes. To view this submisdaiar use the URL provided.

1101 You have exceeded your allowable number df gteémpts. To view this submission
later use the URL provided.

1102 The time allowed for the poll attempts hapsda. To view this submission later use [the
URL provided.

1103 The record you have attempted to poll has besked for deletion and therefore canpot
be retrieved.

1501 The total number of bytes in a document subthib the Test Service in Gateway must
not exceed 1 megabyte.

1504 The authentication details in the NSDGMessagelép Header do not match the
credentials provided in the authentication to testTService.

2000 Gateway could not locate a record for the keghCorrelation ID - the submission may
have been deleted or the Correlation ID may belichvdf you have not received @
response you should resubmit the document

2001 The document was an invalid size

2002 The document was an invalid size - not enalagh was supplied

2003 The service associated with the submitted deatitype is currently unavailable

2005 Gateway has not received an acknowledgememurfsubmission from the Department
within the permitted timescale. Please either resubr contact the Department directly
to determine if your submission has been accepted

3000 System Failure. The processing of this docuitmas failed. Please resubmit.
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Error Code Description of Error

3001 The submission of this document has failed duesmdmental specific business logic|{in
the Body.
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PostgreSQL recommended configurations

/*
- This file contains only parameters which are recommnded for modification in postgresql.conf file.
- Parameters prefixed with ‘#' shows default value foparameter. In next line recommended value is
shown.
- These recommendations are only valid for PostgreSQlersion 8.3.3 for RHEL 5.x or CentOS 5.x (All 64
bit).
- Itis also assumed that database server is having minimum 16 GB of Memory.
- It is assumed that postgres data directory is initilized with ‘initdb’ utility with default arguments only.
*/
#
# PostgreSQL configuration file
#
#listen_addresses = 'localhost' # what IP adfFslt listen on

listen_addresses = "

#max_connections = 100
max_connections = 2000

#unix_socket_permissions = 0777 # begin with 0g® octal notation
unix_socket_permissions = 0770

#ssl = off
ssl =on

#shared_buffers = 32MB # min 128kB or max_cotines*16kB
shared_buffers = 640MB

#temp_buffers = 8MB # min 800kB
temp_buffers = 16MB

#max_prepared_transactions =5 # can be 0 or more
max_prepared_transactions = 10

#work_mem = 1MB # min 64kB
work_mem = 32MB

#maintenance_work_mem = 16MB # min 1MB
maintenance_work_mem = 512MB

#vacuum_cost_delay =0 # 0-1000 milliseconds
vacuum_cost_delay = 200

#vacuum_cost_limit = 200 # 1-10000 credits
vacuum_cost_limit = 50
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#wal_buffers = 64kB # min 32kB

wal_buffers = 512kB

#commit_delay = 0 # range 0-100000, in microsdso
commit_delay = 1000

#commit_siblings = 5 # range 1-1000
commit_siblings =20

# - Checkpoints -

#checkpoint_segments = 3 # in logfile segmenis,In16MB each
#checkpoint_segments = 16

#checkpoint_timeout = 5min # range 30s-1h
#checkpoint_timeout = 10min

H.

# QUERY TUNING
H

ke

#random_page cost=1.0
random_page _cost =2.0

#effective_cache_size = 128MB
effective_cache_size = 512MB

H

# ERROR REPORTING AND LOGGING

H.

ke

#log_filename = 'postgresql-%Y-%m-%d_%H%M%S.lodpég file name pattern,
log_filename = 'postgresql-%a.log’

log_rotation_age = 1440min
#log_rotation_age = 60min

log_connections = off
#log_connections = on

log_disconnections = off
#log_disconnections = on

#log_line_prefix = '<%t>'
log_line_prefix = '<%d %u %m %i %c >'

#log_statement = 'none’ # none, ddl, mod, all
log_statement = 'ddl’

# - Statistics Monitoring -

log_parser_stats = off
#log_parser_stats = on

log_planner_stats = off
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#log_planner_stats = on

log_executor_stats = off
#log_executor_stats = on

#autovacuum_naptime = 1min
autovacuum_naptime = 2min

H.

# time between autoyacuns

# CLIENT CONNECTION DEFAULTS

#

T

#client_encoding = sql_ascii
client_encoding = utf8

H.

# actually, defatdtslatabase encoding

#LOCK MANAGEMENT

H.

ke

#max_locks_per_transaction = 64
max_locks_per_transaction = 256

# min 10
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